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TOBaprle 3HakKu

PEJIDKC™, JIMHTEP® sBnstoorcs TOBapHBIMU 3HaKamu, npuHaiexammvu AQO HIIII
«Pensuronnbie sKkcniepTHhIe cucteMb» (manee nmo Texcty — kommanus PEJIDKC). [Ipoune
Ha3BaHUsI M OOO3HAYEHUS MPOAYKTOB B JOKYMEHTE SIBJISIOTCS TOBApPHBIMH 3HAKAMHU HX
MIPOU3BOAUTENEH, TPOAABIIOB WM Pa3paOOTUUKOB.

UHTennekTyanbHasi CO6CTBEHHOCTb

[TpaBoobnanarenem npoaykroB JIMHTEP® siBnsiercst komnanus PEJIOKC (1990-2025). Bee
IpaBa 3alIHIICHBI.

JIaHHBI JOKYMEHT SIBISICTCS PE3YJIbTaTOM HWHTEJUIEKTYaJbHOM NEATEIbHOCTH, IIpaBa Ha
KoTopbIi npuHaanexar komnanuu PEJIDKC.

Bce wmarepmanbel JaHHOTO JOKyMEHTA, a TaKXe €ro 4acTu/pasfensbl MOTYT CBOOOIHO
pa3MemaTbCs Ha JIIOOBIX CETEBBIX pecypcax IMPHU YCIOBUU YKa3aHHWS HAa HUX HMCTOYHHKA
JIOKyMEHTa ¥ aKTUBHBIX CCBhUIOK Ha caiiTel komnanuu PEJIDKC: relex.ru u linter.ru.

[Tpu wcmonp30BaHUM JTHOOOTO MaTepuaia W3 JAHHOTO JOKYMEHTa HECETCBBIM/IICYATHBIM
U3aHNeM 00s13aTeIbHO YKa3aHUE B TOM M3/IaHUW UCTOYHHKA MaTepralia M CChUTOK Ha CalThI
xkomrraunu PEJIDKC: relex.ru u linter.ru.

[{utupoBanue MHGOpPMALUK U3 JAHHOTO JIOKYMEHTa B CPEJACTBaX MAaccOBOM HH(pOpMaluu

JIOITYCKaeTCsl MU 00s13aTeIbHOM YIIOMMHAHUU MEPBOUCTOYHUKA MH(POPMAMM U KOMIIAHUU
PEJIDKC.

Jltoboe ucnonb3oBaHHE B KOMMEPYECKHX LEISIX HHGPOpMAIMM W3 JAHHOTO JOKYMEHTA,
BKJIIOYass (HO HE OrpaHUYMBASICh ATHUM) BOCIPOW3BEACHHE, Iepeaady, MnpeoOpa3oBaHHE,
COXpaHEHHE B CHCTeME IIoMcKa HH(popManuu, I[epeBoJ] Ha Jpyroil (B TOM 4YHCIe
KOMITBIOTEPHBIN) SI3bIK B KakoM-1100 (hopMe, KaKUMHU-TUOO CpelCTBaMU, 3JIEKTPOHHBIMH,
MEXaHUYECKUMHU, MArHUTHBIMU, ONTHYECKUMH, XUMHUYECKUMH, PYYHBIMU WIM HHBIMH,
3anpenieHo 0e3 mpeaBapuTeIbHOTO MMCbMEHHOTO pasperieHus: komrnannu PEJIDKC.

O noKkymeHTe
Marepuain, conepkaliuiicss B JaHHOM JIOKYMEHTE, IpPOIIEN JOCKOHAJIbHYIO MPOBEPKY, HO
xomranusi PEJIOKC He rapanTHpyer, 4TO JOKYMEHT HE COAEP>KUT OLIMOOK U IMPOITYCKOB,
MIO3TOMY OCTAaBIISIET 3a COOOM MpaBoO B JII000E BpeMsi BHOCUThH B JJOKYMEHT HCIPABICHUS U
M3MEHEHUs, IepecMaTprUBaTh U OOHOBJIATH COIEPIKALLYIOCS B HEM UH(OPMALIUIO.
KoHTakTHble AaHHble

394006, Poccus, r. Boponex, yin. baxmerbeBa, 2b.

Ten./daxc: (473) 2-711-711, 2-778-333.
e-mail: info@linter.ru.

TexHu4eckas noaaepXxkKa

C uenbio moBbleHUs: kadectBa nporpammuoro npoaykra JIMHTEP u npenocrasnseMbix
yeiyr B komnanuu PEJIDKC nelictByer aBTOMaru3npoBaHHasi cuctemMa y4éra u oOpaboTKu
M0JIb30BATENbCKUX pekinamanuidl. O00 Bcex OOHApy)KEHHBIX HEJOCTAaTKax W OMMOKax B
IIPOrpaMMHOM MPOAYKTE W/WIM AOKYMEHTAllMM Ha HETO0 IMPOCHM COOOLIaTh HaM B pasjeln
ITonnepxka Ha carite JINHTEP.
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NpepucnoBue

Ha3sHayeHne nokymMeHTa

JIOKyMEHT COACpXKHUT OIUCAaHUE TPOICIYyp aIMHUHHCTPUPOBAHUS KOMILICKCA CpEICTB
3amutbl uHpopmamuu (KC3) or HecankumonupoBanHoro npoctyna (HCII), ommcanue
KOHTPOJIUPYEMBIX (PYHKIINH U pEKOMEHIAINH 110 CO3JJaHUIO CUCTEM 3aIUTHI:

OIHCaHNE KOHTPOJIUPYEMbIX (DyHKIUI;

pykoBozcTBO o rerepanuun KC3;

OIMCAaHUE CTAPTA CUCTEMBI U NPOLEAYP NPOBEPKU NMPABUIILHOCTH CTAPTA;
OIMCAaHUE MPOLEAYp pabOThI CO CPEICTBAMH PETHCTPALHH;

PYKOBOZICTBO IO CPEJCTBAM Ha/Ie)KHOTO BOCCTAHOBJICHUS,

PYKOBOJICTBO TIO pabOTe CO CPEeICTBAMU KOHTPOJIST MOAU(DUKAITUH;

PYKOBOJICTBO 110 paboTe CO CPEACTBAMU KOHTPOJIS TUCTPHOYIIHH.

HoxymenTt npennasznades qis CYBJ JIMHTEP CTAHJIAPT 6.0 c6opka 20.4, nayee 1o TekcTy
CYB/Jl JIMHTEP.

Ona Koro npegHa3Ha4eH AOKYMEeHT

I[OKYMGHT npe€aHasHau4CH IJid aJMHUHHCTpaTopa 0e30IacHOCTH CHCTCMBI, a TaKXC i
AAMHUHUCTpATOpPA 3alIUTEI.

JdononHuTenbHbIE AOKYMEeHTbI

MOI[CJ'H) 3allIUThI JaHHBIX

Crpasounuk 1mo SQL

CucreMHbIe Ta6J'II/H_[I)I U IIPEACTABICHUA

Cosnanue u KoHbOUTYpUpOoBaHUE 0a3bl JaHHBIX
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ApXUTeKTypa KoMnsiekca cpeacTB 3aluThl
AaHHbIX

ApxuTekTypa KoMmIulekca cpeactB 3amuTbl gaHHbIXx (KC3) Bkmtouaer B cebs Kak
MH(POPMALIMOHHBIE KOMIIOHEHTHI (omucaHusi oO0bekToB M cyObektoB B bBJl), Tak u
nporpaMMHble koMnoHeHTs! (nmporpammusiii KC3 sapa CYB/[ JIMHTEP).

OcHOBHbI€ NPUHUMUNbI

KC3 CYBJl JIMHTEP ctpoutcst Ha 9 OCHOBHBIX MPUHIIMIIAX:

1) OTKpPBITOCTS;
2) uaeHTUGUKAINA U ayTeHTH()UKALUS — ONpeessieT Hauyalo ceanca paboThl CyObeKTa;
3) mpaBa Ha JOCTYII POBEPSIOTCS HA BCEX Tamax:
* Ha 3Tare TPaHCISALMU 3a1poca;
* Ha 3Tane o0paboTKu 3ampoca;
* 1pu oOpallieHuu K 0ObEKTY.
4) mpsiMasi lepeziaua mpas — IpeporaTHBa BiIaJIeNbla 00BEKTa,
5) KocBeHHas iepeiaya IpaB — COBMECTHBIE ASHCTBUS BiIajieblia 00bEeKTa U CO3AaTelis POy,

6) U IPOTOKOIUPOBaHUS Beex neiicTBuil ¢ yuactueM KC3 HeoOXoaumo ero akTHBUPOBATh U
HACTPOUTH TpeOyeMblil IepeueHb MPOTOKOIUPYEMBIX COOBITUH;

7) Bce OOBEKTHI KOHTPOJII CHAOXKAIOTCSA METKaMH JOCTYIa, BKJIIOYAIOIIMMH YPOBHU
KOH(HUIEHITNATFHOCTH U MPUHAJIC)KHOCTh K TPYIIE CYObEKTOB; CyOBEKTHI pa30OUTHI HA
HETIEPECEKAIOIINECs] TPYIIbI, KaXJaas U3 KOTOPBIX H30JMPOBaHA 1O JOCTYIY OT BCEX
MPOYUX TPYIII;

8) MeTKH 00BEKTOB, KaK U METKU CyOBEKTOB, MOT'YT U3MEHSTHCS (UX MOXKHO MEPEBOAUTDH U3
IpyMNIibl B TPYIITY, MEHATh YPOBEHb JIOCTYIIA U TIP.);

9) U3MEeHEHHE METOK JOCTyma CyOBbEKTOB — TpeporaruBa CyObeKTa (aJMHHHCTpATOpa
0e30IacHOCTH).

B IHpumeuannue

[IpoTokonmupoBaHue coObITHI K paboTa ¢ METKaMH JOCTYIIA MoAaepKuBatoTcs Toiabko B CYB/]
JIMHTEP BACTUOH.

Hwxe 3Ti npuHImne! pazduparoTcs 6osee moapooHo.

OTKpbLITOCTb

CYB/JI JIMHTEP — otkpsiTas cucrema. [1o TeXHOIOrMM NOCTPOEHUS OTKPBITBIX CUCTEM BCE €€
AJITOPUTMBI OTKPBITHI AJIs1 BCEX MOJIb30BaTesell 1 paboTaroT ISl BCEX OJJMHAKOBO.

Anroput™ uHTepdeiica HIKHEro ypoBHs YCTPOSH TaKUM 00pa30M, UTO YCTaHOBJIEHHAs! CBS3b
cyorekta u CYBJ] JIMHTEP unentudunupyercs eme M MIASHTU(YUKATOPOM TMPHUKIATHON
3a7a4M (Kak[aasi onepaoHHasi CUCTeMa IPUCBAaUBAET 3ajlaye YHUKAJIbHBIN HIeHTU(UKATOD)
(cM. myHkT MaeHTudukanys u ayTeHTU(GUKAIM), YTO UCKIIOYAaeT BO3MOXKHOCTh IepexBaTa
otBeToB OT anpa CYB/l. OTo 03HauaeT, 4To OTBET, MOCIAHHBIN 3a7a4e Ha €€ 3alpoc, NPUAET
MMEHHO K TOM 3a7ja4e ¥ HU K KaKO! JApyrou.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

[Tpu 5TOM MpUKITaIHBIE TOJIb30BaTENbCKHE MporpaMmbl otAeneHsl oT CYB/I. Obmenue Mexay
aapom CYBJ] u mpunoxxkeHuem, €€ UCHOIb3YIOIIMM, MPOXOAUT TOJIBKO 4Yepe3 MHTepdeiic
HUKHETO YPOBHS. TeKCThI/anropuT™Mbl HHTEpGEca HUKHETO YPOBHS OTKPBITHI U HE COJEPKAT
snemenToB KC3.

Bcee yrumutet CYB/] JIMHTEP Takke HanmucaHbl ¢ MOMOIIBIO HHTEpdelica HIKHETO YPOBHS
(T.e. ITAaTHBIX CPEACTB) U HE UCIIONB3YIOT HUKAKUX CKPBITBhIX ocobenHocteir CYB/I.

To ke camoe MOXKHO CKa3aTh U O MPOYHMX MPOTPAMMHBIX MHTEp(eicax, MPUCYTCTBYIOIINUX B
CYB/I (marmpumep, Bcrpoernbiit SQL (PCI)). B ux ocHOBe Takke NeXUT HHTepEic HUKHETO
yposus CYB/] JIMHTEP.

Oro nanaraet Ha CYB]] nononuauTenbHbIe TpeboBaHus, 0cooeHHO B yacTu KC3.

UpoeHTndpmkaumsa n ayteHtudmkauyms

Wupopmarus o kax10M NoIb30BaTese, UMerolieM npaso noaxiodarbes k CYB/I, Haxoaures
B COOTBETCTBYIOILIEH cucTteMHOU B/l

Kaxnapiit monp3oBarens (CyobekT) umeeT B cucteMHod BJl yHuMKanbHBIM HaeHTUGUKATOD —
UaeHTU(UKATOP CyOBEKTA.

CYB/l cBs3biBaeT cyOBeKkTa ¢ €ro HUACHTU(HUKATOPOM, HMCXOAS M3 HWMEHHM W Tapods,
MOJTyYEHHBIX B pe3yJibTare UACHTU(UKALNY U ayTeHTU(DUKALIUH.

[Tocne aToro Ha BceM MPOTSHKEHUH padoTHI (10 oTcoenuHeHus nmoib3oBatens oT CYBJI) saapy
CYB/l yxe He TpeOyercs 3HaHWE MMEHH W Tapojs cyowbekra. [ aaroputMoB moctyna
JIOCTATOYHO TOJIKO UACHTH(HUKATOpa CyOheKTa.

[Tpu xpanenun uHGOpMAIMK O MpaBax cyObekTa (cM. moapazaen CxeMa XpaHeHus JTaHHbIX )
CVYBJl ucnonwsidyer uaeHTHU(PHUKATOp CyObEKTa, a TaKkke HACHTU(UKATOPBI OOBEKTOB, K
KOTOPBIM CyOBEKT UMEET JOCTYTI.

J71st Ka)/10r0 YCTAaHOBJICHHOTO KaHama cBs3H ¢ npunokenueM CYB/] xpanut y ce0s B mamMsiTi
CIIEYIOILYI0 HHPOPMAIIHIO:

* uaeHTU(DUKATOP CyOBEeKTa;
* uAeHTU(DUKATOP MPUIOKEHHS (TIpoIiecca U JJaXKe HUTH),

* aJpec KIMEHTCKOM CTAHIIMK U TUII CETEBOTO MPOTOKOJIA (TIpU ceTeBO paboTte).

Taxum o6pa3oM, ceaHc pabOThl CyObeKTa HAUMHAETCS C UACHTU(DUKALUY U ayTeHTU(PUKALIUH
cyonekta, npu 3ToM CYB]] cBs3piBaeT nociennero ¢ ero uaeHTUGUKaropom. JlaHHas CBS3b
MpEKpaniaeTcst TOIbKO mocie orcoeaunenus cyonrekra ot CYB/I.

Kpome toro, CYB/] ocobeHHO Ba)HO, YTOOBI OTBETHI Ha BCE 3alPOCHI MPUIIOKEHHS ObUIH
MOJTyY€HBI TOJILKO 3TUM IMPHJIOKEHUEM U HUKAKUM JIPYTHMM. DTO PEAU3yeTcsl C MOMOIIBIO
uAeHTU(UKaTOpa MPUIIOKEHHSI, KOTOPBIM MPUCBAUBAETCSI €My OINEpPallMOHHOM CHUCTEMOW B
MOMEHT 3arycka. [Ipu ycTaHOBIEHUHU CBS3M NMPUIOKEHUE, UCTONb3Yysl HHTep(delc HUKHETO
ypoBHs, coobmaer sapy CYB]Jl cBoit maentudukarop (a mpu cereBord padboTe M aapec
CTaHIIMM), TaK 4TO, MOChUTast mpuiiokeHuto otBeThl, CYB/] Bnaaeet momHoi nHpOpManuein o
TOM, KOMY MO>KHO T€pechlUIaTh MOJHBIN aipec HyKHOTO MPUIIOKEHHUS.

B cnyuae, korna ncuesaet XoTsi Obl OIMH U3 KOMIIOHEHTOB CBSA3M (yHansercs CyObeKT, najgaeT
MPUWIOKECHHUE, OTKJIIOYAeTCsl KIMEeHTCKas craHius), sapo CYB/l, crienys ycTaHOBIEHHBIM
TaliM-ayTam, pa3pblBaeT 00pa30BaHHYIO CBS3b.

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025 5



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

ITpu nonbITKe MOJIB30BaTENs OTKPBITH KaHal cBsi3U, CYDB/] npoBepser mMs 10ab30BaTeNs U
€ro MapoJb.

[Tpu 3TOM BO3MOXKHBI CIEAYIONINE CUTYAIIHH:

¢ HUMd U IIapOJib MOJIL30BAaTCJIA BBEACHBI IIPABUJIBHO — MOJIB30BATCIIb JOITYCKACTCs K Bﬂ,

* UM TIOJIL30BATENS BBEICHO HEBEPHO — BBIJIAETCS COOOIICHUE O TOM, YTO UMSI TIOJIB30BaTEIs
BBE/ICHO HeBepHO (HemzBecTHOe wumMmsa mnosb3oBaTesd). [loas3oBarens k B/l He
JIOTTYCKaeTCs;

* TIApOJIb TOJIH30BaTENsl BBEICH HEBEPHO — BBIJAETCS COOOIICHHE O TOM, YTO Tapoib
MTOJIB30BATENIs BBEJICH HEBEpHO (HeBepHE Maposib noJb3oBaTens). [lonp3oBarens
K b/l He momyckaercs.

KoHTponb goctyna B npouecce o6paboTku 3anpoca

O6pabotka SQL-3anmpoca COCTOUT U3 HECKOIBKHUX 3TAIOB:

1) TpaHcnsALUs 3anpoca U MPUBSA3KA €ro MIEMEHTOB K Puznueckum oObekTtam b/I;
2) BBIMIOTHEHHE 3aMpOcCa;
3) mepenaua pe3ysbTaTa BBIIOJHEHMS 3apOCa M0Ib30BATENIO.

HpOBepKa IIpaB JOCTYyIIa BBIIIOJHACTCA Ha KaXKIO0M ITallc.

Ha nepBom 3Tamne npoBepsieTcs, B OCHOBHOM, JIOTHUECKast 3allIUTa Ha CAMOM BBICOKOM (0011eM)
YpOBHE.

BTOpOﬁ 9Tall, B CBOXO O4YCPCAb, TAKKC COCTOUT M3 HCCKOJIbKHX 3TallOB. HpI/I 9TOM 06T>CKTI>I,
Y4aCTBYIOIIKEC B 3aIIPOCE, ITOCICAOBATCIILHO BOBJICKAIOTCA B IIPOLECC O6pa60TKI/I.

B CVYB/J JIMHTEP mpaBa nocryna npoBepsilOTCS TOJbKO B MOMEHT IpPHBJICYeHUS
oYepeIHOro oobekTa K mpoueccy oopadorkm 3ampoca. Takum o6pazom, CYBJl moxer
MOTPATUTh JIOBOJIBHO MPOJOJKUTEIBLHOE BpeMs Ha 00pabOTKy 3ampoca, II0Ka HE OIPEEnT,
YTO OHA HEBO3MOXHA.

C apyroit CTOpoHbI, €ciH B Ipoliecce 00pabOoTKH 3ampoca KTO-TO U3MEHSET NpaBa CyObeKTa,
TO JTaHHbIE U3MEHEHUSI MOTYT CKa3aThbCs YK€ Ha 00paboTke Tekyliero 3ampoca. [lo kpaitneit
Mepe, MPHU TaKoM IMOJXO0/€ BO3pacTaeT BepoATHOCTh Toro, uto CYB]] npumer Bo BHUMaHueE
M3MEHEHHUE TpaB J0CTyIa.

BaxxHocTh TOrO, YTO MHpOBEpKa JOCTyla IMEpeHeceHa B 3Tal 00paboTkH, oOycCIOBIEHA
OCBO60)K)I€HI/IGM MEPBBIX JBYX OTAIllOB OT JOMNOJHHUTCIBHBIX IIPOBCPOK. ODTO I03BOJISIET
MNPpUKJIAAHBIM  IIpOorpamMmMam CBO6OI[HO HCIIOJIB30BaTh YyXC  OTTPAHCIUMPOBAHHBLIC U
MIPUBSI3aHHBIC 3aIIPOCHI.

Mpsamasa nepepayva npas

B CYB/Jl JIMHTEP B kaduecTBe OAHOrO M3 OCHOBOMOJATAIOIIUX MPHUHSIT MPUHLUI MPSIMOU
nepeaaqy npas.

Ui TOro 4to0bl MCKIIOYMTH BO3MOKHOCTH HEKOHTPOJIHMPYEMOIO paclpOCTpaHEHHUsl Mpas,
MPUHSAT CIAEAYIOMNA IPUHIIUI: MPSAMasi epeaada npaB Ha 00beKT pa3pelieHa ToJIbKO A5l
BJAJeJIbLA TAHHOT0 00bEKTA.

CyObeKT, MoMyYUBIINN KaKHue-THO0 MpaBa Ha 4y>K0i 00bEKT, He MOJKET OCYILIECTBUTH IPSIMYIO
nepegayy mnpas.
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KocBeHHasa nepepaya npas

KocBenHnas nepenaya/oTMeHa npaB Ha 00BEKT BO3MOKHA TOJIBKO YEepE3 armapar pojiei.

B cnyuae KOCBEHHOH pabOTBI POJbH JODKHA OBITh HAIONHEHA COOTBETCTBYIOIIMMH
BO3MOXHOCTAMH, ITPECAOCTABJICHHBIMU HAIIPAMYIO BJIaAC/IbIIaMU 06’I>CKTOB.

Co3zmarenb poiM MOXKET Ha3HA4YaTh €€ JPYTUM IMOJb30BaTelissM (B TOM 4HCIE U cede).
Brnagenbiibl 00bEKTOB MOTYT ITOCJI€ 3TOTO MPOAOJDKATh Ha3HAYATh MpaBa Ha CBOM OOBEKTHI
POJIN UIIKX OTHUMATh UX Yy HEC.

Peructpauusa nencresmm

Perucrpanus nericTBuii BoINOIHAETCS oacucTeMOoM nipotokonupoBanus CYB/I.

3anyc1< MOACHUCTEMBI ITPOTOKOJIHUPOBAHUA BBIIIOJIHACTCA SQL—3anpoc0M:
AUDIT START;

Jliis BeIONTHEHUS 3anpoca HeoOXoauMel rpasa DBA.

B pesynbrare B HyneBOW 3amucu TaONWIBI ayluTa yCTaHaBIUBaeTcs (ar akTUBHOCTH
MOJICUCTEMBI IIPOTOKOJIMPOBAHUS.
OcTaHOB MOJICUCTEMBI IPOTOKOIUPOBaHUS BhINosHsAeTcs SQL-3anpocom:

AUDIT STOP;

Jns BeIMoOnHEHUs1 3ampoca Heobxomumbl mpaBa DBA. B pesynprare B HyneByrO 3amuch
TaONHIIBI ayIUTA 3aHOCUTCSI HH(OPMAIIHS O IPEKPAIIEHUN TTPOTOKOITHUPOBAHUS.

[Ipu  BoO30OHOBIEHMHM  PAOOTHI  TMOJACHUCTEMBI  MPOTOKOJUPOBAHUS  MPOJOHKHUTCS
MIPOTOKOJIUPOBAHUE BCEX COOBITHIA, YCTAHOBIEHHBIX JJO OCTAHOBKHU MPOTOKOJIMPOBAHHUS.

B pexxuMe npoToKonrpoBaHUs COOBITHI B TaOIUIlE ayluTa MOTYT OBITh 3aperuCTPUPOBAHBI
JercTBHs mosb3oBateneit bJ1, cBsa3anHbIC C:

* uaeHTu(UKauel U ayTeHTUUKAIIUEH;

* 3ampocaMu Ha JOCTyI K 00bekTaM 3amuThl BJ1;

* CO37aHUEM/yHUYTOXCHHEM 00BEKTOB 3anuThl b/[;

e neicTBuaAMU 1o uaMmeHenuto [1P]1.

Tabnuiia perucTpanuu coOBITUH ayIuTa CO3MAETCS B MPOIECCe MHUIMATU3AIINHN TOJICUCTEMBI
pacmpensbix Gyaknuil KC3 HCJI CYB/l JIMHTEP (cm. myHnkt MHUIMANIM3ams KOMIUIEKca

CpPEJICTB 3aIlUTHI JaHHBIX). bosee moxpoOHO 0 Tabnuile perucTpalnuu H3JI0KEHO B paszene
MOHUTOPUHT KOMILJIEKCA CPEACTB 3aIUThl JAHHBIX.

MeTka gocTtyna

Bcem 00bexTaM KOHTPOJIsl MPUCBAaUBAETCSl METKa A0CTYIIA.

Metku noctyna ucnionb3yrotcss CYBJ JIMHTEP mist npoBepku A0CTYTHOCTH HHPOpPMAITUH, a
TaKKe JUIsl BO3MOKHOCTH OpraHU3alliy IPUHYIUTEIBHOTO YIPaBIeHHs JOCTYIIOM. MexaHu3m
METOK JIOCTYyIIa — [JIaBHOE 3B€HO 00eCIeUeHrs] MaHAaTHOTO MIPUHIIUIIA KOHTPOJIS I0CTYTIA.
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Mertka noctyna coaepkut MH(GopMaIuo 00 ypoBHE KOHPHUIAESHIIMATBLHOCTH (111 OOBEKTOB,
T.€. JaHHBIX) — MeTKY 00beKTa, U YPOBHE J0CTYIA (IJIs 10JIb30BaTeNe, CyObEKTOB) — METKY
cy0bexTa.

Kpome nepapxuu ypoBHEH B METKe COAEpKUTCA Takoke MH(opmaius o rpynmne. Peus uaer
O TpyImIax Mojb30BaTelieil, KOTOpbIe JOJKHBI OBITh 30JUPOBAHbI APYT OT Jpyra (B CMbICIE
UHpOPMALIUH).

CoOTBEeTCTBEHHO TPYIIIaM MOJIb30BaTENICH OOBEKTHI JTaHHBIX TOXKE Pa30MBAIOTCS HA TPYIIIHL.

TakuMm 00pa3oM, METKH TPEIOCTABIAIOT KaK HEpapXuio JocTyma (ypoBHH), TakK U
TOPHU30HTANBLHOE JieNieHne (00bEKTOB, CYOBEKTOB).

Metkamu foctyna cHaOxkaeTcst nH(GOpMAIUsl BCEX YPOBHEH — OT TaOMUIBI, 10 CTOJNONA H
3anucy u gaxe 3HadeHus noneit 3anucu. T.e. B CYBJ] JIMHTEP ecth BO3MOXXHOCTH CHA0XKATh
BCe OOBEKTHI JOCTYTA CIICIUATBHBIMU METKaMu (00 UX CONEp:KaHUU YIIOMHHACTCS HUXKE).

Bce cyOBekThl mocTyma Takke cHaOxkaroTcss MeTkamu. [Ipm mpoBepke nocTyma cyObekTa
K KOHKpeTHOMY 00bekTy CYB]] oCyIecTBIsIET TONMOTHUTEIBHYIO MTPOBEPKY, HE BBITOIHSS
HEJIOCTYITHbIE JEHCTBUSL.

B IHpumeuannue
CYB/l JIMHTEP xpanut undopmaruto o ¢aitnax csoeit bJI. B aktuBHOM coctosinun CYB]]
ucnomnb3yet (aitnpl b/ MoHOMONBHO 1 OIOKHUPYET AOCTYII K HUM APYTUX IPOTPAMMHBIX CPE/ICTB.
Orpannuenue pocryna K daitnam bJ[ npu HeakruBHOM cocTosiHun CY BJ] 101KHO BBITIOHATHCS
cpeactBamu OC.

MeTka o6bekTa
Mertka o0bekTa obecreunBaeT (PU3MIECKYIO 3alUTY TaHHBIX.
Mertka 00beKTa BKIIIOYAET:

* TpymIy cyObeKTa, KOTOPbIN CO3/1a] JaHHBIA 00BEKT;

* ypoBeHb focTyna Ha uteHue: RAL-ypoBens (Read Access Level);

* ypOBEHb OCTyMa Ha 3anuch: WAL-ypoBenb (Write Access Level).

[Tosienenue B B/l HOBOro oObeKTa KOHTPOJIS COIMNPOBOXKIAETCS IMPUCBOCHHEM €My

COOTBGTCTBYIOH_[Cﬁ MCETKHU O6’B€KTa, KOTOpas 6yz[eT CBsjg3aHa C HHM J0 MOMCEHTa €ro
YHHUYTOXCHUA.

Jlaxe mepemenienue (KOmupoBaHue) 0OBEKTOB (HAIPUMEpP, W3 OMHON TaOIUIBI B APYTYIO)
HE M3MEHUT MX 3alllUTHBIX aTpuOyTOB (IO KpaiiHelW mepe, HEe CHHU3UT). Tak, M3MEHUTh
METKY 3aIlicH TaOJIMII MOXKHO TOJIBKO MPH 3aMEHE BCeH MH(OpPMAIUKM 3TOW 3allHCH, YTO,
COOCTBEHHO, PaBHOCHIIBLHO €€ YAAJICHHUIO U JOOABJICHUIO BHOBD.

MeTka cyobekTa
MerTka cyObeKTa BKIIOYAET:

* TpYIINY, K KOTOPOI NPUHAMIIEKUT CyObEKT;

* RAL-ypoBeHr cyObekta — MakcuMaidbHbIi RAL-ypoBeHb JOCTYNMHOH CyOBEKTY
uHpopmaruy;
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* WAL-ypoBeHb CyOBbeKTa, T.€. MUHUMaNbHBII RAL-ypoBeHb 00beKTa, KOTOPBII MOXKET ObITH
CO3/1aH JJAHHBIM CYOBEKTOM.

B ominune oT METOK 0OBEKTOB, METKH CyOBEKTOB (TI0JIb30BaTENCl) MOTYT ObITh H3MCHEHHBI.
V3meHeHHe METOK J0oCTyma CyObEeKTOB — TpeporatuBa CyObekTa (aJMHUHUCTpATOpa
0€30MacHOCTH).

OH MOXeT nepeBecTH cyObeKTa U3 TPYIIIbI B TPYIITY, U3MEHUTh YPOBHH JTOCTYIIA U IOBEPHUSL.

EcTtecTBeHHO, UTO M3MEHEHHE BO3MOKHOCTEH CyOBbeKTa He JOIKHO OCTaThCsl HE3aMEUCHHBIM
— BCE MOI00HBIC ISHCTBHSI MPOTOKOJIHPYIOTCH B TAOJIHUIIE ayIuTA.

Cxema xpaHeHus AaHHbIX

Nudopmarus 000 Bcex CyObeKTax, poisiX U MX BO3MOXKHOCTSX 110 OTHOIICHHIO K OObEKTaM
B/l xpanutcs B cinoBape b/I.

Jnst xpaneHus: nJaHHOW MHGoOpMAaIMM MpeaHa3HaueHa cucTeMHas Tabnuua $SSUSR (cMm.
JTOKyMeHT «CHCTEeMHBIE TaOIHUIIBI U IPEICTABICHUs, Toapaszaet «$SSUSRy).

[TopnepxxuBaeMble Kareropuu npas: DBA, RESOURCE, CONNECT u BACKUP.

[IpenocraBnsgeMble NPUBWIETMM HAa MaHMITYJUPOBAaHUE JaHHBIMU Tabmuuel: SELECT,
INSERT, DELETE, UPDATE, ALTER, INDEX, REFERENCES u ALL (Bc€ NEpeYUCIICHHbIE
panee).

KaTeI‘OpI/II/I mpaB UMCIOT TOJILKO ITOJIb30BATCJIN. HpI/IBI/IJIeFI/II/I — MOJIb30BAaTCJIN U POJIH.

KaTteropus goctyna cy6bekta KOHTpons

Ilonws30Barento Ha3HAYACTCS OJHA U3 3-x KaTeFOpI/Iﬁ A0CTYyIIa K 00BEeKTaM EI[

1) CONNECT-kareropus. [IpenoctaBnsieT monp30BaTeNto HauMEHbIINE Mpasa: 10cTym K b/l
C BO3MOXKHOCTBIO nofiaBaTh SQL-3arpocel Ha MaHUITYJIMPOBAaHUE JAHHBIMU;

2) RESOURCE-kareropus. [IpegocrasmnsieT moas3oBatento Bee npaBa Connect-kaTeropuu, a
TaKke MpaBo U3MeHATh cxeMy b/l (co3maBarh/ynansTh/u3MeHsATh CTPYKTYpy 00beKTOB B/1)
U TiepeaaBarh APYyTruM MOJIb30BaTENsAM IpaBa Ha CBOU OOBEKTHI;

3) DBA-kareropusi. IlpenocTaBisieT MONb30BaTENI0 YpPOBeHb anMuHHCTpatopa bJl ¢
MaKCHUMaJIbHBIMHU IPAaBaMH, BKITFOYAIONTMMU IpaBa Resource-kareropuu v npaBo co3aaBaTh
HOBBIX noyib3oBaTesen b/I.

Brnanensuem tabnuunoro oobekta bl (Tabnuiel/ipeacTaBneHus) CYHUTACTCS MOJB30BATENb,
CO3/IaBIIHNI 3TOT 0OBEKT (U1 €r0 CO3/IaHMsI OH JTOJDKEH MMeTh, kak MUHUMYM, RESOURCE-
Kareropuo). Brianenen TabnuyHOro OOBEKTa IMOJTy4aeT HAa ITOT OOBEKT BCE BO3MOXKHBIC
NPUBWIETUH, BIUIOTh JO TPUBWICTUH Teperayd (OTMEHBbI) HEKOTOPBIX M3 HHX JPYTUM
nonb3oBaresam b1

Brnanenen moxer nepenarb Ha CBOW TaONMMYHBIN OOBEKT CIEIyIONIUE NMPUBMICTUN (MM UX
COBOKYITHOCTb):

e SELECT — Ha YTeHUE NJaHHBIX;
* INSERT — Ha g00aBlIeHUE TaHHBIX;

e UPDATE —Ha MO;[I/I(bI/IKaHI/I}o JaHHBIX;
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* DELETE — Ha ygaJcHHUC JaHHBIX;

* ALTER — Ha U3MEHEHHUE MMapaMeTPOB TaOIHIIbL;

e INDEX —Ha HOCTpOCHI/Ie/y,HaJIeHI/Ie HHIEKCOB TaOJIHIIbI;

e REFERENCES — Ha cO3J]JaHHE BHEIIHUX KITIOUEH, CChIIAIONINXCS Ha Ta6n1/1uy;

* ALL — mojHbIA HAOOp mpuBwieruil, T.e. SELECT + INSERT + UPDATE + DELETE +
ALTER + INDEX + REFERENCES.

VYnanuts 00bekT b/l MoxeT Tosbko ero Biagenen. AqMuHucTparop bl MoxkeT ynanuth 00beKT
KAaCKaJIHO, BMECTE CO BCEU CoAep KalIel €ro CXeMoMu.

Jlis BbI30Ba XpaHUMOW MpoOLEenyphl HEOOXOAMMO HMETh HpuBMieruio EXECUTE wiu
EXECUTE AS OWNER.

st onepatuBHOTO apxuBupoBanus b/l nenrkom umu e€ oTaenbHbIX 00BEKTOB CPEeCTBAMU
CYB/l Heobxomuma npuBuierus BACKUP (110 YMOTYaHUIO 3Ty MPUBUIETHIO UMEET TOIBKO
co3narens BJI).

Haznauenue kareropuu nocryna cyonrexty koutposss KC3 HCJ CYB JIMHTEP moxet ObITh
OCYIIECTBIIEHO CIEAYIOUIMMH CIIOcO0aMu:

1) coznanue cyobekTa KOHTpOIIs ¢ HesiBHBIM 3aanueM CONNECT-kareropuu 1ocryna:

CREATE USER <uwms nons3oarens> IDENTIFIED BY <naponbs>;

2) coznaHue cyObeKTa KOHTPOJIS C IBHBIM 3a/laHHEM KaTeropuH JIOCTyIa:

GRANT <kareropus> TO <ums nons3oBarenss™> [IDENTIFIED BY <naponbs>];

3) Ha3HayeHUe (U3MEHEHME) KaTeropuy I0CTYyIa CYLIECTBYIOIEMY CYOBEKTY KOHTPOJIS:
GRANT <kareropus> TO <ums noiab30BaTems™;

Eciu 6aza nmannbix paboraer B pexume CERTIFIED (cm. mokyment «Co3maHue wu
KoH(uUryprupoBaHue 6a3bl JaHHBIX», MTOAMYHKT «Co3nanue b/[»), To mobomMy momas30Barelnto,
uMmerouiemMy yposeHs ipas DBA, nononaurensHo paspematorces cienyromue aeictaus (DCL
u DDL):

* Ha3HAYCHUE U OTMEHA JIIOOBIX HpI/IBI/IJ]eFI/Iﬁ Ha J100bIe Ta6J'II/II_ILI;

* CO3JlaHUE U yJlaJeHHEe TaOJIMI U U3MEHEHHUE UX CTPYKTYPhI B CXeMaXx JIFOObIX I0JIb30BaTENEH,
IOCTPOEHUE U yNaJCHUE UHJIEKCOB U T.I1.;

¢ CO3JaHHC U YOAJICHUC Ta6J'II/II_[ N U3MCHCHUEC UX CTPYKTYPhI B CXEMaAX JTFOOBIX HOHBSOB&TCJ’IGﬁ,
MMOCTPOCHUC U YAAJICHUC NHACKCOB U T.II.;

* CO3JIaHME U YIAJIICHUE XPAHUMBIX IPOLEAYP, U3BMEHEHUE U YIAJIEHUE UX UCXOIHOTO TEKCTA,
MEPEeTPAHCIISAINS TPOLEAYP B CXeMax JIFOOBIX MOJIb30BaTEICH;

* Cco37aHMe, yAAJICHHE, Pa3pelIeHUe M 3alpeT TPUITEPOB Ha TAOIHMIBI B CXeMaX JIFOOBIX
MOJB30BaTENEH;

* m00bIe onepanuru € nocjacaA0BaTCIbHOCTAMHA B CXEMaAX TI00BIX TOJIB30BATEICH.

B Hpumeuanne
[onnepxxuBaercs co coopku 6.0.20.4.
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Ponu

Anmapar posiieid MCHONB3yeTcs Ui pasTPaHMYCHHs JIOCTYNa CYOBEKTOB KOHTPOJIS
CYBJl JIMHTEP k oO0bekTaM:

1) co3nmanue pomu:

CREATE ROLE <ums pomir>;
2) ynaneHue posu:

DROP ROLE <uwms ponu>;
3) mpHCBOEHUE PONIHU MOJIb30BATENIIO:

GRANT ROLE <ums ponu> TO {<ums nons3oBarens™ [, ...| | PUBLIC};
4) oTMeHa IPUCBOECHHUS POJIM:

REVOKE ROLE <ums ponu> FROM {<ums nons3oBarens™ [, ...] | PUBLIC};

Ecnu monp3oBaTtens co3maer poib, TO MO YMONMYAHUIO OHA €My HE Ha3HaueHa (T.e. IO
YMOJIYaHHUIO Y HETO HET MPUBWIETHI 3TOM poiu). Ho oH MOXeT kak Ha3HAaYHTh ee cebe (Kak
U BCEM JIPYTHIM) U MOJYYHUTh €€ MPUBUJIETUH, TaK U OTHATH €€ y ceOs (Kak U Y BCeX APYTUX)
U OIATH HE UMETh €€ MIPUBHIICTHA.

YnpaBneHune npuBunernsimMu gocrtyna

[TpuBuneruun noctyna MoryT ObITh HA3HAYEHBI KaK MOJIb30BATEIISIM, TaK U POJISIM:
1) Ha3HaUYeHME MPUBUIECTUH JOCTYIIA TIOJIB30BATEIIO:

GRANT <mpuBunerus> ON <ums o0bekta> TO <ums monp3oBareis™;
2) oTMeHa NMPUBMJIETUH JIOCTYTA MOIb30BATENIO:

REVOKE <mnpuunerus> ON <ums 00bekra> FROM <ums mosbp3oBaresns™;
3) Ha3Ha4YeHHE NPUBWIETHH JOCTyIA POJIU:

GRANT <mpusunerus> ON <ums o6bekra> TO <ums pom>;
4) oTMeHa NPUBHUJIETUHU TOCTyIa POJIH:

REVOKE <mnpuunerus> ON <ums o0bekra> FROM <ums ponn>;

B Hpumeuyanne

Hns pocryma k oObekty b/l ¢ TpeOyemoii mpuBmierueil AaHHas TPUBHIETHS JOJHKHA
ObITh Ha3Hau€Ha I10JIb30BATENI0 JUOO C TOMOINBI0O MEXaHW3Ma Ha3HaueHHUs NPUBWIETHH
M0JIb30BATENSAM, JTHOO C TOMOIIBI0 MEXaHU3Ma Ha3HAYE€HUS IPUBUIIETUI POJIH, IPU Ha3HAUCHUH
9TOH pOJIU MOJIb30BATENI0, TMOO MPU Ha3HAYEHNUU IPUBUIIETHH IOCTYTa K 00beKTY PUBLIC (1I0A
PUBLIC umeeTcs B BUAYy KoMaHAa Buja "grant <mpuBmierus> on <o0bext> to PUBLIC").

To ectb, s monbp3oBarens AEUCTBYET COBOKYHNHOCTh (OOBEIMHEHHE) BCEX NPUBHIEIHH
JUCKPELIMOHHOTO TOCTYIIA: IOJyYEHHBIX HAIPAMYIO, 4epe3 poiid, yepe3 PUBLIC U IpUBWIETUH,
KOTOpBIE OH UMEET, KaK Biiajieel] 0ObEeKTOB.

Mpynnbl nonb3oBaTenemn

Bce nonp3oBarenu b/l paznenstorcs Ha HenepeceKaromuecs rpyIbl.
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['pynna onuceiBaeT 00NAaCTh JOCTYHHBIX 4WIEHAM TPYIIbl JaHHBIX. JIs KaXIOW TpymIbl
cyliecTByeT antMuHucTparop rpynmns! (DBA-rpynmnsr), co3nansslii cozaarenem bJI (rpymmna 0).
IIpunauieskHOCTE IpyIe 3axaercs komanaou ALTER.

ITonb30Barenn OHOM TPYNIIBI HE BUJIAT JAHHBIX II0JIB30BATEIICH APYTON TPYIIIIBL.

E Hpumeuanue
prHrIBI HC CHHUTAIOTCA 3apaHCC NaHHBIMU, KAXKIYT0 U3 HUX IICPCI UCITOJIb30BAHHEM H606XO,Z[I/IMO
CO31aThb.

IIJ'IH yHpaBJICHHUSA I'pyIlIIaMu CO34aTCJIEM BI[ HCIIOJIB3YHOTCA 3aIIPOCHI:

* CO37aHME IPYIIIbL;

* U3MEHEHHE UMEHU TPYIIIbI;

* Ha3HAYECHUE TPYMNIIBI [T0JIB30BATEIIO;
* IIPEIOCTAaBIICHUE JOBEPHUs IPYIIIIE;

* OTMEHA JIOBEpUS IPyIIIIE.

CospgaHue rpynnol
[1] <coznmanue rpynmer>: : =
CREATE [IF NOT EXISTS] GROUP <cnenuduxarms rpynnsr>
[2] <cmemudukamus rpynmer>: : =
<HUMS TPYNIbL> [=<4YUCIOBON UACHTU(HUKATOP IPYIIILE>]
[3] <ums rpynmner>: : = <CUMBOJIbHBIN JTUTEpAT>
[4] <uucnomoil maeHTUPHUKATOP TPYNIBE> : : = <IEJTOYHUCICHHBIA JTUTEpAT>

<YHUCIIOBOU MIACHTU(PHUKATOP TPYMIBL> MPEACTABISAET COOON YMCIOBOE 3HAUCHUE B TUATIA30HE
[1-250]. 3nauenus B quanasone [251-255] 3ape3epBUpOBaHbI.

I'pynma 0 — rpynna cosgarenst BJI. Ilpu coznanuu mnonb3oBaTenss €eMy aBTOMaTHUYECKH
IIPUCBANUBACTCs IPYIIIA CO3AATEIIA.

Tonbko co3parens b/l MOXeT co31aTh NOJIB30BATENS B IPYIIIE, OTIIMYHON OT CBOEH.

[Tpumepsl.

create group "1-m ormen";
create group ageb0;

create group "Boeunnpenu"=8;
create group "1";

IIpu co3manuum rpymnmsl B Tabmuiy $$S$SGROUP 3aHOCUTCS 3amuch ¢ RowId, paBHBIM
YHCIOBOMY HACHTU(UKAaTOpY rpynnbl. Eciu OoH He yka3aH, TO MPHUCBAMBAETCS TEPBBIM
CBOOOHBIH.

M3mMeHeHne nmeHu rpynnbl

[1] <u3MeHeHue UMEHHU IpyNnbr>: : =
ALTER GROUP <crneuundukamnus rpyons> SET <cneuudukanus rpyomsrs>

IIpumepsl.

alter group "nepsemt orTmen" set "rpynna MmMapkeTmHra';
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alter group ageb0 set agedb5;

HasHauyeHune rpynnbl nosfib3oBaTtesio

Ha3naueHue rpynmsl MoJib30BaTENI0 BO3MOXKHO Yepe3 KOMaHIy OMpPEACIICHHS TOIb30BaTes
(1-# croco0) wiu vepe3 KoMaHIy MOAUMDUKAIUK ONPEICIICHHS TTOJIb30BaTENsl C TTOMOIIBIO
JIOTIOIHUTENBHON KOHCTPYKIIMU GROUP  (<crneumdbmranms rpynner>) (2-i cnocoo).

1-# crioco®:
[1] <na3HaueHuUe TPyMNIIBbI IOJIB30BATENIO> & & =
CREATE USER <ums nons3oBarens™> IDENTIFIED BY '<naposs>'
GROUP <cneuungukamus rpynmsr>

2-i1 cnoco0:
[1] <na3HaueHUe TPyMIIbI IOJIB30BATENIO> & & =
ALTER USER <ums nons3oBarens> GROUP <cneuudukanums rpynosr>

[Ipumepsl.

create user a identified by '12345678' group "1l-m ormen";
alter User b Group Admin;

NMpenocTaBneHne goBepus rpynne

[Tonp3oBaTenu rpymnibl A MOTYT BHAETh AaHHBIE MOJb30BaTENEH rpynmnsl b B ciydae, ecnu
DBA-rpynmst b yctanoBun durar gosepust rpyrre A:
[1] <mpenocrtaBieHue AOBEpUs Fpymme™: : =
GRANT ACCESS ON <rpynna-goseputens> TO {<rpynma-npuemaux> | ALL}
[2] <rpynma-nmpueMHHUK>: :=
creruguKanus rpyIibl, KOTOPOIl «OKa3bIBAIOT JOBEPUE).
[3] <rpynma-moBepuTENb>: : =
cneruduKanus TpyIIbl, K JaHHBIM KOTOPOI MOTYT 00palaThCsi MOJIb30BaTENN <IPYIIIbI-
MIpUueMHHUKa>

[Tpumepsil.

grant access on "1-u ormen" to "BoeHnpezne";
grant access on age4b to all;

OTmeHa goBepus rpynne
[1] <ormeHa moBepus rpynme>: :=
REVOKE ACCESS ON <rpynna-noseputensb> FROM {<rpynma-npuemuux> | ALL}
[2] <rpynma-npueMHHK>: :=
cnenuguKanus TpyIibl, KOTOPOH «OTKAa3bIBAIOT B JOBEPUNY.
[3] <rpymnma-moBepuTeNb>: : =
cnenuguKanus rpyIiibl, KOTOpas 0TKa3blBaeT <rpynre-MmpueMHHUKY> B JTOCTYIIE K CBOUM
JTAHHBIM.

[Tpumepsl.

revoke access on "BoeHnpezw" from "rpynna MapkeTmHTA";
revoke access on aged45 from all;

YpoBHU 10BEpHs HE MOTYT OBITH BJIO)KEHHBIMHU.
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Ypo

Bce JaHHBIC, CO3JaHHBIC OT MMCHU I10JIb30BATCJIA, IOMCUYAIOTCA €TI0 prl’[HOﬁ.

Ornucanust TPy XpaHITCS B CUCTEMHOM Tabnuie $$SGROUP (cM. ToKyMeHT «CHucTeMHbIe
TAOJIHUIBI ¥ TIPEJICTaBIeHUsY, Toapasaena «3$SGROUPY).

Omnucanue ypOBHeﬁ JOBCpPUs 3apC3CPBUPOBAHO AJIA JaJdbHEHUINEro UCIOJIbL30BaHUS.

Wmst rpynmibl, Kak ¥ ONMHUCaHUE, MOXKET U3MEHUTD JIMOO MOIb30BaTeNb ¢ npuBmierneid DBA,
nu6o0 coznarens b/ mpu momomm SQL-npeioxenuss ALTER GROUP.

Howmep rpymibl BXoauT B METKY Bcex 00bekToB BJ1.

BHM gocTtyna

VYpoBHHM noctyna BBoOAsATCS 11t mpoBepku Ha ypoBHe sapa CYBJ JIMHTEP mnpaB nHa
OCYIIIECTBIICHUE YTCHUS/3aMMCH HHPOPMAIIUH.

BBonsrcs cinenyromuye ypoBHU 1OCTyIIA:

1) nns monmb3oBarens (CyObeKTa):

* RAL-ypoBens nocryna. [Tonb30BaTens MOXKET MOTy4arh (4uTaTh) nHpopmarmio, RAL-
YPOBEHBb KOTOPOIi He BbILIE €r0 COOCTBEHHOTO YPOBHSI JOCTYTIA;

* WAL-ypoBeHb IOBEpHS Ha MOHUKEHUE YPOBHS KOH(HAeHIHaIbHOCTH. [Tonb30Barens
HE MOXET BHOCHUTh MH(pOpManuio ¢ ypoBHeM noctyna (RAL-ypoBHeM) Oosee HU3KUM,
yeM pgaHHbii WAL-ypoBeHb mojb3oBaTens. T.e. MOJIb30BaTelb HE MOXKET CIeIaTh
JNIOCTYIMHYI0 eMy WH(}opMaruio MeHee KOH(PHUICHIIMAIBHOW, YeM yKa3aHO B JaHHOM
napamerpe.

2) nuis MHGOpPMAIIH:

* RAL-ypoBenb utenus. [lonp3oBarens MoxeT moiayyars (4utath) HHGopmarmio, RAL-
YPOBEHb KOTOpPOW HE BbIIIE ero coOcTBeHHOro RAL-ypoBHS (MOXET 4MTaTh MeHee
KOH(UACHIMAIbHBIE JaHHBIE);

* WAL-ypoBeHb ICHHOCTH WJIM YPOBEHB JOCTYIIa Ha 3aMuch (MOIU(HUKAINIO, yIATICHHE).
[Tonp3oBarens MokeT MomubunupoBarh (yaansaTs) uHbopmaruioo, WAL-ypoBeHb
KOTOpOH He Bblle ero RAL-ypoBHS.

Bo3MoOXXHBIE COOTHOIIICHUS ypOBHCfI MMpEaACTaBJICHLI B Ta6J'II/II_Ie l

Tabnuua 1. CooTHomieHus: ypoBHe# npu BeinosHeHnn DML -onepanuit

RALn WALRN
RALn (urenne) RALu < RALn (3anmuce) RALu > WALD
WALwn (MomuduKarms, ynaaeHue) -
WALu <RALn

RALn — RAL-ypoBenp pnoctyma mnonb3oBarensa. WALm — WAL-ypoBenb noBepus
MOJIB30BATENsI Ha TOHM)XEHHE YpoBHS KoHpuaeHmuanbHOocTH. RALmM — RAL-ypoBeHs
yreHus: napopmaru. WALu — WAL-ypoBeHb IEGHHOCTH WM YPOBEHb JIOCTYyIa Ha 3aIUCh
(MomuduKkanuio, ynaieHue) nadopmarim.

Kontponupytoress 10 ypoBHeit pocryna (Homepa 1-10). Yposau 11-15 3ape3epBupoBaHbI.
Bcem coznaBaeMbiM nonb3oBatensiM bJl o ymonyaHuio ycTaHaBIMBAETCs YPOBEHb JOCTYyIIA
0 (mpu3HaK OTCYTCTBUS KOHTPOIS IO MaHAATHOMY JAOCTYIY, T.€. IOJIb30BAaTEId HMEIOT

14

© AIMUHHMCTPHPOBaHUE KOMILTIeKca cpeAcTB 3ammThl faHHbIX. AO HIIII « PEJISKC», 1990-2025



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

BO3MOXHOCTb YHTATb U MO,[[I/I(I)I/II_II/IpOBaTB BCC JOCTYIHBIC UM IO MAaHAATHOMY IIPUHLUITY
KOHTPOJIA I[aHHBIe).

Co3natp mosb3oBarenst ¢ Npou3BobHBIMA RAL/WAL-ypoBHSIMH MOXKET TOJIBKO CO3/1aTellb
B/I. Ocranbuble agmuuucrparopel b/l (mosb3oBarenn kareropun DBA) umeror mpaso
co3faBarh nojib3oBateneil bJ] (Mnu M3MEHATh UM ypOBEHb JOCTYIAa) TOJBKO B Mpenenax
OTBE/ICHHBIX JaHHOMY aaMuHucTparopy RAL/WAL-ypoBHe#l (Ha uTeHHe — He BbIIIE, Ha
3aIuCh — HE HUKE).

ITonb3oBaresnb MOXKET SBHO 3aJaBaTb YPOBEHb JOCTyIla BBOAMMBIX [AHHBIX, yKa3blBas B
CIHCKE aTpuOyTOB YPOBHU JOCTYTIA ISl COOTBETCTBYIOLINX 3aMUCceil U Tosel (IIpu onepanuu
INSERT wiu UPDATE).

RAL-ypoBens 1 WAL-ypoBeHb BHOCUMBIX JJAHHBIX O€pyTCsl KAK MAKCUMYM YCTaHOBJIEHHBIX
RAL-ypoBHs 1 WAL-ypoBHS U1 KaHaJ1a/0Ib30BaTENsl, BHOCSILET0/M3MEHSIOIETO JaHHBIE.

3amuiaeMpie OObEKTHI: TOTB30BATEIH, TAOIHIIBI, CTONOIB, 3aMTUCH (BHOCITCS TPpU INSERT),
noJist 3anuceit (M3MeHsroTcs mpu UPDATE).

Mpumep

create 1f not exists level "NS" = 1;
create 1f not exists level "DSP" = 2;
create 1f not exists level "S" = 3;
create 1f not exists level "C" = 4;
create 1f not exists level "CC" = 5;
drop user Ul cascade;

create user Ul identified by '12345678';

grant dba to Ul;

alter user Ul level("3", "C");

! <MeTka »moCTyla> NOJb30BaTesa ##3#4.

username U1/12345678

! <MeTka pmocTyma> Tabiauuel ##3#4
cosmaTend) .

create or replace table TABR1 (id int, name char (10));

! <MeTka pmocTyla> pobapygeMol sammcu ##44#4.

! Mlonp30BaTEJIL MOXET BHECTM CTPOKy ##4#4, RAL-ypOBEHDb
nHbpopMaumum coBrnazaeT ¢ WAL-ypOBHEM IIOJIb30BaTEJA.

! Ho y moJib30BaTejyis HeT JOCTyla Ha 3aluck B Tabiauily,

ypOBeHb Tabmmubl Belle RAL-YPOBHA IIOJIB30BAaTEJA.
! ommbxra 1070

insert into TABl wvalues (101, "'newl');

! <MeTka pmocTyla> pobapygeMol sammcu ##3#4.

! Toslb30BaTEJyIb HEe MOXET BHECTM CTPOKy ##3#4,
nHbpopMaumy Huxe WAL-ypOBHA I[IOJIB30BATENA.

! ommbxra 1070

(HacnmenyeTcsa OoT <METKM IOOCTyIla>

T.K.

T.k. WAL-

T.k. RAL-ypOBEHb

insert into TABl1##3#4 values (102, "'new2');
! ommbxa 1070
insert into TABl##4#4 values (103, 'new3');
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username SYSTEM/MANAGERS

drop user U2 cascade;

create user U2 identified by '12345678';
grant dba to U2;

alter user U2 level ("3", "DSP");

| <MeTxka pmocTyIla> IoJib30oBaTessa ##3#2.
username U2/12345678

| <MerTxa pmocTyna> Tabnamuel ##3#2.
create or replace table TABZ2 (id int, name char (10));
insert into TAB2##4#4 values (102, 'new2');

WNudopmaruss 06 ypoBHSX AOCTyNa XpaHUTCS B CUCTEeMHOM Tabmune $SS$SSLEVEL (cMm.
JNOKyMEHT «CHCTEMHBIC TaOIMIIbI M IpeAcTaBiIcHUs, oapasaen «$SSSLEVELy).

YnpaBneHue ypoBHeM AocTyna nonb3oBaTenen

Jns ynpaBneHuss ypoOBHSAMHM JOCTyna Iosb3oBarenei coszparenem b/l wmcnonb3yrorces
CJIEIYIOIINE 3aIPOCHI:

Co3paHue ypoBHA
[1] <co3nmanue ypoBHS>: :=
CREATE [IF NOT EXISTS] LEVEL <ums ypoBHs> = <HOMEp YPOBHS>

[2] <ums ypOBHS>: : = UIACHTH(PHUKATOP
[3] <HOMep ypoBHS>: : = IEJIOUYUCICHHBIN JUTEepall B quana3one [1-10]
ITpumep.

create level L10 = 10;

B Mpumeuanue
Homep ypoBHSI MOYKHO HCIIONIB30BATh B KAYECTBE HIACHTH(HKATOPA [P ONPEACICHUN TOCTYIIa,
Hanpumep, AA#10#2#3.

NepenmeHoBaHue ypOBHS
[1] <mepenMeHOBaHHE ypOBHS>: :=
ALTER LEVEL <uwms ypoBusa> SET <HoBoe uMsl ypOBHI>

Brimmonnenue JAaHHOT'O 3alpoca TOCTYITHO TOJIBKO CO34aTCIIrO BI[
HasHauyeHue ypoBHSA focTyna nonb3oBaTento

HaznaueHue ypoBHS JOCTyna TOJb30BATEII0 BO3MOXKHO 4Yepe3 KOMaHAY OIpe/eIeHUs
MOJIb30BaTENsl OO KOMaHAy MOIM(UKALKMU OIpeNeeHus IO0JIb30BaTeasl C MOMOIIBIO
JIOTIOTHUTEILHON KOHCTPYKIMU LEVEL (<RAL>,<WAL>):
[1] <ua3HayeHue ypOBHS JOCTYyIa MOJIb30BATEIIO> : : =
CREATE USER <ums nons3oarens> IDENTIFIED BY '<maposnbs>'
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);
[2] <ua3HayeHuWE ypOBHS JOCTYyIA MOJIb30BATEIIO> : : =
ALTER USER <ums nonbs3oBaremns™>
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);
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[Tpon3BoIbHBIE YPOBHHU JJOCTYIIA MOXKET HAa3HAUaTh/U3MEHATh TOJBKO co3aatens b/, mpouune
nosib3oBaten b/l MoryT Ha3HaYaTh/U3MEHATh YPOBHU JIOCTYIIA B Ipe/eiax Ha3HaUEHHBIX UM
YPOBHEM.

IIpumepsl.

create user a identified by '12345678"
level ("COB.CEKPETHO", "IIJIA CJI.IIOJIB3OBAHMA") ;
alter user b level ("COB.CEKPETHO", "IIJId CJI.IIOJIL3OBAHUA") ;

YnpaBneHue ypoBHeM AOcCTyna K Tabnuue

B oneparopax ALTER TABLE u CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyIa s
Bcel TabIuIIbl Yepe3 KOHCTPYKIHo LEVEL (<RAL>,<WAL>), HapuMmep:

create table t (h INT, j char(10))
level ("COB.CEKPETHO", "IIJId CJI.IIOJIL3OBAHUA") ;

E Hpumeuanue
3anpenieHo co3ianue TabluIbl ¢ BHICOKUM YPOBHEM CEKPETHOCTH Ha YCTPOWCTBE C HU3KUM
YPOBHEM CEKPETHOCTH.

YnpaBrneHue ypoBHEM AOCTYyNa K CTONOLYy Tabnuubl

B oneparopax ALTER TABLE u CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyIa IS
cTonoIa yepe3 KOHCTpYKIuio LEVEL (SRAL>,<WAL>), HalpuMep:

create table t(h int
level ("COB.CEKPETHO", "IJI4d CJI.IIOJI3OBAHUA"), J char(10));

Ecnm st Tabnmuubl 3aaHpl YPOBHM MaHJATHOTO JIOCTyNA, a Il KaKHUX-TO €€ CTOJIOIOB
HE 3aJlaHbl, TO YPOBHU MaHAATHOTO JIOCTYIa TaKUX CTOJOLOB OEpyTCs paBHBIMU YPOBHSIM
JIOCTYyIa TaOIHIIBI.

NpencraBneHue rpynn u ypoBHen B SQL-
BbIpa)XeHNAX

Berie 06110 OnpeienieHo, YTo METKa TOCTyma (MIIM METKa MOJIb30BATElIs) BCETIa COCTOUT U3
TPEX COCTABJISAIONINX: HOMepa (MJIM UMEHHU ) TPYIIIIBI ¥ IByX HOMEPOB (MMEH) YPOBHEH TOCTYTIa
(RAL, WAL):

[1] <wmetka goctyma>: : = #[[*]<rpymma>]#[[*]<RAL>]#[[*|[<WAL>]

<MeTKa HOOCTyIla> MOXET COIMPOBOXIATh KaK BCIO TAONMILy (3amuch TaOJUIIbI), TaK U
cTober TaduIpl (TI0J1e 3aICH).

Konctpykumsi Buma ### mpucBaWBaeT IMOJK0 METKY JOCTyNa TEKYIIEro IMOJIb30Barelis, a
KOHCTPYKIIHS BUAa #*#*#* ocTaBiseT METKy JOCTYyTIa 1MoJisi 0€3 H3MEHEHHS.

[Tpumepsl.

update TEST set i###=200 where i=3;
update TEST#*#*#* set 1i=200 where i=3;
update TEST#*#"ICI"#* set 1=200 where 1=3;
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Mony4yeHne nHcpopmauum o MeTkax gocrtyna

Jlis nomydenust HHGopMaIu o0 MeTKe JOCTyTa UCIOoJIb3yeTcs: BCTpoeHHas B SQL ¢yHKuus.

CuHTaKcuc

SECURITY ({*|<ums cTombua>},{'R"'|'W'|'G'});

OnucaHue

I) 'R'" | '"W' | 'G' — TUI 4YaCTH METKH JIOCTYIIa WM YKa3aHHUE JJIs BbIIa4d 3HAYCHHIA
RAL, WAL 1 GROUP COOTBETCTBEHHO;

2) ¢yHKIMS BCeT/Ia BO3BpaAIlaeT 3HAUCHUE TUTIA integer, sSBIISIONIeeCs 3HaYCHUEM YKa3aHHON
yactu MeTKU. [Ipu 3Tom ecrnu:

* B KQueCTBE IMEPBOTO Mapamerpa ynorpedJIeH CUMBOI 3Be3mouka (*), To pe3ynbTaTomM
GyHKIMH OyJIeT CIYy>KUTh 3HAUYCHHE YKa3aHHOW (BTOPHIM MapaMeTpOM) YacTH METKHU
TeKyllell CTPOKH;

* B KauecTBE MEPBOT0 MapaMeTpa ynoTpeOiaeHo uMs cToydIa, To pe3yiabraT GyHKIUUA —
3HaYEeHHE YKa3aHHOM YacTH METKU COOTBETCTBYIOIIETO CTOJI0LA TEKYIEi CTPOKH.

3) byHKIMI0O MOKHO HCIIONIB30BaTh B Tex Mecrax SQL-3ampoca, rme Mo CHHTaKCUCY
JIOITYCTUMO ~ MCTIONIB30BAHUE CKASIPHOM (QYHKIIUH. OTO MOXKET OBITh TIOTYYCHHE
crpaBouHO# nH(popMaruu — Ha Beixone SELECT-3anmpoca win B MOMCKOBOM YCIIOBUH (B
WHERE-npennoxenun).

SELECT-BbIpaxeHus

Kpome Bermeonmcannoit gpyakmun SECURITY B SELECT-BbipakeHUSIX HET CIIEUAIBHBIX
BO3MO)KHOCTEW JUISI MCIOJIB30BAHUS METOK, KOH(PHUISHIIMATHLHOCTH U TIp. Bee melcTBus 1o
npoBepke noctyna npoussoadrcs aapom CYBJ[ JIMHTEP npo3pauno 1 monb30BaTes.

B Hpumeuannue

Breimonasiss nmouckoBele omepanuu, sapo CYBJ[ Oymer mpuHMMarh BO BHHUMaHUE TOJIbKO
AOCTyNHbIe (BUAMMBIE) MOJB30BATENIO JaHHbIE. TakuM 00pa3oM, Y Ka)JOro IOJIb30BaTelNs
OyZeT cBoe MpeACTaBIEHUE O CoAepKaHUM NaHHBIX B b/ niu ee Tabnuiax.

CrnenoBarenbHO, CYOBEKTBHI, OOJMYEHHBIE OOJBIIUM JIOBEpUEM, OyIyT BHAETh OOJIbIIE
uHbOpMaMU TaM, IJe Apyrue MoJIb30BaTead HAWAYT JUIIb HEOONBIIYIO0 YacTh JAHHBIX
(TOCTYyIHBIX UM).

OpHako ecnv Ipu BBIIOJIHEHHM TOMCKOBOM OIEpaluy BCTPETHJIACHh CEKPETHas 3aIluch,
YIOBJIETBOPSIOIIAS. YCIOBUSAM IIOMCKa, HO HE COOTBETCTBYIOIIAs YPOBHIO JOCTyIa
MOJIb30BATENA, Takas 3aluCh HE WTHOPUpPYETCA, a Bblgaercs koj 3aBepuieHus 1070
(HapymeHre MaHOAaTHOT'O OOCTyIHaA).

3nech MCKITFOYEHBI BCE BO3MOXKHBIE, Ja)Ke KOCBEHHBIC, JA3€HKH, TaK KaK MpPaBUIIO
BUIMMOCTH KacaeTCsl U TaKUX KOHCTPYKIUH, Kak arperaTHpie QpyHKImH. Tak, nHPpoOpMaIus
O MHHUMAJIBFHOM 3HAu€HWH [AHHBIX KaKOro-JInOO cTondna OyneT BbITaHA, WCXOAS W3
JOCTYITHOTO TIOJTb30BATENII0 MHOKECTBA 3HAYCHWH ATOro cromoma. To ke Kacaercs W
OCTaJBHBIX arperaTHbix GyHKIU (MIN, MAX, AVG, COUNT u ap.).

UPDATE, INSERT u MERGE onepaTopbl

<MeTka IOOCTyIla> BI3THUX ONEPaTOpax MOXKET OTHOCUTHCS KakK KO Bcell Tabnuiie (CTpoke),
HanpuMmep,
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insert into auto<merxa gpgocTyna> values (...);

TaK U OTACJIbHBIM I10JIAM, HAIIPHUMED,

insert into auto (PersonID<merka pmocTymna>) values (10000);

B IEPBOM CJIyda€ CHHUTACTCA, UYTO METKa AOCTYyIIa OTHOCHUTCA KO BCeit CTPOKE, BO BTOPOM —
TOJIBKO K YKa3aHHOMY ITOJIIO.

Ecnu mpomnymiena <meTka JOCTyNa> CTPOKH, TO MO YMONYaHMIO rpymnmna Oepercs paBHOM
rpymmne nosb3oBarens, a RAL-ypoBenb 1 WAL-ypoBeHb yCTaHABIMBAIOTCS KaK MAaKCUMYM
RAL-ypoBHst 1 WAL-ypoBHs nosib3oBarens. T.e. aisa nons3oBarens Ul ¢ <meTkoi goctyna>
#1#5#1 BHOCHMBIE UM JaHHBIC OYIyT UMETh <METKY JOCTyIa> #1#5#5.

Ecin B xoHcTtpykumn UPDATE 1y crpokum wmnm ans moias <MeTKa JIOCTyNa™> He
yKa3zaHa, OHa OCTaeTcs TOM ke, 4YTo OblIa J0 KOPPEKTUPOBKHU CTPOKH (TOJist), HpHU
YCJIIOBUH, YTO OIpPEAEIAEMBId €10 YPOBEHb JOCTyIlAa PA3PEIUICH II0JIb30BATENIO I JTOU
orepauuu. B npoTtuBHOM ciydae (korjga, HarpuMep, CEKPETHBIN IMOJb30BATENIb MEHSET HE
CEKpEeTHBIE JaHHbIE 0e3 yKa3aHus ypoBHEH) BbaaeTcs Kox 3asepiienus 1070 (Hapymenne
MaHIaTHOT'O JOCTyIla).

Ecnu 3anana <meTka gocTyna> 1oiis, TO pe3yJabTUPYIOIINN YPOBEHb JOCTYyNA JUIs OJS U JUIs

3alMUCHU YCTAHABJIMBACTCA KaK MAKCUMYM ypOBHCfI 3alliCH U I10JIA.

[Tpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;

create or replace user Ul identified by '12345678';
grant dba to Ul;

alter user Ul level ("CC", "NS");

username Ul/12345678
! <MeTka gpocTyna> Tabmamusl ##5#1
create or replace table tabl (id int LEVEL("CC","C"), name
char (10)
LEVEL ("CC","C")) ;

! <MeTka pocTymna> szanucu/nosen ##4#4

insert into TABL##"C"#"C" (ID##"C"#"C",NAME##"C"#"C") values
(101, "gwerty"');

! <MeTka pocTymna> szanucu/nosen ##4#4

insert into TABL##"S"#"S" (ID##"C"#"C",NAME##"C"#"C") values
(102, "abed'") ;

! <MeTka pocTymna> szanucu/nosen ##4+#4

insert into TABL##"C"#"DSP" (ID##"C"#"C",NAME##"C"#"C") values
(103, 'zzzzzzzz");
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insert into

| <MeTka pgoctTyna> szanmucu/nosenn ##5#5

TABL (ID##"C"#"C",NAME##"C"#"C") values (104, 'new');
| <MeTka pocryna> szanmucu/nosent ##5#5

insert into TABl values (105, "new2');

B Hpumeuannus

1. Ecnu myist 0OHOBIIsIEMO# TaONHIIBI 3a/1aH TICEBIOHUM, TO CrienU(UKAIsI MaHIATHOW 3aIUTHI
JIOJDKHA CTOSTH ITOCJIE 3TOTO IICEBIOHNIMA.
update <ums Tabanier>[AS <ncepnonum>| [#[<rpynna>|#[<RAL> |#<WAL>]]

2. Ilpu no6asnenuu HoBO# 3anmucu ¢ BLOB-3nauenunsimu Bcrabka BLOB-3HaueHuii cunraercst
OTIIEBHOM omeparued u B cinydae, ecinu B pexxume AUTOCOMMIT ommbka mpou3oiaér
nipu BctaBke BLOB-3HaueHnid, To oTkaTa 700aBIEHUS 3aMCH HE POU30UIET.

YHpaBneHMe MaHAaTHOM 3alMTOU Ha ypoBHE cecCuun

s Toro 4ToOBI HE yKa3biBaTh Tpynmy, RAL u WAL B KaxaoM INSERT- uinu UPDATE-
3arpoce, BBIIOJIHAEMOM I0JIb30BATEIEM B TEKYIIEH CECCUU, MOKHO MCIOJIb30BATh KOMAHY:

SET SESSION DEFAULT SECURITY #[<rpymma>#[<RAL>J#[<WAL>];

KomManga pacrpoctpaHsieTcsi Ha BCe OTKPBIThIE JOUYepHHE KaHalbl (KOTOpBIE YK€ OTKPBITHI
paHee Ui OyIyT OTKPBITHI BIIOCIIEICTBUN).

[Tpumep.
create level "NS" = 1;
create level "DSP" = 2;
create level "C" = 3;
create level "CC" = 4;

drop user "TEST" cascade;

create user "TEST" identified by '12345678';
grant DBA to "TEST";

username TEST/12345678

create or replace table a (i int, J int);
! TEST FOR 'INSERT'

insert into a wvalues(1l,1);

username SYSTEM/MANAGERS

alter user TEST level ("DSP","DSP");
username TEST/12345678

insert into a values(2,2);

lok

set session default security ##C#C;
insert into a wvalues(3,3);

lok

set session default security ##CC#CC;
insert into a values(4,4);
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12 rows

select security(*,'R'),security(*,'W') from a;
username SYSTEM/MANAGERS

alter user TEST level ("CC","CC");

username TEST/12345678

'4 rows

select security(*,'R'),security(*,'W') from a;

TEST FOR 'UPDATE'

update a set 1=10,3=10 where i=1;

'4 rows

select security(*,'R'),security(*,'W') from a;
lerror: MandatoryViolation

set session default security ##NS#NS;

SET SESSION SECURITY #[<rpynna>#[<RAL>J#[<WAL>];

B ortimuune ot xomanasl SET SESSION DEFAULT SECURITY, manHast koMaHa BIHASIET
He Ha MmeTku noctyna B INSERT- wim UPDATE-3ampocax, a ycTaHaBIMBaeT B KaHale
METKY JocTyna Juist paboTsl ¢ oobekTamu BJ] — Tabnuuamu, npencraBieHUsIMH U T.1. (110
YMOIJTYaHHUIO 3Ta METKa OepeTcs paBHOW METKE ypOBHsI IOJIb30Bares). T.e. ¢ MeTKOM TocTyma,
YCTaHOBIIEHHOM KOMaH/I0H set session security, OyayT BHITIOTHATHCS JIIOOBIE 3aIIPOCHI [0 TOMY
kaHairy. Komanaa Takke pacnpocTpaHseTcs Ha Bce JoUepHUe KaHaJbl (KOTOPBIE YKE OTKPBITHI
panee uiu OylyT OTKPBITHI BIIOCIEICTBUH).

YcranaBnMBaeMblii KOMaHAOH YPOBEHb UTEHUS JIOKCH OBITh HE OOJBIINEC YCTAHOBJICHHOTO
B KaHaJle YPOBHS 4YTeHHs (IO yMONYaHUIO OH Oepercs paBHbIM RAL-ypoBHIO gocryma
MOJIb30BATEJIs).

YcraHaBnuBaeMblii KOMaHI0M ypOBEHb 3alIUCU JOJDKEH ObITh HE MEHbBIIE YCTAaHOBJIEHHOTO
B KaHaje ypoOBHA 3amucu (M0 yMoil4aHHMIO OH Oepercsi paBHbIM WAL-ypoBHIO gocTyna
MOJIB30BATEJIs).

Jns komang SET SESSION DEFAULT SECURITY u SET SESSION SECURITY MoxHO
IIPOITYCKATh 3a/IaHKE IPYIIIBI U YPOBHEH.

ITpu nomeiTke cmenbl rpynmbl B koManae SET SESSION SECURITY Oyxer BblgaH Koj
3apepuieHus 1070 (Hapymenme wMaHmaTHOTO mnocTyna) (T.K. B Ipyroi rpyrre Mbl
paborats He MoxkeM), x0T st komanabel SET SESSION DEFAULT SECURITY Taxoit kox
3aBeplICHUs BblaBaThcs He OyzeT (T.K. Mbl MOkeM BHecTU b/l naHHbIe 1)1 Apyroil rpymmsl).

[Tpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;
create user Ul identified by '12345678';
grant dba to Ul;
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alter user Ul level ("CC", "NS");

username U1/12345678
drop table TABl1 cascade;
set session security ##4#4;

ommbra 1022

create table tabl (id int, name char(10)) LEVEL("NS","NS" );

ommbra 1070

set session security ##4#3;

ommbBra 1070

set session security ##5#4;

omMOKIM HET

set session security ##3#4;
create or replace table tabl (id int, name char(10));

username Ul1/12345678

<MeTka mDocTyIa> sanmcu/rnosent ##3#4

insert into TABl##3#4 values (104, 'newd');
<MeTka @mocTyna> sanmcu/nosenn ##4#4

insert into TABl##4#4 values (105, 'new5');
set session security ##5#1;

<MeTka @pmocTyna> sanmcu/noserr ##5#5

insert into TABl values (106, "newo');

MapKknpoBka OKYMEHTOB

ComacHo apxutekrype oTkpoIThiXx cuctem, CYB/] JIMHTEP ne umeer cpeacts BbIBoJA
nHpopmaruu Ha gokymeHTsl, onqHako JIMHTEP npenocTasiseT pa3paboTuyuKy MpUIOKEHUS
BCE BO3MOYKHOCTH JUIsl pean3aliii MapKupOBKH JIOKyMEHTOB.

Oynkius SECURITY, onucaHHas BbIlIe, 00€CIIEYNBAET HE TOJIBKO MOJIYYCHUE CIIPABOYHON
UHGOPMAITUH JIJTST AAIMIHHHUCTPATOPA CPEIICTB 3aLTUTHI, HO U SIBIISICTCS TIIABHBIM HHCTPYMECHTOM,
MTO3BOJISIONIUM MPUIOKECHUIO MAPKUPOBATh IOKYMEHTHI (BHIBOIUMBIC JaHHBIE).

Ha camom nerne, maBHYIO poJib IpU MapKHPOBKE UIPAaeT YPOBEHb KOH(HIECHIHAIBLHOCTH
(ureHus1) — RAL-ypoBEHb NOIy4YaeMbIX JaHHBIX. IIpu mosnydeHnn pa3HOypOBHEBBIX (11O
RAL-ypOBHIO) JaHHBIX MAapKHPOBKa IOKYMEHTOB JIOJIKHA OCHOBBIBATHCS HA YPOBHE CaMbIX
KOH(UACHIMAIBHBIX U3 HUX, T.€., HA MAaKCUMaJbHOM YPOBHE MOJYyYEHHOH HH(pOpMalnu.

CnenoBarenbHO, IPU MapKUPOBKE JOKYMEHTOB OCHOBHBIM amlapaToM IPOrpaMMHUPOBaHUS
npuiIoKeHus craneT GpyHkuusa SECURITY (.., 'R').

KoHTponb goctyna Kk B[] ¢ ceTeBbIX CTaHLUN

CYB/] JIMHTEP mnpexacrasmsier cob60li MHOTOMOIB30BATEILCKYIO0 cucTemy. Ilonb3oBarenu
MOTYT TOJIy4YaTh yJAaJe€HHbIA n0cTyll K B/[ ¢ pa3nuyHbIX CETEeBBIX TEPMUHAIBHBIX CTAHUIUN
(ymanmeHHbIX moJb30BaTenbCKux KommbioTepoB). CYBJl JIMHTEP otnuuaer pasnudHble
CTaHIIMM CETU M0 UX MPOTOKOJY 00MeHa JaHHBIMU U YHHKAJIbHOMY CeTeBOMY aJpecy B
IpeJenax OAHOro MPOTOKoJa.
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CVYB/I JIMHTEP no3Bosser aAMUHUCTPATOPY CUCTEMBI 0€30IIACHOCTH PErYIUpPOBaTh JOCTYI
nojib3oBateneil k bJl mo cienyromum KpuTepusM (B MOpSAIKE OYEPEIHOCTH KOHTPOISA
JOCTyTA):

1) mo BpeMeHu pabOThI MOIB30BATES;

2) 10 KONMYECTBY OJJHOBPEMEHHO aKTUBHBIX JIOTUYECKUX coenrHeHul K b/{;

3) 1o cnucKy pa3pelieHHbIX Ul JOCTyIla CTaHLINMI;

4) 1o ypOoBHSIM JOCTYTIa;

5) 1O cHMCKy pa3peleHHbIX A 10CTya rPyIIIL.

OCHOBOMOJNIATAlOIIUM TTOHSITHEM B IMPOIIECCE COTOCTABICHUS TOIH30BATENS C YCTPOHUCTBOM
sBiseTcs nmousatue cemesou cmanyuu. CereBoit crannueii CYBJl JIMHTEP cunrtaer nmro6oi
KOMIBIOTEP, UMEIOMINN YHUKATBHBIA HACHTU(PHUKATOP — a/IPEC B CETH.

CYB/] JIMHTEP noaaepkuBaeT HECKOJIBKO THUIIOB CETEH, UTO TPEOYET Pa3IMIHOIO IMOAX0Aa
K MHTEPIIPETAIIN CETEBBIX aIPECOB.

PaccmoTpum cTpyKTypy cereBoro aapeca. B o0mieM cirydae ceTeBoit anpec COCTOUT U3 adpeca
noocemu (YHUKAIILHOTO B TIpe/ieNiaX BCe ceTn) u adpeca cmanyuy (YHUKAIILHOTO B Ipeaeiax
noacern). CYBJl JIMHTEP nos3Bonsier ynpasisTh JOCTYIIOM, KaK Ha YpOBHE KOHEUHOM
CTaHILIMM, TAK U HA YPOBHE No/iceTu. B nocnenneM ciyuyae orpaHuueHus1, HaJI0XKEHHBIE Ha BCIO
MIOJICETh, BIUAIOT U HAa BCE CTAHI[UH, PACIIOJI0KEHHBIE B TAHHOW MOJCETH.

Kaxnpiii cereBoit agpec B CYB/] JIMHTEP xapakrepusyercs cienyommumMu napaMmeTpamu:

* THUI ceTHU (ompesessieT BHYTPEHHIOI CTPYKTYpY ajapeca);
* TuN ajpeca (YKa3bIBaeT Ha MOJCETh WIM KOHKPETHBIN y3ei);

¢ ajJpecC B CCTU (CO6CTB€HHO CETEeBOM aJipe€C, B 3aBUCUMOCTH OT THUIIA CCTU, MOKCT BKIIKOYATb
aZpecC nmoacCeTu, a MOKCT HEC BKIIIOUATb ero);

* Macka pa3pelIeHHbIX Ipynn (CTaHAapTHas OMTOBas Macka, ONKCHIBAIOIIAs, Pa3pelleH JIn
JOCTYI IaHHOM IPpyNIIbl K CTAaHINH);

* YpOBEHb MaHAATHOTO NOCTyma (TPOBEPSETCS BO3MOXKHOCTH TOJB30BATENSl BBIOIHSTH
COOTBETCTBYIOIIIME OTIEPAIMH 110 OTHOIIEHHUIO K JAHHOW CTAHIINH);

* Macka pa3penIeHHOTO BPEMEHH J0CTyIa (C TOYHOCTHIO JI0 MoTydaca ONMUCHIBACTCS BPEMSI,
pa3peleHHoe JUIsl TIOCTyIa CO CTAHIUH).

Co3narth HOBYIO CETEBYIO CTAHIHIO (M3MEHUTh XapaKTEPUCTHKHU CYIIECTBYIOIICH) MOXKET
TONBKO aIMUHHCTpaTOp Oe3omacHocTu b/I.

[IpaBo Ha JAOCTYH C KOHKPETHOM CETEBOM CTAaHIMM MOXKET OBITh TPEIOCTABICHO
aJIMUHUCTPATOPOM O€30MaCHOCTH.

Jlnst 1oKanpHOM ceTH, B KOTOPOIl Bce CYLIECTBYIONINE CETEBblE CTAHLIUU (M J0OaBiIsieMbIE B
OyayIieM) HaxXoJsATCsA B IOBEPEHHOM OKpykeHHH B pamkax OC u ceTH, 10CTyl MOXKET OBITh
MIPEIOCTABIIEH KO BCEM CETEBBIM CTAHIIMSAM JINOO cpa3y BCEM TEKYLIMM M MOTEHIMAIbHBIM
nosib3oBaresisiM CYB/I, mubo onpeneneHHoM rpyIine TeKyIUX MOTb30BaTeIICH.

HpI/I IpeaOCTABJIICHUU IIPpaB MOT'YT OBITE YCTaHOBJICHBI BPDEMCHHBIC OT'paHUYCHUSA JJIS JOCTYIIa
JaHHOTO IMOJb30BAaTCIIA C KOHKpCTHOﬁ CETEBOM CTAHIIUH.

IIpu nombITKE YyCTaHOBIEHMsI coeauHeHus noacucrema 3amutbl CYBJl  BemonHseT
CHEAYIOLIUE NCUCTBUSA:

1) mpoBOAUT CTaHAAPTHBIE MPOBEPKHU UICHTUGUKAUY U ayTeHTU(UKALIMHU TT0TIb30BATENS;
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2) mpoBepseT HaJM4YKUE y MOJIb30BaTes Kateropuu Connect;

3) mosydaeT y ONEpallMOHHON CHUCTEMBI THUIl CETH U aJpeC CETH — MCTOYHHUKA 3alpoca Ha
YCTaHOBKY COEIUHEHMUS;

4) mpoBepsieT, OrpaHWuYeH U JOCTYN JUIS JAHHOTO IONb30Barelis (M0 BPEMEHHBIM
MOKa3aTessiMm);

5) MMPOBEPACT, CYHICCTBYCT JIM JII OAHHOTO IIOJIB30BATCIISI CIIMCOK PAa3pCHICHHBIX HWIIN
3alIPCIICHHBIX CCTCBLIX CTaHLII/II\/'I;

6) eciu Takoi CIUCOK CYIIECTBYET, IOJBEPraeTcs IPOBEPKE COBMAIEHUE METOK JI0CTYTIa AJIs
MIOJIb30BATENsl U pa3pelIeHHON CTaHIMK (TpyIlNa IMOJIb30BaTells 0JIKHA COAEpPkKaThCs B
MacKe T'PYIII MoJIb30BaTeNiel y CTaHIMi; RAL-ypOBEHb IMOJIH30BATEIIsS He J0JI:KeH ObITh
BbIlle RAL-ypOBHS CTaHLUHU, WAL-YpPOBEHb I10JIb30BaTEIIs He J0JIKeH ObITh HU:Ke WAL-
YPOBHS CTaHINH);

7) pu YCHCMHOﬁ IMPOBCPKEC paCCMATPUBACTCA BO3MOXHOCTL JAaHHOTO II0JIb30BATCIIA
pa60TaTI> ¢ dTOM CTaHIIUU B TGKYH_II/Iﬁ MOMCHT BPCMCHHU;

8) ecinu 3anpereHHbIX KOMOMHALUI He 00HAPYKEHO, JOCTYII Pa3peIaeTCs.

HNudopmarus 0 ceTeBbIX CTaHIUAX XPAHUTCS B CUCTEMHOH Tabmuie SSSSTATION (cM.
NOKyMeHT «CHCTEMHBIC TaOIMIIbI M IpeAcTaBIcHUs, oapasaen «$SSSTATIONY).

Nmst ctanmuu mpenctaBiser co0OW HMACHTH(PUKATOP, KOTOPHIH MOXKET HCIIOIb30BaThCS
aAMUHUCTPATOPOM O€30MAaCHOCTH IS pa3pelieHus (3anpenieHus) J0CTyIa Mojib3oBaresiei ¢
JTAaHHOTO YCTPOMCTBA.

XapaKTepUCTUKHU CTaHIMU BKIIFOYAIOT:

* 00I1ee YMCIIO HEYCIEIIHBIX MOMBITOK 00paIlleHus CO CTAaHIUY;

* TEKYIIee YUCIIO HEYCICIIHbIX MOMBITOK OOpAIICHHS CO CTAHIINM;

* (naru gocTymna (JOCTYII 3amperieH, TpeOyeTcs MpoBEPKa TPYTIIIb);
* YPOBHH JOCTyIA C YCTPOUCTBA JJIsl MAHJATHOTO JIOCTYIIA;

* Macka pa3pelIeHHBIX I JOCTyTa TPYII;

¢ MacCKa BPEMCHHOI'O OOCTyIIa: OUTOBOE MOJIE PaspCiCHHOI0 BpCMCHHU pa6OTH CO CTaHIIUH
(C TOYHOCTBIO J10 ITOJIydaca Ha He,[[eJ'II-O);

* BpeMs MOCJEAHET0 HEYJauHOT0 JI0CTYIa;

* BpeMs MOCJIEIHETO YCIEITHOTO T0CTYTIa;

* J1aTa ¥ BpeMs, HauMHas ¢ KOTOPOTO JIOCTYII C IaHHOM CTaHIIMU pa3peliaercs;
* Jara U BpeMsl, 0 KOTOPOTO JOCTYI C IaHHON CTaHIIMU pa3peliaeTcs;

* MacKa pa3penieHHBIX I TOCTYyTa THeH HECIH.

YpOBHM MaHIATHOTO JIOCTYIA JIJISi CETEBOM CTaHIIMU IMPEACTABISIOT cOO0M JBa ymcia (co
3HaYeHUsIMU U3 oTpeska [1-10]).

Macka pa3peleHHbIX Ui JOCTYIa IPYIIl MPeACTaBIseT co00i OUTOBYIO MacKy u3 256 6ur,
nepBbie 250 OUT KOTOPOIl KOTUPYIOT pa3pelieHne COOTBETCTBYIOIICH IPYIIBI HA JTOCTYI K
CTaHILIUHU.

I[aTa " BpEMs, HAUUHAA C KOTOPOIo JOCTYII C HaHHOﬁ CTaHIOWH pa3pCuIacTCs, IPCACTABIISAIOT
coboii OJHOCTOPOHHEC OI'PAHNYCHHNEC HA ATy Ha4Yalla pa3spCiICHus JOCTYyIIa C HaHHOﬁ CTaHIIMH.

[lara u BpeMsi, HaUMHasi C KOTOPOTO JOCTYI C JIaHHOM CTaHIIMU 3alpeIiaeTcs, MPeaCTaBIsIIOT
co00i1 OIHOCTOPOHHEE OrpaHUYEHHE Ha JaTy MPEeKpalleHus JOCTYya ¢ JAHHON CTaHIIUU.
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Macka Pa3pCIICHHBIX JIA AOCTYyIa JHEH Hemelu MMpEaACTaBIISICT coboit 6I/ITOBYIO MacCKy
Pa3pCIICHHBIX UIA JOCTYIIa JHEH HeaelH.

Co3paHuel/ypaneHne ceTeBOU CTaHUMMU

[lepen ucnonp3oBaHWEM CTaHIIMK €€ HeoOxoaumo crenarh noctynHoit s CYB/ JIMHTEP.
OT0 MOXHO CJIeNIaTh IBYMS CIIOCOOaMH:

1) co3nark cranuio (SQL-cuHTaKcHC IPUBEAECH HUKE), T.€. BKIIFOUYUTH €€ ONMCAHUE B CIIUCOK
cTaHUu# (B cUCTeMHYI0 Tabmuiy $$$SSTATION);

2) nepesectu CYBJl JIMHTEP B pexum OecnpensiTCTBEHHOW pabOThl C HEU3BECTHBIMHU
CTaHLUSAMH (KaK YK€ YCTaHOBJICHHBIMH B CETH, TaK W J00aBISEMBIMH B OymyIieM)
(UNLISTED STATION). Ilpeanonaraercsi, 4To BC€ TakM€ CTaHLMM BXOIAT (U OyayT
BXOJ/IUTh) B IOBEPEHHOE OKpykeHue B pamkax OC u cerTu.

Jns ynpaBneHus paboyuMMM CTaHIUSAMH co3zaaresneM b/l ucnonb3yrores cieayromme
KOMaH/BbI:

1) co3nanue cTaHIuH:

[1] <co3manume craHuMm>: :=
CREATE [IF NOT EXISTS] STATION <uwms cTaniummn>
PROTOCOL <ceTteBoi IpOTOKOI>
ADRESS <aapec cranmum>

[LEVEL (SRAL><WAL>)]

[<pabouece Bpems>];
[2] <wums cTranuup™>: : = <ugeHTU(UKATOP>
[3] <cereBoi MPOTOKOI> : : = <CHUMBOJIbHBIN JIUTEpAT>
[4] <ampec craHuuu>: : = <CUMBOJIbHBIN JIUTEpAT>
[5] <RAL>: := <unentuduxarop>
[6] <WAL>: : = <unentuduxarop>
[7] <paGouee Bpems>: : =

{ENABLE | DISABLE} LOGIN
{ALWAYS | <rpadux no BpemeHr>|<rpadux mo JaHsm>}
[8] <rpadwuk mo BpemeHu>: : =
FROM <Bpewmst Hayaia pabOTb>
TO <Bpems oxkonuanusi paboTer>[FOR <mHu paboTer>]
[9] <rpadwuk mo gHIAM>: : =
{SINCE <nara nayana>}|{UNTIL <mata okoHyaHus>}
[10] <Bpems nauana padotsr>: : = 'HH:MM'
[11] <Bpems okonuanus paboter>: : = 'HH:MM'
[12] <mHu paboTer>: : =
<neHb Henenw> {[,<meHb Hemenn>] ...}
[13] <aenb HEmenn™>: : =
'MON''TUE'|'WED'|'THU'|'FRI'|'SAT'|'SUN'
[14] <para Hauana>: := 'DD.MM.YYYY'
[15] <parta okonuanus>: := 'DD.MM.YYYY'

Onuus IF NOT EXISTS OTMEHSIET BBIIIOJIHEHUE ONIEPaTopa, €Clv yKa3aHHAsl CTAaHLUS YxKe
3apeructpupoBana B b/I.

2) ynaneHue CTaHIIUH:

DROP STATION <mmsa cTaHLmm>;

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025 25



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

M3meHeHUe napaMeTpoB CeTeBOW CTaHUUN

[Tpu HeoOXOAMMOCTH MapaMeTpbl CTAHIIMKA MOJKHO U3MEHHUTH € MOMOILbI0 SQL-npeanoxeHus
ALTER STATION, KOTOPO€ UMEET CIEAYIOIINI CUHTAKCUC:

ALTER STATION <umsa cranumy> [SET <HoBOe mmsa cranHumm>]

[LEVEL(<RAL>,<WAL>)] [<pabouee Bpemsa>];

YnpaBneHue A4OCTYNOM K CTaHUUMN

3anpoc:

GRANT ACCESS ON UNLISTED STATION TO {<mms rpynmoer> | ALL};

paspernraer paboTy CO BCeX TEKYUIMX M BHOBB JI00aBISIEMbIX CTaHLUM, KOTOPbIE HAXOAATCS
B JIOBEPEHHOM OKpykeHuu B pamkax OC u cetu mmbo BceM monb3oparens CYB/] JIMHTEP,
7100 TOJBKO MOJIb30BATEISAM YKa3aHHOM TPYIIIIBI.

3anpoc:

REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
3ampelaer padoTy C TEKYyLIMX UM BHOBb J00aBIISIEMBIX CTAaHLUN, KOTOpPbIE HAXOIATCS B
noBepeHHOM OKpyxeHnH B pamMkax OC u cetu nmubo BceM nonb3oBatens CYB/] JIMHTEP,

7100 TOJBKO MOJI30BATEISAM YKa3aHHOM TPYIIIIBI.

Crenyromye 1Ba 3ampoca IMO3BOJISIOT aIMUHUCTPATOpPy 0€30MacHOCTH YIIPABIATh TOCTYIIOM
C CEeTEBBIX CTAHIMH 111 UACHTH(PHUINPOBAHHBIX CTAHIINH.

GRANT ACCESS ON STATION <umsa crauumm> TO {<mmsa rpynmne> | ALL};
REVOKE ACCESS ON STATION <umsa crauumr> FROM {<umvs rpynnoer> | ALL};

SQL-nmpennoxenne GRANT ACCESS pazpemaeT A0CTyl A IpyHmbl ¢ UMEHEM <M
T'PYTIINE> WK AJIS BCEX IPYHIT CO CTAHIUN <MMS CTaHLUM>.

SQL-npennoxenne REVOKE ACCESS 3ampemaer JO0CTyH JUIsl TPyHbl ¢ UMEHEM <M
T'PYTIINE> WK AJIS BCEX IPYHIT CO CTAHIUN <MMS CTaHLUM>.

3awmTa BBOAAa-BbiIBOAA HA BHELWWHUU HOCUTENb

CYBJ JIMHTEP ucnons3yeT BHENTHUE yCTPOHUCTBA MMOCTOSTHHOTO XpaHEeHUS HHPOPMAIIUH JIJIst
pa3MerieHus Tabaul JaHHBIX U BPEMEHHBIX pabouux (haisos.

Pacmonoxenune konkpetrHoro odwbekta b/l ((aitna Tabmuier, BpemeHHOTO0 padouero gaiina)
BHYTpU BJl onHO3HAUHO HIEHTUDULUPYETCS YemblpexcUMEOIbHbIM UOEHMUDUKAMOPOM —
JIMHTEP-umenem yctpoiictBa. JIMHTEP-uMs ucnonb3yercs mpu co31aHUKA HOBBIX TaOJIHIL
WM U3MEHEHUU PACIIONIOKEHUS (aillioB CTaphIX.

Nudopmarus o coorBerctBun JIMHTEP-umenn ycTpoilcTBa M COOTBETCTBYIOIIETO €MY
peanbHOTO (U3MYECKOTO YCTPOMCTBA XPAaHUTCS B CUCTEMHOM Tabmuie $SSDEVICE (oM.
JTOKyMeHT «CHuCTeMHbIe TaOJIUILl M TpeacTaBieHusy, moapasaen «$$SDEVICEy). [lannas
Tabnuua co3aaeTcs aIMUHUCTpaTopoM Oe3omnacHocTd b/l u 1ocTynHa TOIBKO emy.
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Onucanue goctyna K ycTpoicTBY (ctonbenr $S$S$SDESCR)  BKIIOYAET — CIEIYHOIIUE
COCTaBJIAIOLIHE:

1) memxa oocmyna — nabop u3 AByX 3HaueHui: RAL 1 WAL. City>XuT 7151 TPUHYIUTEIHHOTO
KOHTponsi Han cosmanuem (aiinoB BJl (daiinoB Tabmui M BpeMeHHBIX (¢ailioB) Ha
ONMCHIBAEMOM YCTPOMCTBE:

* RAL-ypoBeHsr ycTpoicTBa mpeacTaBisieT coOoii MakcuMmalibHbli RAL-ypoBeHb
00BEKTOB (TabIMIY), KOTOPHIE MOTYT OBITH pa3MEIICHBI HA JAHHOM yYCTPOWCTBE;

* RAL-ypoBeHb ycTpoiicTBa mpejacTaBiseT co00i MHUHUMAaIbHBI YPOBEHb JOCTYIa
nosb3oBatens (RAL-nons3oBaresns), HEOOXOIUMBIH [T CO3JAHUS 3TUM I0JIb30BaTENIEM
00BbeKTOB (TalNIUI U BpEMEHHBIX (PaiijioB) HA JAHHOM yCTPONCTBE;

* WAL-ypoBeHb yCTpOWCTBAa TpEACTaBIseT co00M MakcumanbHbii WAL-ypoBeHb
MIOJTL30BATEIs, HCOOXOMUMBIH IS YIAICHHS TaOJIUIIbI,

2) macka npusHakos 0Oocmiyna — TPOBOAMUTCS WM HE IMPOBOJUTCS IPOBEpKa IOCTYIIA
K COOTBETCTBYIOIIEMY YCTPOWMCTBY, 3alpellieH WM HET JOCTyll K HEMY IEeIUKOM
JUIS CUCTeMbl. B mocienHeMm ciydae Bce 3alpochl Ha CO3JAaHHE HOBBIX (ITOJTy4YCHHE
nH(GOPMAIUH U3 CYIIECTBYIOUINX) OOBEKTOB OyAyT OTBEPraThCs;

3) macka pazpewienus docnmyna A TPYIII MOJIb30BaTenell — onucbiBatoTcs Bee 250 rpymm.
CyiiecTByeT JONOJMHUTEIbHBIA IapamMeTp, TMO3BOJISIIOIIUNA YIPaBIATh JOCTYIIOM st
YCTPONCTB, OTCYTCTBYOIIMX B Tabuuue ycrpoiictB. OH yka3pIBaeT, OyaeT Ju

3ampaimurBaThesi uHpopManuss o HeonucaHHbix JIMHTEP-ycTpolicTBax y omnepanuoHHOM
CUCTEMBI, MJIU 3aIPOChl Ha padOTy ¢ JaHHBIMU YCTPOWCTBaMU OydyT OTBEPraThCsl.

Jns  ynpaBieHus KOHTPOJIEM YCTPOMCTB cosaareneM bJ[ ucnonb3yrorcs clienyrome
KOMaH/IbI:

1) co3manue ycTpoicTBa:
CREATE [IF NOT EXISTS] DEVICE <ums ycTporcTBa>
DIRECTORY <xaTanor>
[COMMENT <xomMmmeHTapmn>|

[LEVEL (<RAL-ycTporicTBa>,<WAL-ycTpomcTea>)];

<uMsa yCTpOMCTBa>

JIMHTEP-nMs, wucnonb3dyeMoe B KauyeCTBE HMEHM YCTPOMCTBA IIPU  yKa3aHUHU
pacronoxeHus GaisioB co31aBaeMbIX TAOIHII.

<kaTaJjior>

CuMBOJIbHAS CTPOKA (JUTHHOM J10 256 CHMBOJIOB), OITPEEIISAIONIast MECTOMOIOXKEHHUE (TTyTh)
(B TepmunHax cootrBercTBytomerd OC) ¢aitoB Tabmui nmpu WX CO3MaHUM (B KOMaHJE
CREATE TABLE) wiu Moau(HUKAITUIU MECTOIIONIOXKEHHS 3TUX (aitnoB (B komanae ALTER
TABLE).

Onepatop CREATE DEVICE co3gaer HoBoe JIMHTEP-ums, koropoe BIOCIEACTBUU
MOXET MCIIOJIb30BaThCS B 3alIpocax Ha co3aaHue (Moaudukanuio) tadbnuu. [Ipu coznanuun
yCTpOWCTBA MOXET OBbITh yKa3aH KOMMEHTApUil K HeMmy (MOSCHEHHE O Ha3HaYeHWUHU
YCTpOWCTBA) U YPOBHH JIOCTYTA K YyCTPOUCTBY.
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Onmusa IF NOT EXISTS OTMEHsET BBIIIOJIHEHUE onieparopa, ecinu ykazanHoe JIMHTEP-
UMs yCTPOUCTBA yxke cyuiecTByeT B b/l

2) ynaneHue ycTpoiicTaa:
DROP DEVICE <ums ycTporcTBa>;

Komanna ynanser JIMHTEP-ums ycTpoiicTBa U3 CIMCKa Pa3pelICeHHBIX UMEH.
3) MoauduKaius mapamMeTpoB yCTPOHCTBA:

ALTER DEVICE <umsa ycrporicrea> [DIRECTORY <xaramor>]
[LEVEL (<RAL-ycTporcTBa>,<WAL-ycTpomcTea>)];

Komanga mno3Bonsier usMenuth 3HaueHue JIMHTEP-umenu (nmyte k ¢usmueckomy
YCTPOMCTBY) U YPOBHH 3aIIUTHI YCTPOHUCTBA.

[Ipu wucnonp3oBanuu omepatopoB ALTER DEVICE u DROP DEVICE HeE0O0XOIUMO
YUUTBIBaTh, YTO CYIIECTBYIOLIHE (haillibl, paclONIOKEHHbIE HA HOBBIX YCTPOHCTBAaX, MOTYT
CTaTh HEJAOCTYIIHBIMU JUJISI HEKOTOPBIX I10JIb30BaTENCH.

3nauenue (comepikanue) ycrtpoiictBa SYOO ompeaensercss B MOMEHT CTapTa CHCTEMBbI
U He MOKeT ObITh Iepeolnpee/ieHO B IPOU3BOJIbHBIN KaTajor, HO BCE OrpaHUYECHMS,
HAJIOKEHHBIE Ha HETO, OYyT BHIMOIHATHCS OOBIYHBIM 00pa30M, 32 UCKITIOUYCHHEM OTHOIIICHHIA,
HeoOxomumblx i (yHkunonuposanuss CYBJl JIMHTEP u cooTBeTcTBYOmmMX padodmx
(aitnos.

4) pa3peluTh Ipynie/BCeM MOJIb30BaTeIIM JOCTYI K YCTPOUCTBY:

GRANT ACCESS ON DEVICE <uuva ycrpomicrea> TO {<umsa rpynmner> | ALL};
5) 3ampeTuTh rpymnmne/BceM Moiab30BaTEeIsIM IOCTYII K yCTPOMCTBY:

REVOKE ACCESS ON DEVICE <umsa ycrponcrea>
FROM {<mmsa rpynmner> | ALL};

CrenpanbHbIMU KOMAaHJAMU aJMUHHUCTPATOp OE30MACHOCTH MOXKET pa3peliuTh WU
3alpeTUTh JOCTYH K YCTpPOWCTBaM, KOTOpbIE HAXOJATCSA (MJIM MOTYT HaXOIUThCS B
OyayuieM) B JOBEPEHHOM OKpyxkeHuH B pamkax OC u ceTu Kak Uid BCEX TEKYIIHUX
n Oynymux mnonb3oBareneit CYBJl, Tak u [y omnpeneneHHOW Tpynmbl TEKYIIMX
II0JIb30BaTEIIEH.

6) pa3pemuTh IpyIe/BCeM IMOIb30BaTENsIM TOCTYT K HE3apETUCTPUPOBAHHBIM YCTPOMCTBAM:
GRANT ACCESS ON UNLISTED DEVICE TO {<umma rpynner> | ALL};

Komanma pazpemaer padory ¢ JIMHTEP-uMenamu ycTpoiCTB U3 TOBEPEHHOTO OKPY KCHHS
cpencrtBamu oneparmonHor cucteMbl (CYBJl Oymer 3ampammBaTh HHGOPMAIMIO O
(bu3MYECKOM PACTIONIOKEHUHU YCTPOUCTBA Y OMIEPAIIMOHHOMN CHCTEMBI).

7) 3ampeTuTh TPyIIe/BCEM MOTB30BATENSAM JOCTYI K HE3apPErUCTPUPOBAHHBIM yCTPOHCTBAM:
REVOKE ACCESS ON UNLISTED DEVICE FROM {<ums rpynmner> | ALL};

Komanpa 3anpemaet padorty ¢ INHTEP-umenamu ycTpoiCTB U3 1OBEPEHHOTO OKPY>KEHUS
CPEACTBAMH OINEPALIMOHHON CUCTEMBI.
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IIpn wucnonb3oBaHuM KoMaHAbl REVOKE ACCESS HeOo0XOIUMO YYHTBIBATh, 4YTO
CYIIECTBYIOILIME O0OBEKTHI, PACIIONIOKEHHbIE HA HOBOM MECTE, MOTYT CTaTh HEIOCTYTHBIMU
JJIs1 COOTBETCTBYIOLIUX I'PYIIII.

WNudopmanus o Bo3mokHoctu padotsl ¢ IMHTEP-umeHamMu npon3BoOIbHO UCTIONB3YEMBIX
YCTPOMCTB (T.€. C YCTPOICTB U3 I0BEPEHHOTO OKPY>KEHUs) pacronaraercs B onucanuu b/l

KOHTpOﬂb LeJIOCTHOCTU CpeacTB 3allinTbl AaHHbIX

B cocraB xommiekca cpenctB 3amutbl gaHHbXx CYBJ] JIMHTEP Bxomst crienmyromue
KOMITOHEHTHI:

* TOJICMCTEMA JUCKPEIIMOHHOTO JIOCTYTIA;

* TOJCHUCTEMAa MaHJATHOTO JOCTYTIA;

* JUCHETYep JOCTYIA;

* MOJICHCTEMA OYKMCTKH ITaMSITH;

* ToAcHCcTeMa KOHTPOJS BHEIIHUMU (PU3NYECKUMHU YCTPOMCTBAMU XpaHEHUS! HHPOPMALIHH;
* TOJICKCTEMAa KOHTPOJIS I0CTyIa C BHEITHUX YCTPOUCTB;

* TOJICMCTEeMa WJSHTU(UKAITUY U ay TCHTU(DUKALIIH;

* TOACHCTEMA PETUCTPALIUU COOBITUH.

KC3 CYB/] JIMHTEP peanu3oBan B BUjae 4acTu ucnoiHseMmoro koaa siapa CYB/I. ImaBHbIi

koMnoHeHT KC3 — AUCTICTUCP AOCTyIa, KOTOpLIfI MMOoJIy4acT YIIPABJICHUC HA PaHHUX dTallax
HHUIaJIu3alnu CVBI[ A0 3aITyCKa nmpoucayp O6CJ'Iy>KI/IBaHI/I$I TIOJIB30BATCIILCKUX 3aIlIpOCOB.

Hanpreiimas padora CYB/l npoucxonut nox kortposem KC3.

Henoctrocts KC3 B CYBl JIMHTEP skBuBajeHTHA 11EI0CTHOCTH MPOrPaMMHOTO KOJIa siApa
CYB/Jl JIMHTEP.

Jnst npoepku nenoctoct CYBJl npuMeHnsieTcss yTHIIMTA MOJICYETa KOHTPOJIBHBIX CyMM,
KOTOpasi CO3AaeT Ha BbIxoJe (aill, coluepKalluil KOHTPOJIbHBIE CYMMbI MPOBEPSIEMbIX
¢aiinos. LlenoctHocts CYBJ] cuntaercs noaTBEpKACHHOMN B Cllydyae, €Cli pe3yJbTHPYIOIIne
KOHTPOJIbHBIE CYMMBbI COBITAJIM C KOHTPOJIbHBIMU CyMMaMH, IPUBECHHBIMU B TOKYMEHTAIUH.

[IpoBepka BeIONIHSETCS Mepen KaxabiM 3amyckom siapa CYB/I.
[Toncuer KOHTPONBHBIX CyMM BEIETCS TOJBKO ISl yKa3aHHBIX B Tabnuue 2 ¢ailioB c

MTOMOIIBIO YTHJIMTHI count. 3amycK JaHHOW YTUIIUTHI (IOCTABIIIEMON B COCTABE IUCTPUOYTHBA
CYB/I JIMHTEP) npou3BoauTcst ¢ TOMOIIBI0 KOMaHIHOW CTPOKH:

count <mmMmsa odanma>

3HaueHHE KOHTpOJ'ILHOfI CYMMBI BbBIJACTCA Ha TCPMHUHAJ, U €TI0 HYKHO TOJIBKO CpPABHHUTH C
MMPUBCACHHBIMU B Ta6J'II/II_Ie ; 3HaA4YCHUSAMMU.

Ta6muua 2. [TpoBepsiembie Ha HIeNTOCTHOCTH UcnonHsembie Mmoaynu CYB/] JIMHTEP

HNwms ¢paitna Tun OC Pa3mep (B DYHKIHOHAIBHOE KonTpoubHas

OaiiTax) Ha3HaYeHHe cymMMma

Co3nanue n
KoH(urypupoBanue b/{
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HNwms ¢paitna Tun OC Pa3mep (B DYyHKIHOHAIBHOE Kontponbnasn
OaiiTax) Ha3HAYeHHe cymMMa

linter Anpo CYB/| JIMHTEP

sqlL) SQL-tpancnarop

intsrt? IIpoueccop cOpTUPOBKH

tspl) TpancasTop npoueaypHoro
A3bIKa

loltp VYmpanenue pacrpeieIeHHbIMU
TpaH3aKLUUAMU

linapid JDBC-cepBep

count YTunura noacuera
KOHTPOJILHOW CyMMBI (aiina

testdb YTunuta TectupoBanus b/l

dbs_tcp CereBoii npaiiBep cepBepa

dbc_tep CereBotii apaiiBep KIUEHTa

D [Tpu nanuynu yxazanHoro (aitna B yctaHoBouyHOM Karanore CYB/I.

[Tpu 3amycke sigpa CYBJl npoBepsieTcst HeNOCTHOCTh (hailioB KoH(pUrypanun 0a3bl JAHHBIX
1.11, 2.11, 3.11. B ciy4ae HapyIlIeHHUs IEIOCTHOCTU (aillioB KOH(QUTYyparuu Oa3sl
JAHHBIX Ha KOHCONb W B (haitn mporokona linter.out OymyT BBIIAHBI COOOLICHHS O
HEYCTENTHON MPOBEPKE KOHTPOIBHOIM CyMMBI, SAPO 3aMyIICHO HE Oy/eT.

IIpu BoccTaHOBIEHMM 0a3bl JaHHBIX W3 apxuBa lhb mpoBepsieTcsl LENOCTHOCTh OJIOKOB
apxuBa. B ciyuae HapyIIeHHs 1IeI0CTHOCTH BOCCTAHOBJICHUE Oy/IeT 3aBEpIIEHO OMNOKOH, Ha
9KpaH Oy/eT BhIBEACHA IUAarHOCTHYECKasi HH(OpMAIHs O MECTe HapyIIEeHHs 11eJT0CTHOCTH.

[Mpu 3amycke XpaHUMBIX MPOIEAYP BBITOIHICTCS MPOBEPKA IIETOCTHOCTH KOJa TPOLETYPHI.
B ciydae HapyiieHus METOCTHOCTH KOJa TPOIETYpPhl B BBHIMOJIHEHUU MPOIECTYpPhl OyIeT
OTKa3aHO, ()YHKIHUS BBI30BA MPOLEAYPH BEPHET COOTBETCTBYIOIIUI TUArHOCTHYECKUI KO/,
B (hbaiin mporokona linter.out OymeT BBIJAHO COOOIIEHHWE O HEYCIEIIHON MPOBEPKE
KOHTPOJIbHOM cymMBl. [Iponieypa npoBepKH HETOCTHOCTH KOJIa MPOLIETYP BBIIOIHAETCS: PU
BBI30BE XpaHUMOM Ipouenypsl, npu 3anycke aapa CYB/], a Takke He pexe OIHOTO pasa B
CYTKH C IPOTOKOJIMPOBAHKUEM 3aITyCKa ITpoliecca MPOBEpKH B (hails mpoTokona linter.out.

NMoacyeT KOHTPONBLHOW CYMMbI

Ha3HauyeHue

Jns  xontponst nenoctHoctn KC3 CVYBJ JIMHTEP wucnons3yercs yTwinra count,
KOTOpast HOACYUTHIBAET 32-OUTHYIO KOHTPOJIbHYIO cyMMYy (aiina. Ee ucnons3oBaHue Taxkxke
1eJIeCO00pa3HO /ISl KOHTPOJISE HEU3MEHHOCTH BCEX HCIOIHAEMBIX MOIYJNEH, KOHTPOJIbHBIE
CYMMBI JUIsl KOTOPBIX ITPHJIararoTCsl.

OnucaHue

[IpousBoautcs pacuer 16-0aliTHOM  MOCIEAOBATEILHOCTH CHUMBOJIOB, OJIHO3HAYHO
UICHTU(OUIMPYIONIUX 3aJlaHHbId  Qain. PacdeT ocymecTBIsIeTCss ¢  HCIOJIb30BaHUEM
pacnpoCTPaHEHHOTO AITOPUTMa BbIUMCIICHUS ayTeHTU(pULIMpyomuX koo Message Digest B
PEXUME CUEIUICHHUS MO IPOMEXYTOUYHOMY PEe3yJbTaTy BHIYMCICHUI.
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3areM pe3ysbTaT CyMMHUPYETCS CO CIBHUIOM Ui MOJIy4EHUs pe3ylbTupyrouiei 32-OuTHoi
KOHTPOJIBHOW CyMMBI.

Ucnonb3oBaHue

KOME[HI[HEUI CTpOKa:

count <umMma odamnna>

3HaueHHEe KOHTpOJ'ILHOfI CYMMBbI BbBIJACTCA Ha TCPMHUHAI, U €TI0 HYKHO TOJIBKO CPABHHUTH C
MMPUBCACHHBIMU B Ta6J'II/II_Ie ; SHAYCHUSAMMU.

OucneTtyep AgocTtyna

Hucneruep noctyna CYBJ[ JIMHTEP peanu3oBaH B BuIE HECKOJbKUX B3aMMOCBSI3aHHBIX
MPOrPaMMHBIX (PParMEHTOB, KK M3 KOTOPBIX KOHTPOIUPYET CBOKO 00JAacTh ACHCTBHIA
CVYBU.

[lepBast yacTh OOCIyXHMBaeT MOACHCTEMY IHCKPEHMOHHOro aoctyma. OHa ToJIy4yaeT
ympaBJeHue mocie pa3dopa 3anpoca. B 3T0T MOMEHT MOTHOCTBIO OIPEIETIeHBI BCE OOBEKTHI
JOCTyNa M 3ampaliiBaeMble IO OTHOIICHHIO K HUM JelicTBuda. Jlucrerdep BBIOMpaeT BCe
IpaBUJia, KacarollWecs 3ampallyBaroliero I0JIb30BaTelsd, U, B COOTBETCTBHUHU C 3alIPOCOM,
MPOBEPSIET, JOCTYIHBI iU TpeOyeMble OOBEKTHl B JaHHOM 3ampoce. Takke mpoBepsieTcs
BO3MOXKHOCTh PabOThl ¢ BHEIIHUMH ycTpoiicTBamu. J[aHHBIN (hparMeHT MOXKeT oOpaiarbes
K MOJACHCTEME HACHTU(UKALIMK 3a TOATBEP)KIECHUEM (3ampeToM) ACHCTBUIA, CBA3aHHBIX C
KaTeropusiMu nojb3oBareneil (Connect, Resource, DBA).

Bropast wacte oOciyxuBaeT mnoicucteMy HAeHTU(UKAMK U ayTeHTuukanuu. OHa
[IOJy4yaeT YNpaBICHHME B MOMEHT OTKpbITUS Jorudeckod cBasu ¢ CYBJl npu
U3MEHEHUU TpaB I[0Jb30BaTeNell M TaOMUIbl CEeTeBbIX CTaHUMUA. JlaHHBIA (parMeHT
obecreunBaeT UACHTUPHUKALINIO, Ay TCHTU(UKALINIO, IPOBEPKY KaT€ropuil J0CTyMa, MPOBEPKY
COIIOCTaBJICHHUS 10JIb30BATENIEH C YCTPOHCTBOM.

Tperuil ¢parMeHT NOIy4aeT YHpaBICHUE NpPU KaXKIOW omepaluu MaHUIYISALIUU C
KOHKPETHBIMM JaHHBIMU — NpH Moidy4yeHuu ux u3 bJl, mpoBeneHun omeparnuii Haj HUMH,
3anucu B Tabnuisl b/l, Beijaye JaHHBIX MMOIB30BATENIO U T.I. B 3TOM ciyuyae npoBepsitoTcst
MaH/aTHbIE MPAaBUJIA J0CTYIIA.

Yereptriii (pparment aucneruepa jpocryna CYB/l JIMHTEP oGecneunBaer H30JALUIO
[apaJUIEJIbHO  BBINOJHAIOMIMXCS 3ampocoB. OH Takke OCYIIECTBISET IJIaHUPOBAHHE
00paboTKH 3ampocoB, KOHTPOJUPYET WX KBAHTOBAaHME M OTCIIEKHBAET BCE BO3MOXKHBIE
HapyILIEHUs U30JIALUHU IIPOLIECCOB, BBIOIHAIOMUXCS 110 PA3HBIM JIOTUYECKHUM CBS35M.

Bce ¢parmenTsl aucneTruepa AocTyma B Iporecce paboTbl oOpalmaroTcst K IMOJICHCTEME
peructpanuu coosituii CYBJ] JINHTEP, koTopast MOKET MPUHATH PELICHUE COINIACHO CBOUM
napamMeTpaM O PEerucTpaluy COOTBETCTBYIOIIUX COOBITUH B TaOIHUIIE COOBITHI.

CospaHue bl

Co3nanne bJ| JIMHTEP BbmmonHseTcs ¢ MOMOMIBIO YTHIUTHL gendb (CM. JOKYMEHT
«Coznanue u koH(UrypupoBanue 0as3bl JaHHbIX», MyHKT «Cosmanue Bb/I»). B mpouecce
reHepaluy co3atoTcs ¢aitnbl cucreMHol U padoueit BJI.
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CucrtemHasn bl

Cucremnas b/l npeacrasinser co0oit Habop U3 Tpex TabuLl, CoAepKALUX METAUH(POPMALIHIO,
T.€. JAaHHBIE O JJAHHBIX:

1) $$SSYSRL (daitnbl ¢ umenamu 1.*) — tabmuna tabnuu. CoaepXuT HHGOPMALIUIO O
TaOIMIIaX: UM, UACHTU(PHUKATOP BIIAJICNbIIa, YUCIO CTOJIOIOB, pa3Mepsl GaiiioB U mp. ITo
karasor Tabnui b1, BEIOIHEHHBIH TaK)Ke B BUJIE TAOHIIbI;

2) $SSATTRI (dainbl ¢ umeHamu 2.*) — tabmuna cronduoB. CoaepKUT HHOOPMAIIUIO
0 cToyOIax TaOmuIl: UM, MPUHAUICKHOCTh K TaONHIIe, TUI JaHHBIX, HHPopMaus 00
MHJICKCaX, OTPAHUYCHHS [IEIOCTHOCTH H IIp.;

3) $$SUSR ((aiinsl ¢ umeHamu 3.*) — tabnuna noarHoMounit. Conep XUt UHPOPMALIUIO O
MIOJIH30BATENISAX U MX TOJIHOMOUYUSX NIPU paboTe ¢ TaOIUIIaMHK, POJISIX U TIP.

KpOMe OHHC&HI/Iﬁ IT10JIB30BaTCIIBCKUX Ta6J'H/III, CHUCTCMHBIC Ta6JH/IIlI)I cogepncaT U CBOH
COOCTBEHHBIE OIIUCAHUS.

ITocne renepamuu cuctemMHoit bJl ¢ momompro yTuiauThl gendb oHa OyaeT CoaepKaTh
CJIeTYIOIINE TAOIUIIBI:

* $S$S$SYSRL — onmucaHus TPEX CUCTEMHBIX Ta0muIl: $SSSYSRIL, $SSATTRI, $SSUSR;
* SSSATTRI — omumcanus 13 cTOIOLOB CUCTEMHBIX TAOJIMIL;

* SSSUSR — omMCaHHWe €IMHCTBEHHOTO IMosib3oBaressa bJl, MMErmero mnoaHoMouyus Ha
YTeHHEe TIpH paboTe CO BCEMHU CHCTEMHBIMH Tabmuiamu (aqmuaucTpatopa bJl).

[Ipu co3maHuyM HOBBIX TAOJIUIl M TIOJH30BATEIBCKUX MPEICTABICHUNA WU TPH U3MEHEHUU
MMOJTHOMOYHH COCTOSIHHE cucTeMHOM B/ Mensercs.

Co3nanue Monap30BaTEIbCKON TaONMUIBI/TIPEICTABICHHUS BIeYeT 3a co0oil Jo0aBieHHE ee
ornucanus B $$$SYSRL u onucaHuid ee ctonOnoB B $SSATTRI. Ilpu ynaneHun Tabauibl
CVYB/] BeinonHsieT oOpaTHbIE 1EHCTBUA.

Hoctym k mro0oit Tabmume (mosb3oBarenbekoit/cucreMuoi) bBJl  ompenemsiercss mo
nH(pOpPMaIIUU U3 CUCTEMHBIX TaOIUIL.

CucrtemHbIe TaOIUIIBI COJEPIKAT KUZHEHHO BaXKHYIO 1715 paboTel B/l nHdopmanmio.

N3meHnenne naHHON MHGOPMAIIMU MOXKET NPUBECTU K KATACTPOPUUECKUM MOCTeICTBUIM.
Bo u30exaHne M3MEHEHUs TOI30BATEISIMI CUCTEMHBIX TaOIHII JOCTYIl K HUM 3ampelieH
AJISl BeeX Mmosib3oBaresiel (naxe anmuuuctparop b/[ umeer nuip npusuieruto SELECT).
Bce HeoOxomumble M3MEHEHHSI B CHCTEMHBIX TaOJHIIaX B TIporecce paboThl MPOU3BOAUT
toinbko sapo CYB/ JIMHTEP.

CTpyKTypa CUCTEMHbIX Tabnuy,

CucremMHEIC Ta6JII/II_IBI, TaK K€, KaK U I10JIb30BaTCJIIbCKHUEC, COCTOAT M3 CTO.H6I_[OB, 110 3BHAYCHHUAM
KOTOPBIX BO3BMOKCH ITOMCK.

OpnHako cpeau CTOJIOIOB CUCTEMHBIX TAOJHIl €CTh CTONOIBI, coepkaiire B 0aliTOBOM BUJIE
WHTETPUPOBAHHYIO HH(POPMAITHIO O BKIFOUEHHOM B 3Ty Tadmuity oobekte bJI. [Ipunoxenuto,
HE SBJISIIOIIEMYCSl CUCTEMHBIM, 3Ta MHGopMmalus yaiie Bcero He TpeOyercs. KnmeHnrckue
npunoxerus padorarotr ¢ CYB]] Ha ypoBHe SQL-3anmpocoB K MOJIb30BaTEILCKUM TaOIUIIAM.
Bcro mpouyro padoty Bemomnaser CYB/I.

32
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Tonbko CHCTEMHBIM MPHIOKEHHUSIM MOXKET MOTpeOoBaThCcsl MHPOPMALIUS O PACIOIOKCHHUH
¢aitnoB b/, o ToM, KaKk OTIMYUTH 0a30BYI0 TAOMUIly OT MPEACTABICHUS, O THUIIC, JUIUHE
cTondua u mp.

CocraB 00s13aTeIbHBIX CUCTEMHBIX TAOJIHULI;

* $$S$SYSRL — naHHbIe 0 Bcex Tabnuuax/mpeacrasieHusx b/l;

* $$SATTRI — 1aHHBIE O BCEX CTONOLAX U UX arpulyTax mo BceM Tabnuuam bJl;

* $$SUSR — maHHbBIE O BCEX MOIb30BaTensaXx b/l, posix, Ha3HAYEHUU POJIEH MOIb30BATEIISAM
b/l n ux npuBuIerusx.

CprKTypa CHUCTCMHBIX Ta6J'II/II_[ OlmrMcCaHa B HOOKYMCHTC «CucremMHbple  TAOIMILI U
OpCaACTaBICHUA) .

Paboyas bl

B paboueit B/ comepkarcs MuHMMYM ueThipe (aiina (Mpu HAJIMUYUK HECKOJNBbKUX (hailiioB
CHUCTEMHOT0 JKypHajia KX MOXeT OBITh TOpa3io OOJbIIE):

1) 1.31 — paGouwnii ¢aiin 6ut-BekTopoB. [IpeaqHasHadeH ajis CBONMHTa OUT-BEKTOPOB OTBETOB
OJIHO ¥ MHOTOIICPEMEHHBIX 3aIIPOCOB;

2) 1.41 — paGounii (paityt XpaHUMBIX TIPOLIEAYP U OBICTPOH 3arpy3KH;

3) 1.51 — paGouwntii aiin coprupoBku. [IpenHazHaveH 17151 BBITOTHEHUS COPTUPOBKH OTBETOB
U NpeyIokKeHut Tuna group by B SQL-onepaTtopax;

4) 000001.61, 000002.61, ... — daiasl cuctemMHOoro XypHana. [IpegHazHavyeHBI IS
BEJICHUs TPOTOKONa 000 BCceX HM3MEHEHHMsX, mpousBeneHHbIXx CYBJ] B cucremHOl M
moJib30Baresibckoi b/l (ceaHchl YTeHHS B )KypHaJe HE pETUCTPUPYIOTCS ).

daiin 6uT-BekTOpOB Uctonb3yercs sapoM CYB]] nns xpanenus uHbopMayy 0 TOM, KaKue
3aIKCH BOIILJIM/HE BOILIN B OTBET (MOXET OBITH TPOMEKYTOYHBIM).

[IporpaMmma sort mnocnemoBaTelbHO 00pabaThIBA€T 3ampoOChl HA COPTHUPOBKY, MOITOMY
KaIbli pa3 B (paiine 1.51 3anmuceiBaioTCst HOBbIE JaHHBIE, KOTOPBIE COPTUPYIOTCS 10 KOHIIA.

Pa3mepsl ¢aitnoB gomkHbI OBITE onpeaenensl go 3amycka CYBJl. Oqnako oHM HE OCTarOTCs
(bMKCHpOBAaHHBIMU Ha MPOTSHKEHUM BCEro ceaHca pabotsl syupa CYB/I, a pacmmpsroTcst mo
Mepe HeOOXOTUMOCTH IO YCTAHOBJICHHBIX TUMHUTOB.

WHnumannsauma komnnekca cpeacTB 3awuTbl AaHHbIX

be3 wanmumanmzanuu KC3 CYBJ JIMHTEP nHe Oymer mommepuBaTh OOJIBIIMHCTBO W3
OMHCAHHBIX BbITIE QYHKIUH (YIIpaBiIeHHEe TPyIIaMy, YPOBHU JOCTYIIA, 3aIIUTY YCTPONCTB U

mnp.).
B nponecce nannmanuzarnuu KC3 co3natorcs HeoOXoaumbIe s €€ paboThl PECYPCHI:

1) nmst momaep:KKu MeXaHu3Ma METOK JIOJDKHBI OBITh CO3/IaHbI TAOIHIIBI:
* SSSLEVEL;
* $$SSGROUP.

2) Ju1s paboTHI aIapara COrOCTaBICHUS TOIB30BaATENIS C CETEBBIM YCTPOHCTBOM HEOOXOTUMO
co3aarh Tadmuiy $$S$SSTATION;

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025 33



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

3) ans paOoThl MOACUCTEMBI 3aIIMTHl BBOAA-BBIBOJA HA BHEIIHWN HOCHUTENb Tpedyercs
co3fath Tabnuiy $$S$DEVICE;

4) nist paboOThI MOJCUCTEMBI PETUCTPAIIMU COOBITUI HYKHO CO3/1aTh TaONHIly ayauTa;

5) Ans yCTaHOBIEHHS «OTHOILIEHHUI» MKy KOHKPETHBIMU MOJIb30BATENISMU U KOHKPETHBIMHU
o0beKTaMH cieyeT co3aarh Tabnuiy $S$SRELATION.

Bce BhimenepeunciaeHnble TaOnuIpl co3gaores ¢ noMoieio SQL-¢aiioB extsec.sqgl
U security.sqgl, KOTOpbI€ IOJKHBI OBbITH BBIMOJIHEHBI (C MOMOIIbIO YTHJINTHI inl)
aJIMUHHCTPATOPOM O€30MaCHOCTH.

s saToro Heobxonumo 3anmyctuth sapo CYB/] JIMHTEP, 3arem, monb3ysce yTwinTo# inl,
3almyCTUTH Ha BhImonHeHue SQL-daiinel security.sql uextsec.sql:

inl -u SYSTEM/MANAGER8 -f security.sgl
inl -u SYSTEM/MANAGER8 -f extsec.sgl

[Tocne BeIMONHEHMs naHHOrO makera 3ampocoB sjapo CYBJ JIMHTEP nHeo6xomumo
nepe3anycTuTb. Tolbko mpu cienyromemM 3anycke sapa CYB/[ OyayT BKIIIOYeHB! yKa3aHHbIE
MexaHn3Mbl KC3 1 mpoTokonnpoBaHus.
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OaHHbIX

CYB/] JIMHTEP mno3BoisieT XpaHUTh OJHOBPEMEHHO HH(OpMAIMIO, MPUHAIICKAILYIO
Pa3IMYHBIM I10JIB30BATEIISAM, IOAACPKUBATE CIOKHYIO HEPAPXUYECKYIO CTPYKTYPY HOCTyIa K
JaHHBIM. J[J1s1 KOHTPOJIS Ha/L TOCTYIIOM IOJIb30BaTeNEH K TaHHBIM U JUIs TUKBUIALIUN OIINOOK
WINA TIPOTUBOPEUYHH B CTpYKType 3amuThl b/l ciyxuT mojcucrema perucrpanuu coObITUI

(aymout).

Jannas noxcucrema sisisiercst HeorbemiieMoit yacteto KC3 CYBJ[ JIMHTEP.

CYB/] JIMHTEP no3BoisieT perucTpupoBaTh CIeIyIONe COOBITHS:

¢ BKIIIOYCHUC MCXaHHU3MOB I/IZ[GHTI/I(i)I/IKaIII/II/I n aYTCHTI/I(l)I/IKaHI/II/I;

* 3ampochl Ha JocTyl K pecypcaM B/l

* co3gaHue, MOAU(UKAIMIO U YHHUTOXKEeHHE 00beKTOB B/l;

* JIeWCTBUA [0 U3MEHEHHUIO NpaBui pasrpanndenus nocryna (I1PI);
* BCE NOMNBITKU JocTyna K b/1;

e JnerictBusa anMuHucTparopa bI.

Tabnuma peructpanuu coObiTU $SSAUDIT wuMmeeT 8§ CTONOOB, MNPEACTaBICHHBIX
B Tabmuie 3. bosnee moapoOHO UX CopepKaHUE PACCMATPUBACTCS HUXKE.

B Hpumeuanne

Cpencrsa nporokonuposanus CYB/l JIMHTEP npenocTaBiasioT agMUHUCTPATOPY BCETO JIMLIb
BO3MOXKHOCTh cOopa mH(popmanuyu 00 MHTEPECYIOUX €ro COOBITHSIX; Ui €¢ 00paboTKu U
aHaJu3a JI0JDKHBI pa3padaThIBaThCs CIICIHMATbHBIC PUIIOKCHHUS.

Tabnuua 3. Ctpykrypa Tabnuis! peructpanuu $$SAUDIT

HNms cronbua Tun gaHHbIX Coaep:xanue

EVENTTYPE smallint Ncrounnk coOwiTus (TI01630Batensb, sapo CYB/,
KC3 sppa CYB/)

EVENTID smallint Tumn coObITHS (3aMIpoc Ha AOCTYT, U3MEHEHHUE
[P/ u T.11.)

USERNAME char(66) WMs monp30BaTelIst, ”HUIIMHPYIOMIETO COOBITHE

SOURCEADR char(24) CeTeBoif aipec UCTOYHUKA COOBITHS

OBJECTNAME char(134) [TonmHOE MMsT 00BEKTa, OOpaIeHHEe K KOTOPOMY
BBI3BAJIO COOBITHE

OBJECTTYPE smallint Tun o6bekTa, K KOTOPOMY OTHOCHUTCS COOBITHE

BODY byte(58) JonomauTenpHas HHGOPMAITUS O COOBITUN

USERTEXT char(240) [Tonp3oBaTenbckoe cooOIIeHNE

Tabnuiia aymuTa UMeeT CIeayoIIne 0COOCHHOCTH:

1) oHa He coznaercst aBToMarnuecku npu co3nanuu bJl. Jlns ee co3nanus aiMUHUCTPATOPY
b/l HeoOxomuMo BBHIIOTHUTH (aiin security.sql;

2) 3amyck MonuTopunra KC3 (aynura) ocymectBisiercss koMan10il AUDIT START, IpU 3TOM
B HYJICBOH 3alMCU CHCTEMHOM Tabmuibl $S$$SYSRL ycTaHaBnuBaeTcs (piar akTMBHOCTH
MOJICUCTEMBI ayJHTa;
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3) ocraHOB ayauTa MPOUCXOAMT MO KomaHae AUDIT STOP, mnpu D3TOM B
HYJIEBYIO 3allUChb CHUCTeMHOW Talmuuel $S$S$SSYSRL  3aHOcuTcs HHGpopMmanus o0
OCTaHOBKE HPOTOKOIMpoBaHUA. [Ipu BO30OHOBICHUM MPOTOKOIUPOBAHUS BCE COOBITHS,
YCTaHOBJICHHBIE /IO OCTAHOBKH NPOTOKOJIMPOBAHUS, OylyT aKTUBUPOBAHBI;

4) oTMeTKa B TabJHIIE PETUCTPALMU MOXKET OBITh IIPOM3BE/IECHA MOIH30BATENEM C TOMOIIBIO
koMaHapl AUDIT MESSAGE <TexcT CcoobmeHusa>. DTo ObBaeT HEOOXOIUMO
B CiydYae, €ClM IMOJIb30BaTeib XOYET OCTaBUTh aIMHUHHMCTPATOPY OE30MAaCHOCTH HEKOe
COOOIIEHHE;

5) cnenuanbHON XapaKTEPUCTUKON TaOIMIBI ayuTa sBisgeTca napamerp RECORDS LIMIT
— YHCIIO 3amucedl B aHHOW TalnuIe, MpH MPEBBIIEHUH KOTOPOro OyleT co3aHa HoBas
TabIMIa ayauTa;

6) AN UCKJIIOYEHUS TOTepU HAKOIUIEHHOM HMH(OpMAnUM [OKHO OBITh pa3paboTaHo
CIeLMaNbHOE NPUIOKEHHE, KOHTPOJIUPYIOLIee CTENEHb 3allOJHEHUS TaOIHUIbI ayJuTa U
ABTOMATUYECKU BBIIPYXKAIOLEe JaHHBIC U3 HEE IIPU YIPO3€ MEPEIOIHEHNUS,

7) u3MeHATh 3HaueHKe napamMeTpa RECORDS LIMIT MOXKET TONbKO agMuHucTparop b/l;

8) mns gocrtymna K TabnMie aynuTa He0OXOIUMO MMETh COOTBETCTBYIOIIUE MPaBa JOCTYyINa U
Kateroputo noinbs3osarensi DBA;

9) CYB/] JIMHTEP He no3BosnsieT apXuBUpOBaTh TabIMIly ayuTa OTaesbHO 0T Beelt B/ (T.e.
ee MOYKHO COXPaHMUTh TOJIKO B apXUBHOM (aiine Bceit B/I);

10) npu pabote ¢ Tabnuueit ayaura CYBJ[ JIMHTEP ncnonb3yet TOIbKO OUH PEXUM pabOThI

TpaH3akuui — AutoCommit.

Onucanue cToa0noB Tabmumel SSSAUDIT:

1) EVENTTYPE - wucTo4HHMK COOBITHSA, MOMJIEXKAIIero perucrpanuu (tabmuma 6).
Hcrounnkom perucTpupyeMbix coobiTrii MOTYT ObITh simpo CYBJI JIMHTEP (nanpumep,
npu co3naHuud HoBoro obowekta) m KC3 (Hampumep, mpu peructpanuu odpamieHus K
HEJOCTYITHOMY OOBEKTY);

2) EVENTID — unentudukarop tuma coobitus (Tadmuus! 8, 9, 10, 11 u 12);

3) OBJECTTYPE - wunentudukarop ooObekta bBJl (tabmuma 7, mopoauBiiee
MIPOTOKOJIUPYEMOE COOBITHE);

4) SOURCEADR - cereBoii ajgpec CTaHIMHM KJIMEHTA. DTO 3HAYCHHE HECET peabHYIO
nH(GOPMAIUIO TOIBKO IPU HE HYJIEBOM 3HAYEHUH THUIIA UCTOUYHUKA (IIPU CETEBOM paboTe);

5) USERNAME — umst cxemsl (10Ib30BaTeNsi). ITO HAMMEHOBAHHUE CXEMBI (ITOJIb30BaTENIA),
OT UMEHHM KOTOPOTO HWHHUIIMUPOBAHO COOBITHE (HAmpUMeEp, UM IOJIb30BaTelNsl, KOTOPBIN
oOpaTuics K HeoCTynmHOMY eMy 00bekTy bJ1);

6) OBJECTNAME — momnoe mms oObekta BJl. D10 mMs oObekra, mpu OOpalleHUd K
KOTOPOMY BO3HUKJIO PETUCTPUPYEMOE COOBITHE;

7) BODY — nononauTtenbHast nHGopManus o coObITuu (Tadmuna 4);

8) USERTEXT — nonp30BaTenbCKkoe COOOIMEHUE O TIPOTOKOIMPYEMOM COOBITHH.

Ta6muia 4. Ctpykrypa nosist BODY Tabmuier $$SAUDIT

IMose cTpyKTYpHBI Tun naHHbIX KommenTapuii
SQL

EventTime date ata u Bpems COOBITHS
Reserved byte[16] 3ape3epBUPOBAHO
SourceType smallint Tum coObITHS
SourcePid int Wnentudukarop npouecca-ceppepa
SourceRPid int Nnentuduxarop nporecca-KIneHTa
SourceSocket int CereBoil mopT (COKET) Mpoliecca-KINeHTa
EventStatus int Cocrosinue Bomnonuenus CYBJ[ JIMHTEP
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ITosie cTpYKTYpBI Tun nanHbIX KommenTapuii
SQL
SourceStatus int 3ape3epBUPOBAHO
SourceSystemStatus nt CocTosiHue onepanuoOHHON CUCTEMBI

Jis yno6ceTBa aHamm3a MH(GOPMAIMK O IPOTOKOIUPYEMBIX COOBITHSIX IPU BBIOJIHEHUH (haiina

security.sql co3naerca npeacrasienue AUDIT EVENTS (tabmuua 5).

Tabmuma 5. Crpykrypa npencrasieanss AUDIT EVENTS

Cronben Tun 1aHHBIX KommeHnTapuii
SQL

Event number bigint YHUKanbHBIA HUACHTU(PUKATOP COOBITUS
Event time date Jlara u Bpemst cOOBITHS
Severity char(10) [Tpu3Hak cepbe3HOCTH COOBITHS
Username char(66) Nmst monw3oBaTens
Event type char(19) Tun coObITHs
Eventid char(21) Wms coObiTus
Networkaddress  |char(24) CereBoll azipec KIMEHTa
Objectname char(134) Nwms oobekTa b1
Sourcepid int Wnentuduxarop npouecca-cepsepa
Sourcerealpid int Wnentudukarop npouecca-KIneHTa
Socket int CereBoii opT (COKET) nmpoliecca-KIueHTa
Status int Cocrosaue Bemonaenus CYB/ JIMHTEP
Osstatus int Cocrosnue BoinonHenus OC
Usertext char(240) [Tonk30BaTensCKoe COOOIICHNE

Tabnuma 6. UneHTudukaropsl HCTOUHHUKOB COOBITHIA

HNnentuduxarop HcTounuk codbITHs KommenTapuii
HCTOYHHKA

1 SYSTEM EVENT CucTeMHBIE€ COOBITHUS

2 RESOURCE EVENT CoOBITHS, CBI3aHHBIC C U3BMEHCHUEM
CTpYyKTypbl B/]

3 AUTHORIZATION EVENT CoObITHS, CBA3aHHBIE C ITOJCUCTEMON
aBTOPU3ALINU

4 TABLE EVENT CoObITHS, CBSI3aHHBIE C KOHKPETHBIMU
Ta0IMIIaMHU

5 CHANNEL EVENT KananbHbIEe COOBITHS

Tabauna 7. Koxbl 00bekTOB B/]

Kon Muemonuka KommenTapwuii
0 LOBJ NONE Heormnpenenenuslii 00beKT
1 LOBJ USER [Tonws3oBarens win cxema bJ[
2 LOBJ ROLE Ponp
3 LOBJ LEVEL YpoBeHs gocryna
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Kon MHeMoOHUKA KommenTapuii

4 LOBJ _GROUP I'pynnia nmonb3oBarenei b/

5 LOBJ STATION PaOouast cranmus

6 LOBJ NODE V3en JIoKaibHOM ceTn

7 LOBJ DEVICE YerpoiicTBo xpaHeHus ¢aitoB bJ{

8 LOBJ TABLE Tabmuma BJI

9 LOBJ VIEW IIpencranenue b/]

10 LOBJ SYNONYM CuHOHUM 00OBEKTa

11 LOBJ EVENT Coo6biTe b/

12 LOBJ PROCEDURE Xpanumas npouenypa b/l

13 LOBJ TRIGER Tpurrep b/1

14 LOBJ CURSOR Kypcop (BbiOOpKa 3ammceit)

15 LOBJ TABLE ID Wnentudukarop TabmuIpl, K KOTOPOH y MOIB30BATEIS
HET JJOCTyTIa

16 LOBJ_SEQ [TocnenoBarenbHOCTh

17 LOBJ CSET Konosas crpanuna

18 LOBJ TRANSL [IpaBuio TpaHCISIMK KOJOBBIX CTPAHMI]

19 LOBJ CSAL Anuac

20 LOBJ PROC ID Wnentudukarop XpaHuMOU IpOLEaypbl, IPH
00paboTKe KOTOPO BO3HHKIIA BHYTPEHHSS OLIMOKA
anpa CYB/] JIMHTEP

21 LOBJ TRIG STRUCT Wnentudukarop cpadorasiiero Tpurrepa (mpu aoooM
OKOHYaHUH)

22 LOBJ COLUMN Cros0err TabIuUIIBI

23 LOBJ PARAMETER [TapameTp napameTpHUueCKOro 3ampoca

24 LOBJ GLVAR I'moGanbHas mepeMeHHas MPOLIEAYPHOTO S3bIKa

Yn paBJsieHne MOHUTOPUHIOM

I[J'ISI yHpaBJICHHA MOHUTOPUHI'OM IMPEAHA3HAYCHBI CIICAYIOINEC KOMAaH/IbI:

1) HacTpoiika NpOTOKOJIMPOBAHHUS;

2) TIPOTOKOJIMPOBAHKE TTOJIb30BATEIIHCKOTO COOOIICHHS;

3) HayaTh KOMMEHTHUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA;

4) OTMEHUTH KOMMEHTHPOBAHHE ITPOTOKOIUPYEMBIX COOBITHIA.

B cocraB auctpuOytuBa BXomuT ckpunt audit info.sh pan1d MoHMTOpHMHTA U
OIOBEILEHUS aJIMUHHCTpPATOpa O COOBITUSAX Oe30macHOCTU. J[aHHBIA CKPHIT 3aIlyCKaeTcs
aJIMUHUCTPATOPOM M Jajiee NUKIMYECKH C 3aJaHHBIM HMHTEPBAJIOM Ha SKPaH BBLIACTCS
CBOIHAs MH(pOpMaIMs 1O XypHajaMm (ITapamMeTpbl HACTPAUBAIOTCS B OJIOKE MEPEMEHHBIX
CKpHIITA):

1) xoMnaxkTHasi TpyNIHUPOBKA 110 BCEMY JKypHaITy, KaKhe COOBITHS perHCTPUPOBATINCH B KAKOM
00II[EM KOJIMYECTBE;

2) To e c arperaiei coobITHIl 3a mocaeIHui Jac;

3) nocnenuue 10 cooOuieHuit xxypHana;

4) nocnenuue 10 cooOmieHu# KypHaaa BEICOKOH BaKHOCTH;

38
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5) BpeMs ocCIeIHEH 3aucH B )KypHaJe;
6) cooOIIeHnl BEICOKOM BaxkHOCTH U3 linter.out, 10 mociaenHux.

HacTtponka npoToKkonupoBaHus

Cneuudmnkauus

[1]

[7]

<HaCTpOMKA MPOTOKOJUPOBAHUS> : : =

AUDIT <koMaHja TpOTOKOIUPOBAHUS>

[<umst cOOBITUS™> [<OOBEKT MPOTOKOJIUPOBAHUS>]|

[<CyOBEKT NPOTOKOIUPOBAHUS> |

[<ypoBeHb IPOTOKOIMPOBAHUS™ |

[<ycnoBue NPOTOKOJIMPOBAHUS™ ]

<COCTOSIHHUE IIPOTOKOJIUPOBAHUA> : : =

{START | STOP | ENABLE | DISABLE | CLEAR} [SET RECORDS LIMIT
<I1eJIOYMCIICHHBIN JIUTEpaT>|

<HUMS$ COOBITHS> : : = <UACHTUPHUKATOP>
<00BEKT MPOTOKOIUPOBAHMS> : : = ON <uneHTHHUKATOP>
<cyOBeKT MpoToKoJIupoBaHus™ : : = FOR <ums nonb3oBaresns™>

<ypOBEHb MTPOTOKOJIUPOBAHUS> : : =
BY {SESSION | STATEMENT | ACCESS}
<ycnoBue npotokonupoBanus>: : = WHEN [NOT] SUCCESS | ALWAYS

CuHTakcu4yeckue npaBuna

1) JomycTumble <mMeHa COOLITMI> MPUBEACHBI B Tabnumax 8, 9, 10, 11 u 12.
2) JlomycTUMBIE THUITBI <OBBEKTOB MNPOTOKOJMPOBAHMUSI>:

¢ USER <umdg noab3oBaTeid™;

* USER <umi cxeMbr>;

* ROLE <um4 poiu=>;

* LEVEL {<uM# ypOBHs AOCTyna> | <uJleHTU(UKATOP yPOBHS JOCTyIa>};

* GROUP <umi rpynmsr>;

e STATION <HzLeHTI/I(pHKaTop CTaHIIUU>;

* NODE <uMs y3J1a JOKaJIbHOU CETH>;

* DEVICE <uMs yCTpOMCTBa™>;

e TABLE [<uMs cxeMbl>|.<uMs TaOIUIIBE>;

* VIEW [<uMS CXeMbI>|.<UMSs MIPEICTABICHUS>;

e SYNONYM <uMms CHHOHUMAa™;

* EVENT <uMs COOBITHSI>;

* PROCEDURE <uMs XpaHUMOW NpOLETypbI>;

* TRIGGER <uMf TpUITEpa>;

* CURSOR <uM1 Kypcopa>;

* LOCK <cHUCTeMHBII uaeHTU(PHUKaTOp OIOKUPYyEeMOi TabIHIIbI>;

* SEQUENCE <uMm4d mojb30Bareis> <UMs MIOCJIECA0BATEIbHOCTHU>;

e CHARACTER SET <uMs KOOUPOBKHU>;
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* TRANSLATION <ums IpaBujla TpAHCIAINN>,

e ALTAS <uMd ajigaca>.

Ecniu  xoHkpeTHbld <OOBEKT NPOTOKOJIMPOBAHMSA> HE yKa3aH, Oyaer
MIPOTOKOJIMPOBATHCS TOCTYII KO BceM oObekTam b/I.

<OOBEKT IIPOTOKONIMPOBAHMA> NOJDKECH CYyIICCTBOBATH HA MOMCHT CO3/1aHMsA COOBITHS
IMPOTOKOJIUPOBAHMA.

OO6Gwwue npaBsuna

1)

2)

B noacucreme aynura CYB/ JIMHTEP npemycMoTpeHo YeThIpe TUIa YCTaHOBOK:

* 2100a1bHble — YCTAaHOBKH, IEHCTBYIOLIUE /ISl BCEX MoJb30BaTeneil 1 00bekToB b/I;

* 0Ovekmmuble — yCTAHOBKH I KOHKPETHBIX 00BEKTOB b/I;

* nepcoHanbHble — YCTAHOBKH JIJI1 KOHKPETHBIX Mojib3oBareneil b/1;

* JIOKANbHble — YCTAHOBKM MEXKJIY KOHKPETHBIMU IIOJIB30BATEIIAMU U KOHKPETHBIMU

oobexTamu BJI.

Cuavaia IIPOBECPAOTCA n100aIbHEIE YCTAaHOBKHU, 3aT€M YCTAHOBKHU JII KOHKPCTHBIX
00BEKTOB BJ_—[, 34aTEM YCTAHOBKHU JIsI KOHKPCTHBIX nonn3oBareneii. Iloce IMPOBEPAOTCA
JIOKAJIbHBIC YCTAHOBKH.

Ecmu 3amana mio0anmpHasi yCTaHOBKA, TO MPOBEPSETCS HAIWYHE SIBHBIX 3allPETOB
MIPOTOKOJIMPOBAHMS 1T KOHKPETHOTO 00bekTa BJl, st KOHKPETHOTO MOJIb30BaTENs, s
KoMOMHaIMK 00BEKTa U TI0JIb30BaTeNsl. B mpoTuBHOM citydae (eciu rmofaibHast yCTaHOBKA
HE 3a/1aHa) POBEPSETCS HaJTMYUE YCTAHOBOK I KOHKPETHBIX 00BeKTOB B/I.

Ecnu ycranoBka Ju1st koHKpeTHOro o0bekTa b/, To mpoBepsieTcs Hanuyue SBHBIX 3allpETOB
IIPOTOKOJIMPOBAHUS AJIsl KOHKpeTHOro o0bekTa bJl, 1isi KOHKPETHOTO MOoJIb30BaTeNs, A
KOMOWHAIMK OOBEKTa W TOJb30Bareis. B mpoTWBHOM ciydae (eciid yCTaHOBKA st
KOHKpeTHOTo 00bekTa b/l He 3a1aHa) MpoBepseTCcsl HaJTMIUe YCTAaHOBOK JIJIST KOHKPETHBIX
MOJIb30BATEIICH.

JlokanbHbIe YyCTAaHOBKH MPOBEPSIOTCS B JIOOOM Cilydae (HE3aBUCHUMO OT TOTO 3a/IaHBbI JI
100aIbHBIE YCTAHOBKU MJIM YCTAHOBKH JJIS1 KOHKPETHBIX 00BbeKTOB/monb30Bareneit bJI).
[Ipumepsr:

« AUDIT ENABLE SELECT; (rmo6ajibHast yCTaHOBKA);

* AUDIT ENABLE SELECT ON AUTO; (o0beKTHast yCTaHOBKA);

« AUDIT ENABLE SELECT FOR SYS; (nepcoHanbHasi yCTaHOBKa);

« AUDIT ENABLE SELECT ON AUTO FOR SYS; (mokanpHasi ycCTaHOBKA).

Onuus <cocTogHME MNPOTOKOJIUPOBAHUSI>

START

KOMaH,Z[a AKTUBU3UPYCT NOACUCTEMY IIPOTOKOJIIMPOBAHUS.
STOP

KoMaHza OTK/II04aEeT MOACUCTEMY TPOTOKOJIMPOBAHUS.
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ENABLE

Komanna pa3pemiacT NpoTOKOJIUMPOBAHUE YKAa3aHHOI'O COOBITUSA U NOJKHA BBIHOIHATHCS
npu AKTUBHOU MOJCUCTEME IIPOTOKOJIMPOBAHMS (nocne BBIIIOJIHEHUS KOMaHJbl AUDIT
START)

PC3YHLT3.TBI BBITIOJTHCHHUA KOMAaH/bI:
a) ecinu <mMms COOBITMSA> HE 3aJ1aHO, IMPOTOKOJIHUPYIOTCA BCC CO6LITI/ISI;

0) ecim  <umMsa cobmiTUa>, <uUMd nojp3oBaTessa> U <ODBEKT
NPOTOKOJIMPOBAHMSA> HE 33/IaHbl, TO U3MEHSIOTCS IT00aIbHbIe YCTAHOBKH;

B) €CJIM 3aJ]aH0 <M I[10JIb30BATEJISI> WIM <OOBEKT MPOTOKOJIMPOBAHMA>,
TO U3MCHAIOTCS IEPCOHAIBHBIC YCTAHOBKU,

r) eciu <umsa COOBITUA> 3aJaHO 6e3 YKazaHuA <ycJoBuAa
[IPOTOKOJINPOBaHMSA>, TO YCTAHABIIMBACTCA:

* 3aJ]aHHOE <COCTOSHME NPOTOKONMPOoBaHrsa> (ENABLE);
* TPOTOKOJIMPOBAHHE TOJIBKO HEYNAYHbIX COOBITHI (when not success).

J) €clli <COCTOSHME [IPOTOKOJMPOBAHMSI> HE YKa3bIBAETCs, 110 YMOJYAHUIO
npuauMaerca BY STATEMENT;,

€) ecliM 3aJaHO0 TOJNBKO <COCTOSHME nporokoampoBaHmsa> ENABLE,
BKJIIOYAETCSI POTOKOJIMPOBAHUE CPa3y BCEX HEYCIEITHBIX CUCTEMHBIX COOBITHH.

ITpumep.

audit enable linter error;

DISABLE
Komanna 3anperaeT npoToKoJIMpOBaHUE YKA3aHHOTO COOBITHS.

Eciu <umsa coBweiTusa> HE 3a1aHO, 3alpCIiacTCA MPOTOKOJIUPOBAHHUEC BCCX COOBITHIA.
KOMaH,Z[a AOJDKHAa BBITIOJIHATHCA IIPU AKTUBHOH IIOJACHCTEME IMPOTOKOJIUPOBAHUSA (HOCJ'IC

BBIIIOJIHEHUA KOMaHAael AUDIT S TART). Ecmu Ipu D3TOM HE 3aJaHbl <UMSA
MoJIb30BaTENIA> U <OOBEKT MNPOTOKOJIMPOBAHMSA>, TO U3MEHSIOTCS II00AIbHEIC
YCTaHOBKH.

Ecnu 3amano <mumMsa moJib30BaTEIISA>, TO U3MEHSIOTCS IIePCOHAIbHBIC YCTaHOBKHU. Ecnn
3alaH <OOBEKT MIPOTOKOJIMPOBAHNS>, HU3MEHIIOTCS YCTAHOBKH JII KOHKPETHOTO
oO0bekTa. Ecnu 3a1anbl <yiMs moJib30BaTENS> H <OOBEKT MPOTOKOJUPOBAHMUS>,
MU3MEHSIOTCA JIOKAJIbHbIE YCTAHOBKH.

B cnyuae mogaun komauzsl audit disable <mmMs coOOBITVS> BBIMOIHAIOTCS CIEAYIOIINE
JIEeUCTBU:

* CCIIM paHCC <COCTOAHME TIIPOTOKOJIMPOBAHMA> HE OBLIO YCTaHOBJICHO, TO
3aIllpOC UTHOPUPYCTCA,

* €M <COCTOSHME NPOTOKOJMPOBAHMS> paHee ObUIO YCTaHOBICHO U
B 3alpocCce HE 3amaHO0 <yCJIOBUE IPOTOKOJIMPOBAHMA>, TO OTMCHIIOTCI
paHeC YCTAHOBJICHHOC <COCTOSHME IPOTOKOJIMPOBaAHUA> U <YyCJIOBUE
[IPOTOKOJIMPOBAHUA>,
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* ecmu <COCTOsSHME [IPOTOKOJMPOBAHMSI> paHee ObUIO YCTaHOBJIEHO U B
3aIIpoce 3aaH0 <yCJIOBME IIPOTOKOJIUPOBAHMSA>, TO PAHCC YCTAHOBICHHOC
<COCTOfHME TNPOTOKOJIMPOBaHMA> HE U3MEHIETCSA, & OTMEHSAETCS TOJIBKO
paHee YCTaHOBIEHHOE <y CJIOBME MNPOTOKOJIMPOBaHMs> (€Ciu ObLIO 33a/1aHO).

Eciu 3agaHo <cocToshue NPpOoTOKOMMPOBaHMUSA> disable, OTMEHSCTCA
MIPOTOKOJIMPOBAHUE CPA3y BCEX CUCTEMHBIX COOBITHIA.

ITpumep.

audit disable linter error;

B Hpumeuanue
B rtekymield Bepcuum 3ampeT MPOTOKOIMPOBAHUS HEYAAYHO 3aBEPIICHHBIX COOBITHH He
noxaepxkuBaercsa. Hanpumep, mo komange audit disable create table when
not success MOMNBITKA CO3JaHMs TaOIUIbI IPOTOKOIUPYETCS BCErna (KaK MPH yCIELITHOM
3aBEpUICHUH, TAK U IIPU HEYCIICITHOM).

CLEAR

Komanna mnpegHazHaueHa nisi OTMEHBI SIBHOTO 3ampeTa MPOTOKOJIMPOBAHUS IS
KOHKPETHOTO TOJIb30BATEs, ISl KOHKPETHOTO 00BEKTA, NIl KOMOWHAIIMY TTOJIH30BATENS U
00BEKTa, BEIIIOIHEHHEBIE KoMaHAaMu AUDIT ENABLE um AUDIT DISABLE:

* AUDIT CLEAR ... WHEN SUCCESS — OYHILAET TOJIBKO «yCIIEIIHbIE» COOBITHS;

e AUDIT CLEAR ... WHEN NOT SUCCESS — O4HIIAET TOJIBKO «HEYCIEIIHBIC
COOBITHS,;

* AUDIT CLEAR ... — OYMIIAET BCE COOBITHSI.

Komanna AUDIT CLEAR pist HEkoTOpOro coOOBITHSI M HEKOTOPOTO MOJIb30BaTels,
o0ObekTa TMO0 KOMOMHALIMU TOTO M JPYroro OYMIIAET BCE COOTBETCTBYIOIIME YCTAaHOBKH
NPOTOKOJIMPOBaHMs (M paspeuieHue, W SABHBIA 3amper). s oOmel ycTaHOBKH
MIPOTOKOJIMPOBAHMSI HEKOTOPOTO COOBITHS OUUINAETCS TOIBKO pa3pelieHne, Tak Kak sIBHBIN
3aIllpeT TaM HE CTaBUTCH.

3nech BTopast KOMaH/1a He POCTO OTMEHSIET ISHCTBHE MIEPBOIA, a €Ille U YCHUIIMBAET 3aIPeT.
Ecnu yOpats koncTpykiuio FOR mone3oBarens u3 00eMx KoMaH 1, TO BTopast OyeT IpoCTo
OTMEHSATH JICUCTBUE MEPBOIA:

AUDIT ENABLE cobeiTme FOR noJgb30BaTesib;
AUDIT DISABLE cobeiTme FOR noab30BaTesib;
3nech BTOpasi KOMaH/1a IPOCTO OTMEHSIET IEUCTBUE MEPBOMA:
AUDIT ENABLE cobeiTme FOR noJab30BaTesib;
AUDIT CLEAR cobeiTme FOR nojab30BaTesib;
3nech BTOpasi KOMaH/1a TOXe MPOCTO OTMEHSET JEHCTBUE MEPBOM:

AUDIT DISABLE cobriTue FOR noJsb30BaTE]Ib;
AUDIT CLEAR cofmTme FOR mnojJb30BaTe]ib;

3) Onmus <yMa CoOBBITUS>
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Nms  coObITHs, Uisi KOTOPOTO YCTaHaBIMBAaeTCs MpOTOKonupoBaHue. CIHCOK
MOJACPKUBAEMbBIX COOBITHIA TpuBeaeH B Tabmuuax §, 9, 10, 11 u 12. Ecnu uMs coObITUs
SIBHO HE 33/1aHO, YCTAHABJIMBAETCS MTPOTOKOIUPOBAHUE JIJISl BCEX BO3ZMOXKHBIX COOBITUH.

[Ipumepsl.

audit enable create table;
audit disable create view;

4) Onuust <OBBEKT NIPOTOKOJIUPOBAHMSI>

st cobbiTHii rpymmel "RESOURCE EVENTS" (kpome EXECUTE TRIGGERUEXECUTE
PROCEDURE) B city4dae, eciH JAJisl HUX yKka3aH Moaudukatop "ON <OBJECT>" BbiaaéTcs
KoJ 3aBepiieHus 2499 (Bo3MOXHOCTE eume He peajiM30BaHa).

Hepeanmn3zoBanHbie KOMaHIbl YCTAHOBKH ayauTa Ui coObITHi: "CREATE DEVICE",
"ALTER DEVICE","DROP DEVICE","CREATE STATION","ALTER STATION",
"DROP STATION", "TRUNCATE TABLE". IIpu HONBITKE BBITOJHEHUS KOMAaHIbI
AUDIT pui4 BellIeyKa3aHHBIX COOBITHI Oy/1eT BbIIAH KoJ 3aBepieHus 99 (Onepauns He
peanus3oBaHa).

5) Omnmust <¥Ms [IOJIB30BaTEJIa>

Wms monp30BaTernsi, YbH JSHCTBUS JOIKHBI IPOTOKOIUPOBATHCS. Eciu yka3zaH KOHKpETHBIN
MOJIb30BaTeNb, TO COOBITHE BO3HHUKAET MPU YCIOBHH, YTO TEKYIIMH MOJIb30BaTelb
COBMAJIaeT ¢ <MMeHeM MnoJib30BaTess>. Ecnu <uMsa nosbszoBaTesis> He 3aJaHo,
MIPOTOKONIUPOBATHCS OymyT NEHCTBUS BceX moib3oBareneit b/

6) Onmus <ypoBeHb MNPOTOKOJMPOBAHUS>
BY SESSION

CobbiTHe mpoTokonupyetcst onuH pa3 ans onHoro noakiatoueHuss (CONNECTION). [Tpu
3TOM ypoBeHb nporokoiaupoBanust BY SESSION cpabarbiBaeT TONIBKO 1Sl yCTAaHOBKH TSI
KOHKPETHOTO TOJIb30BaTEIs.

Ecmu ypoenr BY SESSION 3aman mis 1m1o0anbHON YCTaHOBKH, YCTAaHOBKH JIIS
KOHKpeTHOro oobvekta b/ nin nmokaibHON yCTaHOBKH, OH UTHOPUPYETCS.

IIpumepsl.

AUDIT ENABLE BY SESSION; (urHopmupyeTcCcsd)
AUDIT ENABLE FOR SYS BY SESSION; (cpabaTeBaeT)

BY STATEMENT

CoOpITHE TIPOTOKONMHMPYETCS OAWH pa3 miusi Kaxaod SQL-omepanuu (pexuMm 1o
YMOJIYaHHIO).

BY ACCESS

CoObITHE TPOTOKOIUPYETCS ISl KAXKI0TO OOpaIeHHsI K TaHHBIM.
7) Onius <ycJjioBMe NPOTOKOJMPOBAHUS>,
WHEN NOT SUCCESS

CoObITHE IPOTOKOIIMPYETCS TOIBKO MPU HEYITAUHOM 3aBEPIICHUHU (PEKUM 110 YMOITIAHHUIO).
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WHEN SUCCESS

CoObITHE TPOTOKOIUPYETCS TOIBKO B CIIydae yCIEIIHOTO 3aBEPIICHHUS.
ALWAYS

CoObITHE TPOTOKOIUPYETCS B CIIydae YCIEIIHOTO U HEYCIEIIHOTO 3aBEPILICHUSI.

8) Onuus <mapaMeTps ITPOTOKOJIMPOBAHMI>

SET

YcTaHaBIMBAET YKa3aHHBIA <I1apaMeTp INPOTOKOJIMPOBAHMI>:

« RECORDS — MakCHUMaJbHOE KOJMYECTBO 3amuceid B Tabmuie ayaurta. Ilpu
MCUEpIIaHNH CBOOOIHBIX 3alMCell HOBBIC 3alMCH Pa3MELAloTCs Ha MECTE CaMbIX
CTapbIX 3aIlUCEH;

* DAYS — yKa3bIBaeT KOJIMYECTBO MPEIUIECTBYIONIUX TEKYIIEH 1aTe JHEH, B TEUECHUE
KOTOPBIX HEOOXOAMMO XPAaHUThH 3alIUCU NMPOTOKOJIUPOBAHUS. 3ape3epBUPOBAHO IS
JAJIbHEUIIETO UCIIOJIb30BAHN.

CANCEL
OTMeHseT paHee YCTAaHOBJIEHHBIE <[TapaMeTPH IPOTOKOJIMPOBAHMS>.

Koncrpyknust AUDIT CANCEL RECORDS LIMIT 3ampeuieHa.

9) CobbITHsI NPOTOKONUPYIOTCS B Tabmuuel Buaa $SSAUDIT N. rae N - meiaoe 4ucio.

CuHoHuM $$SAUDIT yKka3bIBaeT HA HAIMOJHAEMYIO B JJaHHBIH MOMEHT TaOnuIly Buaa $
$SAUDIT N. Jlns kaxaod Tabmuisl ycranoBiaeH JuMuT 1000000. [Ipu npeBbiieHnn
JUMUTA, 3aE[aHH0r0 koMaggou AUDIT SET RECORDS LIMIT < HOBOE BHadeHUE
>, TIPOUCXOJIUT CO3/IaHME HOBOMW TaOIMIEl, a "crapas' TaONMHMIBI CUMTACTCS apXUBHOU
kormedd. Ecimu AUDIT SET RECORDS LIMIT AenaeT JIMMUT 3alUCei TaOIHIBI ayIuTa
MEHBIIIUM, YeM YK€ €CTh 3alicell B 9TON TaOIuIle, TO TAOIHIIa C HOBBIM JJMMUTOM JIOJDKHA
CO3/1aThCsl B CJEAYIOLIEM KBAaHTE PaOOTHI.

10) Inss  oumctku 0Oa3bl JAaHHBIX OT HAKOIUIGHHBIX AapXWBHBIX KONWW JKypHaa

npeaycMoTpeHa npouenypa clear old audit, TEKCT KOTOpOW HaxomuTcs B Qaiiie
audit full info.sqgl karamora cucTeMHBIX cioBapei. IIponenypa BeI3bIBacTCA C
OJTHUM apTryMEHTOM - YHCJIOM IOCJEeIHUX TaOnuil aynuTta, KOTopoe OyleT OCTaBJICHO B
0aze. [Ipu 3amycke nporenypsl 63 apryMeHToB Oyzaet octasieHo 10 Tabmui. Ecnu 3agan
aprymeHT MeHsblie 10, To oH 3amensiercs Ha 1 0. [Iponenypa Bo3Bpamiaetr TRUE, eciiu Bce
3aMpoChkl 3aBEPIIMIIUCH 0€3 OIMmMO0K, nHade FALSE.

11) Hpouenypa SET AUDIT LAST ycTaHaBJIMBacT B KAuCCTBE HMCTOYHMKA NAHHBIX IJIA

npejcrasieHuss AUDT T_E_VENTS TEKYIIyl0 TaOJHIly, MPUBSI3aHHYI0 K CHHOHUMY $$
$SAUDIT. Bei3biBaercs 0e3 apryMmeHToB. Bo3Bpaiaer TRUE NpH YCHEIIHOM BbITOJIHEHUH
BCEX 3alpocoB, FALSE B cily4ae OUIMOOK.

12) ITpouenypa SET AUDIT ALL ycCTaHaBIMBAeT B Kaue€CTBE MCTOUYHUKA JAHHBIX JUIS

npenacrapieHuss AUDIT EVENTS obGbenuHenre mo UNION ALL Bcex TaOIuIl ayauTa,
KOTOpHIE €CTh B 0a3e (MJIM HECKOJIBLKUX MOCIIEAHMX, €CIIU 3a/1aH apTyMEHT - KOJIMYECTBO
Tabnui). Bei3piBaeTcst 6€3 apryMEHTOB UITH C OTHUM YHCIIOBBIM apryMeHTOM. Bo3Bpaiaet
TRUE @IpH yCIEIIHOM BBINOJIHEHUH BCEX 3anpocoB, FALSE B ciydae ommnoOok. Ecin
IIPOM30IILIA 3aMEHA TaOJIUIBl ayAUTa, TO 3Ty IPOLEAYPY CIEAYET BbI3BaTh 3aHOBO MEPE]
oOpaleHueM K npejcrasiennio AUDIT EVENTS.

13) dns nomydenust ”HGOPMALMH U3 KypHaJa PETUCTPALIUN COOBITHI BMECTO MPECTABICHUS

AUDIT _EVENTS cnenyer Bbi3biBath (pyHkuuio get audit events(). lannasa ¢yHkius
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apisiercs ooepTroit i npencrasienuss AUDIT EVENTS u aBromarndecku BBINOIHSAET
ero nepecrpoenue npu poraruu tadmui $$$AUDIT.

[Tpumep.

select event number, eventid, status from get audit events();

npOTOKOﬂMpOBaHMe nonb30BaTeJsiIbCKOro COOﬁLI.I,GHVISI
Cneuudmnkaumsa
AUDIT MESSAGE <TexcT coobmeHms>;

Komana co3gaer B Ta0Onuiie ayayTa HOBYIO 3aIlUCh C TUIIOM «I10JIb30BaTEIbCKOE COOOIIIEHNE)
U <TekCcToM coobueHMra> B 1ojie USERTEXT.

[Ipu BBI3OBE CKpHUNTa 3aBEpUICHUS PAOOTHI stop linter.sh B mepBOM mapameTpe
MOXHO 33/1aTh COOOIIEHUE, KOTOPOE IIPU BKIIIOYEHHOM CHCTEME MIPOTOKOIMPOBAHUS 100aBUT
yKa3aHHOE COOOILEHUE B KypHAI:

sh stop linter.sh "scheduled maintenance"
B xypnan Oynet nobaBieHa 3anuch:
shutdown - scheduled maintenance - by SYSTEM
Havatb KOMMEHTNPOBaHNEe NPOTOKOJIINPYEMbIX CcoObITUN
Cneuudmnkaums
AUDIT SET MESSAGE <xommeHTapmii>;

Jlns Bcex COOBITHIA, IIPOTOKOJIMPYEMEBIX [0 COEAUHEHUIO, B KOTOPOM ITOJIaHa 3Ta KOMaH/Ia, B
nojie USERTEXT TaOIUIIBI ayauTa Ha4YMHaeT 00aBIATHECA TEKCT <KOMMEHTapmsa>.

Komanna noctynna Bcem nonb3oBaressam b1
Mpumep

audit set message 'llpunoxexnme "Cxjan"';

OTMEeHNTb KOMMEHTUPOBaHNE NMPOTOKONMUPYEMbIX COObLITUMN
Cneuundumkaums
AUDIT CANCEL MESSAGE;
Jiis Bcex COOBITHIH, NTPOTOKOJIMPYEMBIX II0 COEAMHEHHIO, B KOTOPOM TIOflaHa 3Ta
KOMaH/a, oTMeHsieTcsi nobapneHue B nojie USERTEXT TaOnuibl aynuTa paHee 3aJlaHHOTO

<KOMMEHTAapUI>.

Komanna noctynna Bcem nosb3oBarensm bJI.

lNMpoTtokonupyemsbie coobITUA

CucremMHble coObITUA

CucteMHbIe COOBITHS MPEICTABICHBI B TAOIUIIE 8.
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Taomuna 8. CucreMHbIE COOBITHS

ID Nms coObITHS IlosicHeHue
coObITHS

3 STARTUP Crapr sapa CYB/]
4 SHUTDOWN Ocranos siipa CYB/]
5 WARM RESTART Temnerit pecrapt siapa CYBJ]
6 LINTER ERROR Perucrtpanus quarnoctuku CYB/[ JIMHTEP
7 AUDIT START AKTHUBAIUS CUCTEMBI ayJIuTa
8 AUDIT STOP JleakTrBanus CUCTEMBI ayIuTa

78  |SET DATABASE NAMES

VYeranoBka kogupoBku b/ 1i1st cucTeMHBIX
TabIuUIL

79  |SET RECORD SIZE LIMIT

OI‘paHI/I‘-ICHI/IC pa3Mepa 3anmcu

80 |SET NAMES

YcraHoBka KOAUPOBKU COCAUHCHUS I10
YMOJIYaHHIO

85 SET DATABASE CHARSET

VYceranoBka kogupoBku b/ most
MOJIb30BATEIbCKUX TAOJHI] IO YMOTYAHHUIO

CobbITusA, cBsi3aHHbIe ¢ B[]

CoOsbiTHs, csi3anHbIe ¢ B/], mpeacraBneHsr B Tadbmuie 9.

Tabmuma 9. CoObiTus, cBs3aHHbIC C BJ]

ID coObITHSI HNwms coObITHS IMosicnenue
9 CREATE TABLE Cosnanue TaOInIb
10 CREATE VIEW Co3znanue npeacTaBIeHHs
52 CREATE SYNONYM Coznanue cuiHOHMMA
11 CREATE PROCEDURE Coznanue npouenypsl
16 DROP TABLE Vnanenue TaOInLbL
17 DROP VIEW VYnaneHune npencTaBIeHUs
18 DROP SYNONYM VYnanenue CHHOHMMA
19 DROP PROCEDURE VYnaneHue npouenypsl
20 DROP TRIGGER Vnanenue Tpurrepa
59 CREATE STATION Co3znanue cTaHIuA
60 ALTER STATION N3menenue crannuu
61 DROP STATION VYnaneHue cTaHIIMU
62 CREATE DEVICE Co3nanue ycTpoiicTBa
63 ALTER DEVICE W3menenue ycrpoicraa
64 DROP DEVICE VYnanenue ycTponcraa
65 ALTER | REBUILD PROCEDURE  |M3meHeHue nporenypsl
66 CREATE TRIGGER Co3pnanue Tpurrepa
68 GRANT TABLE Hasuauenue npas gocryna K Tabnuue/
XpaHUMOI1 npouenype
70 EXECUTE PROCEDURE Beinonuenue npouenypsl
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ID coObITHS Hmsa codobITuA Ilosicnenne
71 EXECUTE TRIGGER Beinonuenue rpurrepa
72 CREATE SEQUENCE Co3manue Noclea0oBaTeIbHOCTH
73 DROP SEQUENCE VYnaneHue nociaeqoBaTeILHOCTU
74 CREATE CHARACTER SET Co3znanue KOTUPOBKU
75 DROP CHARACTER SET VYnaneHue KOIUPOBKH
76 CREATE TRANSLATION Co3pnanue npaBuia TPAHCISAUNA
77 DROP TRANSLATION Vnanenue npaBuia TpaHCISAIUNA
81 CREATE ALIAS Co3nanue anuaca
82 DROP ALIAS Vnanenue anuaca
86 TRUNCATE TABLE Yceuenue Ta0IULbI
87 ALTER SEQUENCE Monudukarus mocien0BaTeIbHOCTH

Cob6bITUA, CBA3aHHbIe C NOACUCTEMOM AOCTyna

CoObITHS, CBSI3aHHBIE C MIOACUCTEMOM TOCTyMa, MpeAcTaBiIeHbI B Ta0muie 10.

Tabmuma 10. CoObITHSA, CBI3aHHBIC C MTOJACUCTEMON JOCTYIIA

ID co0biTHS HNms coObITHS IHosicHenne
21 CREATE USER Co3nague noJjab30BaTes
22 DROP USER VYnaneHue nojab30BaTes
23 ALTER USER N3menenne npuBUIETHNA M10JIb30BATEIIS
24 ALTER PASSWORD N3menenune naposs nojab30Baress
25 CREATE ROLE Co3spnanue ponu
26 DROP ROLE VYnanenue ponu
31 GRANT ROLE Hasnauenue ponu
32 REVOKE ROLE OtmeHa Ha3HaYEeHHOH posn
27 CREATE GROUP Co3nanue rpymnmsl
28 ALTER GROUP N3menenue rpynmnsl
29 CREATE LEVEL Coznanue ypoBHs
30 ALTER LEVEL N3menenue ypoBHs
33 GRANT ACCESS Pa3pemenne nocrymna K rpyiire
34 REVOKE ACCESS OtmeHa ocTyna K rpyrnre

CoObITusA, cBAA3aHHbIe C Tabnuuamm

CoObITHSI, CBSI3aHHBIE C KOHKPETHBIMU Ta0JIWIIaMH, TIPEICTABICHBI B Ta0mie 11.

Tabmauma 11. CoObITHS, CBA3aHHbBIE C TAOIHUIIAMHA

ID coObITHS

HNms coObITHA

Ilosicuenue

13

INSERT

JloGaBneHre CTPOKHU B TAOJIUITY

14

UPDATE

W3meHeHne CTpoKH TabIUIIbI
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ID coObiTHS HNmsi coObITHS Ilosicnenne

12 SELECT Bri6opka cTpok U3 TabIuIbI

15 DELETE VYnaneHue CTpOK TaOIUIIbI

35 INSERT IN PROCEDURE I[06aBneIEI/Ie CTPOKH B VTa6Jmuy
XPaHUMOM MPOIIEAY PO

37 UPDATE IN PROCEDURE N3meHeHne cTpoku TaOIuITbI
XPaHUMOM IPOLETYPOU

38 SELECT IN PROCEDURE Bri6opka CTPOK TaOIUIIBI XPAHUMOU
npoLexypon

36 DELETE IN PROCEDURE VYnanenue CTPOK TaOJIHIIBl XPAaHUMOU
npoueaypoi

40 UPDATE IN REFERENCES H3menenune cTpoku B TaOIUIIE IPU
KaCKaJJTHOM HU3MEHCHUHU

39 DELETE IN REFERENCES VYnanenue cTpok U3 TaOIUIBI IPU
KaCKa/IHOM yJIaJICHUH

42 DROP INDEX Vhanenue nHaeKca TaOIUIbI

41 CREATE INDEX Co3nanne uHaeKca TaOIHIbL

44 REBUILD TABLE Boccranosnenue Ta0mInIbl

43 PRESS TABLE Coxarue TaOnuIbI

45 ALTER FILE N3menenue ¢aiina Tabmuisl

48 LOCK TABLE broxupoBka TaGIHIIBI

49 UNLOCK TABLE CusiTre 6JJOKUPOBKH C TAOIUIIBI

46 GRANT TABLE [lepenaua npuBuiIeruii Ha TabIUILy

47 REVOKE TABLE OTMeHa NpuBWIIETHIA Ha TaOIUILy

56 ADD COLUMN JloGaBnenue crondua

57 ALTER TABLE N3menenune CTpyKTyphl TaOIHIIBI

88 MERGE BcraBka/n3MeHeHne JaHHBIX TAOIUIIBI

COGbITVIFI, CBA3aHHbIE€ C nonb3oBaTeJsIAMU

CoObITHSI, CBSI3aHHBIE C MOJIL30BATEISIMU, TIPECTABICHBI B TabIMIE 12.

Ta6nuna 12. CoObITHSA, CBA3aHHEIE C MOJIb30BATEIIMHU

ID coObiTHS Hma codobITUA IlosicHeHue

50 COMMIT ®dukcalnys TpaH3aKIuu
51 ROLLBACK OTKaT TpaH3aKUHU

1 CONNECT [Tonxnrouenne nonb3oBaresns K bJ[

2 DISCONNECT OtcoeauHeHHE 0Ib30BaTes oT bJ]

54 OPEN CURSOR OTKpBITHE TOIYMHEHHOTO KaHasla

55 CLOSE CURSOR 3akpbITHE MOAYMHEHHOTO Kypcopa

53 USER MESSAGE Co31aHKe MOJIH30BATEILCKOIO COOOIICHUS
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B Hpumeuanne 1

CJIGZIYIOIIII/IC COOBITHS IMPOTOKOJHPYIOTCA U B CIIy4dac YCIICIIHOIO W B CJIyda€ HCYCIICITHOI'O

BBITIOJTHEHMSI (€CIIM pa3pelIeHo MPOTOKOIMPOBAHUE STUX COOBITHM):

e AUDIT START;

e AUDIT STOP;

* AUDIT MESSAGE <TekCT COOOWEeHMA>;

e SET DATABASE NAMES <mMa KOOUPOBKU>;

e ALTER DATABASE SET RECORD SIZE LIMIT <pmmHa>;

e SET DATABASE DEFAULT CHARACTER SET <uMa KOIOUPOBKU>;

OTO 03HAYAET, YTO €CIIU, HAITPUMED, BBICTABIICH PEXKHM:
AUDIT ENABLE SET DATABASE NAMES WHEN SUCCESS;

MIPOTOKOIMPOBAThHCS OyAyT U yCHEIIHbIe, U HeycHelHble coobiTust SET DATABASE NAMES.

B Ipumeuanne 2

YtoO0bI IMPOTOKOJIHUPOBATH BXO/ IMOJIB30BATCIIA B CUCTCEMY H606XOI[I/IMO HCIIOJIb30BAaTh OAHY H3

KOMaHI:

* AUDIT ENABLE CONNECT [WHEN SUCCESS | WHEN NOT SUCCESS];

e AUDIT ENABLE ACCESS DENIED [WHEN SUCCESS | WHEN NOT SUCCESS];

JlaHHbIE KOMaH/bI HE 3aBUCST IPYT OT Jpyra.
[Tpumep.

AUDIT ENABLE CONNECT;

AUDIT DISABLE ACCESS DENIED;

B pesynbrare paboThl JaHHOK MOCIEA0BATEIbHOCTH KOMaH 1 Oy[eT BHICTABIICH PEKUM:

AUDIT ENABLE CONNECT;

Co6ritne «ACCESS DENIED» o3HauaeT HeyCHenHoe MoAKIoYeHHe mosib3oBarens Kk b/, T.e.

MOJIKJIFOYEHHUE C KOIOM OIIHUOKH.

B Hpumeuanue 3

1. AUDIT ENABLE;
BiurodaeT nporokoiuposanrne BCEX HEYCIIEIIHBIX coObrTuii.
AUDIT DISABLE;
3anpeniaeT npotokonupoBanne BCEX coOpITHi.
Komannpr:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <mmMa coOelTma> WHEN SUCCESS;
BKJIIOYAIOT MPOTOKOJIMPOBAHUE U YCIICUTHBIX, U HEYCIEIIHBIX COOBITHIA.
[Tpumep.
username SYSTEM/MANAGERS
AUDIT START;
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE CREATE TABLE WHEN SUCCESS;

! perucTpupyeTcsd
CREATE TABLE T1( I INT);
! peructpupyetrca - ommbra 1503
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CREATE TABLE T1( I INT);
AUDIT STOP;

2. JIns BKJIIOUEHUS MPOTOKOJIHPOBAHHS HEYCHEIIHBIX COOBITUH HEOOXOAMMO BBIMOJIHUTH
KOMaH/IbI:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <uMsa COOBITUSA>;
1581041
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <wmma cobeitmdga> WHEN NOT SUCCESS;

B Hpumeuanne 4

YcraHoBKH Uil KOHKpeTHOro o0bekra bJ] u ynokanbHble ycTanoBku cpabatsiBator TOJIBKO
mas cooprtuii Tuna "TABLE EVENT", u coOeituit EXECUTE TRIGGER um EXECUTE
PROCEDURE.

s Bcex cobwituii THna "RESOURCE EVENT", ecniu He 0oroBOopeHO OTAenbHO, Kiroun «ON
<upentudukarop>» u «FOR <ums nonb3oBarenss™» OyayT 1100 UTHOPUPOBATHCS U BKIIOUATh
MIPOTOKOJIMPOBAHUE BCEX COOBITUI TaHHOTO THIIA, THOO 00padaThIBAThCS CIETYIOIIUM 00pa3oM:

* KOMaHJIa
AUDIT ENABLE <mmsa cobwelTua> FOR <uma nojsibs3oBaTesigs> [BY {SESSION

| STATEMENT | ACCESS}] [WHEN NOT SUCCESS | WHEN SUCCESS];
BBIJIAET KO 3aBepIiieHus 99;

* KOMaHOA
AUDIT ENABLE <wumMmsa cobeiTuga> ON <ugmeHTUOUKATOP> [FOR <umsa
nojgb3oBaressa>] [BY {SESSION | STATEMENT | ACCESS}] [WHEN NOT
SUCCESS | WHEN SUCCESS];
BbIIAET Ko 3aBepiieHus 2050;

e 1 coObiTHA TRUNCATE TABLE M Ha ON <upmeHTuOMKATOP>, H HA FOR <umMms
MOJIL30BAaTEJISI> BbIIACT KOJI 3aBepiieHus 99;

* IS BCEX OCTANIBHBIX COOBITUN — UTHOPUPYETCS KoY «ON <mmeHTudmuxaTop>».

50

© AIMUHHMCTPHPOBaHUE KOMILTIeKca cpeAcTB 3ammThl faHHbIX. AO HIIII « PEJISKC», 1990-2025



MexaHu3M HaaeXXHOro BOCCTaHOBJIEHUA

Mexann3m HazaexxHoro BoccraHoBieHus obecreumBaercss CYBJ JIMHTEP. Ero ocHoBoi
SBJISICTCSl BEJICHUE CHUCTEMHOTO »JKypHalla, TII€ OTOOpa)kaloTCsi HW3MEHEHHS, KOTOPBIC
npousBozATcs ¢ b/l Bcemu €€ nmonbp30BaTessIMU.

HeﬁCTBHH, CBsA3aHHBIC C HU3MCHCHHAMHU B CHCTEMC 3alllUThl, TaKXC OTO6pa)KaIOTC$I B
CHUCTEMHOM JXKypHaJie (Co3aanue/yaajieHne HOBOTO MOJIb30BATEIIS/TPYIIIHI U T.11. ).

Ecim monp30BaTesns OMydYuT YBEAOMIICHHAE O TOM, YTO €r0 M3MEHEHHUS TiepeHeceHsl B bJI, To
c00if 000pYyAOBaHMS HE MOXKET MPUBECTH K HAPYIIEHUIO CHCTEMbI 3aIlIUTHI.
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Npeobpa3zoBaHue AaHHbIX

[IpeobpazoBanuto B b/l IMHTEP nmoanexar nanueie 1r000i TaOIHIIBI, COAEPIKAIINAECS B:

* (ailax 1aHHBIX;

* BLOB-¢aiinax.

Llenpro mpeoOpa3oBaHuUs SIBICTCS 3aTPyAHCHHWE JOCTynma K JaHHBIM bBJl cpenctBamw,
ormmaabiMUA 0T cpeactB CYB]] JIMHTEP, B moment, korma siapo CYB]] He paGoraer (He
3arpy»eHo).

[Tpu 3arpyxxenHoM sinpe CYBJl ¢aiinbl Tabmui MOHOIMOJIBHO OMOKUPYIOTCS U JIOCTYITHBI
tonbko aapy CYBJ JIMHTEP.

[IpeoOpa3oBanue JaHHBIX NpPEACTaBIeT co00M omepanuio «uckiaodaromee WIIM» ¢
KOHCTaHTOM IJId BCEX MAIIMHHBIX CJIOB, COACPKAIUXCA B JaHHBIX.

B ¢daitnax unaexcoB mpeoOpazoBaHue HE TPeOyeTCs, T.K. C)KaTue, KOTOPOMY TOJBEPTarOTCs
KITFOYH TaOJIHIIBI, HACTOIBKO CEPhE3HO, YTO MOXKET IMMOTPEOOBATH MECSIIHI YITOPHOTO TPY/Ia JUIS
MOJTyYEHUs peajbHOU nH(pOpMaIUK.

Kpome Toro, crpanuipl Beex ¢aiiaoB TabauIsl CHA0KEHBI IPOBEPOUHON MHGOpMaLIUEH, HE
MTO3BOJISIONIEH HE3aMETHO U3MEHUTH JaHHBIC.

[Taponu monb3oBaTenel, npexae yeM 3amuckiBathess B b/, moasepratoTcss HeoOpaTUMOMY
npeoOpa3zoBanuto. [Ipu stom ucnonb3yercs anroputm MAC (Message Authentification
Code).
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OuucTtka onepatTUBHON U BHELLHEN NaMATU

[Tepepacnpenenenre BHEMIHEW NaMATH BO3MOKHO B ABYX CITydasix:

1) npu ynanenun/ycedeHuu (ainoB TaOIUIbI U CUCTEMHBIX KYPHAJIOB;

2) npu 3aBepmennu pabotel CYB]] (ycekatorcs ee paboune (aitibi).

B o00oux ciywasx ocoOonuBlIeecs AMCKOBOE MPOCTPAHCTBO OUMUINAETCS C MOMOIIBIO
TPEXKpPATHOM 3alIUCH MACKUPYIOIIeH nH(pOpMaIuu.

[lepBriii pa3 ouncTKa BBIMOJIHAETCSA IMyTEM 3aucH ToJlbko 0-X OWUTOB, 3aTe€M uYepeOBaHUEM
0-x u 1-x GUTOB, B TpeTUil pa3 3aluCh OCYUIECTBIAETCA TOJAbKO 1-mu Outamu. T.x. daiiiasl
CUCTEMHOI'0 JKypHaja MOTYT MCIIOJIb30BAaThCS MOBTOPHO, TO HX OYUCTKA BBIMOJIHAETCS
yTeM 3alMcu HOBOM HMH(oOpMauuu noBepx paHee 3anucaHHoil. Mudopmauus B CYB/]
3aMMChIBAETCS CHayajla B CUCTEMHBIN xKypHau (17151 o0ecrieueHus: HaIe)KHOCTH), a TIOTOM YXKe
B (aitnibl Tabmuipbl. lyonupoBanue nHdopMaluu Heo0X0uMo 1Sl 00ecTedeH s HaIeKHOCTH
¢yukuuronupoBanuss CYBJl. Ilpu ymaneHun TtaOnuibl MpPOMCXOAMT IEpepacipeesieHre
BHEIIIHEW MaMsATH, 3aHUMaeMo# (aitlaMu TabIUIbl, OJHAKO TIEpepacrpeaesieHus] BHEITHEN
MaMsATH, 3aHMMAE€MON CHCTEMHBIM KYpHAJIOM, IpH 3TOM He mpoucxonut. I[lostomy
nH(poOpMaIUs B CUCTEMHOM KypHaJle cCOXpaHseTcsl U nociie ynajaeHus daiinos tadbmuuesl. Ee
OYMCTKAa IPOU30MIET MO3HEE, NMPHU MepepacpeeICeHn UM MEePEUCIIoNIb30BaHNUU MTaMATH
KypHasia. B mocieaHeM ciiydyae OuMCTKa OCYILIECTBIISIETCSI 3alIMChI0 HOBOM HH(pOpMaluu
IIOBEPX CTAPOM.

Bo Bpems pabotet CYBJl JIMHTEP otcnexxuBaeTt 3aHATOE €10 MECTO B OTIEPATUBHON MTAMSATH.

[Tpu 3aBepuienun csoeit paborsl CYBJl JIMHTEP oOnynser Bech 00beM oOmnepaTUBHOM
ITaMATH, KOTOPBIA OHA 3aHUMAJIA.

B npornecce 06paboTku nHbOpMAIIIS MOXKET IPOXOIUTD CIASAYIOIINE My TH:

1) ot mpuioxkeHus yepe3 Mexanu3Mbl MexipoueccuHoro oomena OC k CYB/;
2) ot ypanenHoro npuioxenus no certu uepe3 OC k CYB/;

3) ot CYB]] uepe3 OC k BHENIHEH MamMsITH.

B xaxnaom cimyuae OC MOXET HUCIOJIb30BaTh ONEPATUBHYIO MAaMSTh JUUISl BHIMOJIHEHUS 3TOU
¢yukuroHanbHocTU. CYB/] HE ouMIaeT onepaTuBHYIO MaMsITh, HCIOIb3YIOIIYIOCS AJIs ATHX
mejei — 3Ta 00A3aHHOCTh JOJDKHA Bosararbed Ha OC.

CYB/] Moxer OBITh HacTpO€HAa Ha HCIOIH30BAHWE MAaTEMaTHYECKOTO MPeoOpa3zoBaHUs
nH(popMaIuu, XpaHUMOM Ha TUCKE U MePeaBaeMOM 1O CETH. DTO MOXKET OBITh UCIIOJIB30BAHO
TSl 3aTPYIHEHUS TOCTyma K octarouHor nHdopmarmu O3V, kortponupyemoit OC.

OuncTka namMsATH (BHELIHEH U ONEepaTUBHON) BBINONHSIETCS, TOIbKO eciu B b/l mpucyrcrByer
x0Ts Ob1 01uH ypoBeHb cekpeTHocTy wiu Juist B/l neiictByer onuus CERTIFIED ("Coznanue
u koHurypuposanue 6a3nl nanubix"/"Coznanue B/1").

B cocraB auctpubyTtuBa BXOOUT yTUiauTa erasefile Il OYUCTKM yKa3aHHOTO
¢daiina u ckpunt erasefile.sh [ BBINOJIHEHUS OYMUCTKU U yHAaleHus QailioB u3
3aJJaHHOTO Karajora. ¥ TWInTa paboTaeT 1o alfOPUTMY 3alMCHU MACKUpYyIoLled HHopMaiuu,
ONMCAaHHOMY BBILIE.
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U3onauua moayneu

IIpu paccmorpenun mexanusmoB padorslt KC3 CYBJl JIMHTEP neobxonuMo OTAEIBHO
UccienoBaTh paboTy MeXaHHW3Ma MapajjielbHOM 00pabOoTKM 3alpocoB  pazIUYHbIX
nosib3oBarenel. KoHTpone Hax M30IMPOBAHHOCTBIO 3aIPOCOB OTAEIBHBIX ITOJIB30BAaTENIEH
npou3Boaut gucnerdep aocryna CYBJl JIMHTEP. On nomy4aer ynpasieHue:

* IpU yCTaHOBKE Joruueckux cpsseil (kananoB) ¢ CYB/] pasnuuHbIMU MOJIb30BaTENIMU U
IIPU UX pa3phIBE;

* IIpH [OJa4ye 3arpoca MoIb30BaTeleM;
* TIpY BbIJIa4€ OTBETA MOJH30BATEIIO;
* B IIpoIIeCCe MapaJIeIbHOM 00padOTKH 3ampoca;

* TIpU OKOHYAHHWH KBAaHTA TEKYIIETO 3arpoca.

B Moment ycrtanosneHus noruyeckoid cBs3u ¢ CYB/] u npu ycnoBuM BBINOJHEHUS BCEX
IpoLeaAyp IPOBEPKU JOCTyHa AUCIETYEp JAOCTyIa BbIAENAET oA 00pabdOTKy 3arlpocoB
OT JTaHHOTO IIOJIB30BATENs YIPABIIIOLIYK) CTPYKTYPY, PacHojlararollyrocs B aJpEeCHOM
npoctpanctee CYBJ] JIMHTEP. B cinyuae ecniu ¢ CYB/] ycTaHOBIEHO HECKOIBKO JIOTHIECKHUX
COCUHEHHUM, AN KaXJIO0ro M3 HUX OydeT BblIeJIeHa CBOsI COOCTBEHHAs YIpaBIISOLIAs
CTPYKTypa. YNpaBIAOIIAs CTPYKTypa KaHala TOJHOCTBIO OIMCHIBAET IOJIb30BATENS,
YCTAaHOBUBILIETO COEIMHEHUE, U COJACPKUT BCIO HHPOpPMALMIO O TEKYIIEM COCTOSHUU
BBIITOJIHEHHUS 3aIIPOCOB JAHHOTO TOJIb30BATENS.

CVYB/Jl JIMHTEP B nponecce 06pabOTKH 3apOCOB ONEPUPYET HE JAAHHBIMH MOJIb30BATEINS,
a TOJBKO YMpaBJsOIMEed wWHHOpPMALUEH, XapakTepu3ymromed wux. Irta uHopmarus
IpeJCTaBiIsieT cOO0H, B OCHOBHOM, MacCHUBBI CChUIOK Ha (hailiibl JaHHbIX. Bes ynpasnstomas
uH(poOpMaIUs XpaHUTCS B YIPABISAIONIEH CTPYKTYPE COOTBETCTBYIOIIETO KaHala.

[lpn mnapamienbHOM HCIOMHEHHH 3allpoCOB  JHCIETYEp MAOCTyNa IPOCTO BBIOMpPAET
OYEPEIHYIO CTPYKTYPY YIPABICHUSA KaHAJIOM B COOTBETCTBUM C HIPUOPUTETAMU UCIIOJIHEHUS
3ampocoB. JlanpHelmass pabora CYB/| JIMHTEP, Bmnote n0 nepenauu ynpaBieHUS
JUCIIETUEpy JAOCTYIA, BEAETCA B KOHTEKCTE apaMeTpOoB U HH(GOPMAIK TaHHOU CTPYKTYPHI.

Bcee monynu CYBJI JIMHTEP (xpome nucneruepa A0CTyIa) MOMIYy4aOT HA BXOAE U BbLAAIOT
Ha BBIXOJIE YIIPABIIAIOILYIO CTPYKTYPY, COOTBETCTBYIOILYIO KaHaITy, AJi1 KOTOPOTO 3TH MOJYIIH
OyAyT OCYIIECTBIISATH CBOM (PyHKLMHU. B mporecce BbIMOIHEHUS 3a1poca IUCIeTyep A0CTyIa
KOHTPOJIUPYET HEBO3MO)KHOCTh HCIIOJIb30BAaHUS WM MIOBPEXKIEHUS CTPYKTYP, OTHOCSALIUXCS K
Ipyrum kananam. Jlro6as mogoOHast MonbITKAa CYUTAETCS OLIMOOYHOM CUTYallMel, U MOIbITKa
noctyma k B/l cooTBeTcTBYIOIIIEr0 MOJIb30BaTeNst Oy/IeT 3aBEpIleHa ¢ OIITMOKOM, yKa3bIBAIOIIEH
Ha HapylIeHUe U30JISLUH.

IIpn KOppPEKTHOM 3aKpbITMM WM aBAPUMHOM pa3pblBE€ JIOTMYECKOM CBSI3H JUCIHETYED
JIOCTyINa MPOU3BOAUT HPOLELYpYy OCBOOOXKAEHUS KaHana. B 3ToM ciyuyae yHuuToxkaercs
BCS YINpaBisiomas MHGOpMALMs, KacaBIUAsCs JaHHOIO KaHajla, OCBOOOXJAIOTCS BCE
UCIONb30BaHHbIe KaHanoM pecypchl CYBJl, u yHHuUTOXaeTcs CTpPyKTypa YIpaBieHUS
KaHaJIOM.
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SQL-3anpocbkl aAna padoTbl C CUCTEMOU 3aLLUTDI
AaHHbIX

MmeHoBaHUue obobekToB Bl

Nwms oobexta B/] (<mms>) B CYB/] JIMHTEP cogepxut He 601ee 66 CHMBOIIOB.

OTUMHU CHUMBOJAMH MOTYT OBITh IUQPHI, JTaTUHCKHE OYKBBI, 3HAKH MOMYEpKUBAHUS () U
nosapa ($). imst 1ommKHO HaunHAThCs C OYKBBI.

[TonHOE MM TAOIULIBI BKIKOYAET TAKKE U UMS CXEMBI TAOIMUIBL: [<MMS CXeMbD>. | <muMs
TaOJIMLIBI>.

NMpepoctaBneHue npuBUNernmn

[IpenocTaBneHre MPUBWIETUU BBIMONHSIETCS omneparopoM GRANT, cxema KOTOpPOTO
IpuBe/IeHa Ha PUCYHKeE 1.

TpHELIeTHA ON Huz TO C_mmu;
TAOIHIE cyOBeKTOR
IpeaocTanaeune GRANT
MpHETErE
” Cnncox C .
Kareropug e IDENTIFIED BY ml;::;

SELECT

/ INSERT

DELETE CONNECT

r/
i

_A_UPDATE /_A_RESOURCE
Kateropas
IpHERTETHA TlpneRIerna Mpusaierns o e \\\ — DEA

a”'
/
l

"
b,
N,
Y
Y

INDEX ~( BACKUP )

REFERENCES

ALL

Pucynok 1. Cxema oneparopa GRANT
OO6mume npaBuia:

* ALL paBHO3HAYHO CIIMCKY, BKJIOYAIOIIEMY BCE€ MPUBWIETUU JUIsL  TaOIMUIIBI
(SELECT+INSERT+DELETE+UPDATE+ALTER+INDEX+REFERENCES);

¢ €CJIM B KOMaHAC MPEAOCTaBJICHUA HpI/IBI/IJ'Iel"I/Iﬁ Ha YKa3aHHYIO Ta6n1/1uy BMECTO CIIMCKa
noJjip3oBarenieil ykazaHo PUBLIC, TO BCEM I0JIb30BaTeNsIM (CYLIECTBYIOLIUM U OyTyIIIM)
OyIyT MPEAOCTABICHBI YKA3aHHBIC TPUBUJICTHH,

» BTOpas opma oneparopa GRANT npenHa3HauYeHa Kak ISl CO3/IaHUsI HOBOTO TOJIb30BaTENs
C ONpENECICHUEM €ro KaTeropuu, Tak W I U3MEHEHUW KaTeropuu CyIIEeCTBYIOIIETO
MOJIB30BaTEA;
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

CIIMCKH CyOBEKTOB M HMX Mapojieil MOTryT pa3iuyaTbcs MO YMCITy 3JIeMeHTOB. llpu
3TOM CIIMCOK CyOBEKTOB JOJDKEH OBITh He Kopoue crnucka mnapoieil. CooTBeTcTBHE
«T10JIb30BATEIb-TIAPOIIb» MPOU3BOAUTCA ciieBa HampaBo. [loap3oBatenu, octaBimuecs 6e3
cooTBeTCcTBUs, nonydar «mycroi» mapoinb: GRANT CONNECT TO U; paBHO3HAa4HO
GRANT CONNECT TO U IDENTIFIED BY ";

CTpOKOBBIﬁ MapoJib MOKET COACPIKATL OO 18 CHMBOJIOB;

NpUBWIICTUU  MOTYT TCpPCAaBATbCA  TOJIBKO BJIaACIbLEM YKaBaHHOﬁ Ta6J'II/II_U>I/
MMPEACTAaBJICHHUA,

BBOJUTh HOBOIO IIOJIb30BaTeNsl (C ONpPEAETICHUEM €ro KaTeropuu) MOXKET TOJIbKO
anMuHucTparop (kareropust DBA).

OTmeHa npuBunerum

OTmeHa mpUBWIETMH BBINOIHIETCS onepatopoM REVOKE, cxema KOTOpOro IpHBEIEHA Ha
PHUCYHKE 2.

OTMeHA
MpHBHIETHH

I'Ipnnmm:t-( ON )—hl E’]m
TAOTHIR

REVOKE ( FROM )—b CHOHCOK CYOBEKTOR

Kareropua

Pucynok 2. Cxema oneparopa REVOKE

OOuue npaBuia:

CUHTAaKCHUYECKHE ITpaBuiIa Te ke, uTo U i oneparopa GRANT;
IPUBUIIETUN MOXKET OTMEHSTh TOJBKO BIlajiesel] TaOIuIIbl;

OTHATh (TIOHM3WTH) KATETOPUIO TIOJIB30BATENS MOXET TOJBKO aaMuHHCTpaTop b/l
(xareropust DBA);

IOpU 3TOM CUMTAETCs, YTO Kareropuss DBA BKIIOYaeT B ceOs NMPUBWIETMU KaTErOpUU
RESOURCE u kareropusi RESOURCE BKJIIO4aeT B ce0st NpuBUiIeruu kareropud CONNECT,
T.€. Kateropuu ymnopsigoueHsl. Korga orHumaercss kakas-au0o0 KaTeropus, 3TO O3Hayaer
CHIDKCHHC KaTerOpHHy Ha OJIMH YPOBCHbD.

Hcxonnast npuBUiIerus OTmensiemast Pe3yabTHpyomas npuBujierus
NpUBHUJIETUs

DBA DBA RESOURCE

DBA RESOURCE CONNECT

DBA CONNECT 3anpeT NoAKIrYeHus K b/
RESOURCE RESOURCE CONNECT

RESOURCE CONNECT 3anpeT noAktodeHust K bJJ
CONNECT CONNECT 3anpeT NOAKIIOYeHUs K B[

CospaHuel/ypaneHue nonb3oBaTtens

CxeMbl co3IaHus/yaalieHus TI0Ih30BATENs MPEJICTABIICHBI HA PUCYHKAX 3, 4.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMOI 3a1MTHI JAHHBIX

Iapoas
0
:’/ SYSTEM |
. . A
s T
IDENTIFIED BY \ PROTOCOL Y,
pS J ——
( LDAP h
c > : AN J
owamie | (orate USER Ja| M || Ampubym mmL ) Mera _ :
CYDBEKTA b iy CyOBEKTA cyOBeKTA " ., Ty e b ~
AN /!

P ~,
{ GROUP T A
\_ Y, L

Pucynok 3. Cxema co3aHus noib30BaTest

Vaanemme | " noop ysER |  BME |, Pexam
cyObexTa J cyOBeKTa yAaneHns

Pucynok 4. Cxema ynaneHus I0Ib30BaTeNs

OO6mume npaBuia:

* IS CO3/IaHusl/yaalleHus 0Jb30BaTessl HEOOXOIMMO UMETh YPOBEHb NpaB DBA;

* [0 YMOJYAHHIO IOJB30BATENIb CO3JAacTCs Oe3 mapoiisi. YPOBHEM IpaB €My Ha3HauaeTCs
CONNECT;

 pexuMm ynaneHus CASCADE HUCIIONb3yeTCs A7 yAaJeHHs OIb30BaTes, BCEX €ro 00beKTOB
1 BcexX uMmeromuxcs B b1 CChUIOK Ha €ro 0ObEKThI;

* 3anpeleHo He KACKaHOE YIAJICHUE TI0JIb30BaTEJIsl, SIBJISIOIETOCS BIaIe/IblIeM KaKuX-1TH00
o0wvekToB B/I;

¢ BMCCTC C IIOJIb30BATCJICM YAAJIAIOTCA BCC €ro MPUBUIICTHUU U HA3HAYCHU ponei/'l.

U3meHeHune naponsA nonb3oBaTtens

CxeMa U3MeHEHUS MapoJIAa IMOJb30BaTCId ITPUBEACHA HAa PHUCYHKEC i

Hapoas

PROTOCOL

Hma

|—. cvhneKTa —|
Hamenenne ALTER USER 1+ N
MapoiA [ }

IDENTIFIED BY

Pucynok 5. Cxema u3mMeHeHus apoJis Mojab30BaTelst
OO6mwme nmpaBuia:

* M3MEHUTH MMAPOJb MOTYT aAMHUHHUCTpaTop (MMeroumii nmpaBa DBA) u nonb3oBarens (cam
cebe);

* ©CITM UM TIOJIB30BaTelIs HE 3a7aHO, TO TOAPa3yMeBAaeTCs IMOJIb30BaTENb, MOJABIIUN 3Ty
KOMaHJy.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

B Hpumeuanne
AIIMUHUCTpaToOp HE MOXKET HE3aMETHO BBINOJHUTH HM3MEHEHHE IMapois, T.K. HE HMeEeT
BO3MOXKHOCTH BEpHYTb OOpaTHO CTapblil mapoib. Eciu oH (agMUHUCTpATOP) U3MEHUT Napoiib
MOJIb30BATENs U MOTYYUT JOCTYH K KOH(UAESHIIMATbHON NH(OPMALIUK ¢ IMEHEM HOJIb30BaTENs
U ero HOBBIM IApoJeM, 3TO HE OCTaHeTCs He3aMeueHHBIM. Ilonb3oBarens He OyneT 3HATh
M3MEHEHHOTO MapoJIst (CTapblil BOCCTAHOBUTH aIMUHUCTPATOP HE CMOXKET), HE CMOXKET MOJyIUTh
noctyn k b/ u 3a0bet TpeBory.

CospaHue/yaaneHuve ponu

CxeMpbl co3laHus/yaaleHus! poJid IPUBEICHBI HA PUCYHKE 0.

Co3nanne g 0\
. -b-kCREATE ROLE /F‘- Hma poan
VYiaaneHHe 4 Y
H» DROP ROLE M Hms pomm
pomm [T\ J b

Pucynok 6. CxeMbl co3nanust/ynajaeHus poiu
OOuue npaBuia:

* JUISL CO3/1aHUsI POJIM HEOOXOIMMO UMETh YpOBEHb IpaB RESOURCE;
* yIaJuTh POJIb MOXKET TOJILKO €€ CO31aTeib;

¢ BMCCTC C POJIbIO YAAIAKOTCA 3allMCH 000 BceX Ha3HAUCHHBIX Ci NPUBUIICTUAX U 000 Bcex ee
HA3HAYCHUAX MOJIB30BATCIAM U JPYTUM POJISM.

Ha3HayeHune/oTMeHa Ha3Ha4YeHus ponu

CxeMbl Ha3HAYCHUS/OTMEHbI HAa3HAYCHHUS POJin IIPUBCACHBI HA PUCYHKC 7.

HasnageHnHe
pom "(GRANT ROLE}’ Humsa pomn —>< TO )—b CIHCOK CyOBEKTOB
OTMeHa -
Dol -DQ:!EVDKE F!OLE)—t Hma poan —< FROM )# ChucoK cyOBeKTOB

PI/ICYHOK 7. CxeMbl Ha3HAYEHNI/OTMEHBI Ha3HAYEHUS poiin

OO01ue npaBuna:

¢ Ha3Ha4YUTH POJIb (OTMeHI/ITB Ha3HaA4YCHUC pOJ'II/I) MOXKET TOJIBKO €€ BJIaACIICI.
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NMpunoxexHue

CuHTakcuc KOMaHA4 Ansd pa6OTbI C KOMIJ1EKCOM CpeacTB
3allnTbl AaHHbIX

YpoBeHb AocTtyna

Cosnague:

CREATE LEVEL <uMsa ypoBHA> = <HOMEP YpPOBHI>;

N3meHenne uMeHn ypoBHS:

ALTER LEVEL <uvma yposusa> SET <uoBoe mMa ypoBHS>;

Mpynnbl gocTtyna

Cosnanue:

CREATE GROUP <umMa rpynne>[=<umcjioBOM MOEHTUOUKATOP I'PYIINL>];

W3MeHeHne MMEHH TPYTIIIbL:

ALTER GROUP <ums rpynmner> SET <HoBOe ums Tpymmer>;

YpoBHU JOBEpUS MEXKY TPyIIIaMHU:

GRANT ACCESS ON <rpynna-noseputresns> TO {<rpynna-nosyuaresns> | ALL};
REVOKE ACCESS ON <rpynna-noseputesns> FROM {<rpynna-nonyuaresns> | ALL};

Moaudukauusa nonb3oBaTtens

Co3znanue nosip3oBaresis ¢ kareropueit CONNECT 1o yMOJTYaHHUIO:

CREATE USER <umsa nonbzoaTesna> IDENTIFIED BY <naposnb>;

Hasnauenue nmosib30Baresnto KaTeropuu JOCTyIa:

GRANT <xareropus> TO <uma nomsbz3oBaTesnsa> [IDENTIFIED BY <naposns>];
VYnaneHue mnoyib30BaTeis:

DROP USER <uma nomsbzosatens> [CASCADE];

N3meHenune kaTeropuu moiab30BaTes:

GRANT <xareropusa> TO <uma nossz3oBaTesns> [IDENTIFIED BY <naposnbs>];
N3menenue napossi mojab30BaTeNs:

ALTER USER <vmva nomnbzosaTesna> [IDENTIFIED BY <zoswir naposis>];

Hasnauenue rpynmsl 10CTyIa MOJb30BaTEINO:
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CREATE USER <uma  noaszoarensa> IDENTIFIED BY <napons> GROUP <wums
TPYIIED;

ALTER USER <ymva nosnbzoBaTena> GROUP <ums rpynmner>;
HasnaueHnue ypoBHS 10CTyIa MOJIb30BATENIO:

CREATE USER <ums nosnbszosarens> IDENTIFIED BY <naposns>
LEVEL(<RAL>,<WAL>);

ALTER USER <ums nosbzosBarens> LEVEL(<KRAL>,<WAL>);

HasnaueHnue npuBHIIErHii MOJIb30BaTENIO:

GRANT <npususnerus> ON <umsa obwvekTa> TO <umsa nosb30BaTEIIA>;

REVOKE <npusunerusa> ON <umsa ob6wexkTa> FROM <umsa nomb3oBaTess>;

Ponu

Cosnanue:

CREATE ROLE <uma posn>;

Vnanenue:

DROP ROLE <ums posm>;

Hasnauenne/oTMeHa MpUBUIIETHN HA OOBEKT:

GRANT <npususnerus> ON <ums obwexTa> TO <ums posm>;
REVOKE <npusunerus> ON <umsa obvexrTa> FROM <umsa posm>;
Haznauenue/oTMeHa poiy MoJb30BaTeNIo:

GRANT ROLE <umsa ponu> TO <umsa nosb3oBaTEsS>;

REVOKE ROLE <umsa pos> FROM <uMma nosb30BaTena>;

YpoBHU pgocTyna

OmnpeneneHue ypoBHS A0CTyna i TaOIHLL:

CREATE TABLE [<uMs cxemer>.|<uMsa TaOJIMLBD>

(<yMs crombua> <Tun crosudua>, [...]) LEVEL(<RAL>,<WAL>);
ALTER TABLE <uuvsa Tabmauuesr> SET LEVEL(<KRAL>,<WAL>);
Onpenenenre ypoBHs 10CTyIa AJis cToiOua:

CREATE TABLE [<uMa cxeMbr>.| <umsa TaOuMisr>
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(<umsa cronbua> <tun cromndua> LEVEL(KRAL>,<WAL>) [,...]);
ALTER TABLE [<uMs cxeMe>.] <uMs TaOJImLED>

SET COLUMN <mmsa cronbua> LEVEL(<RAL>,<WAL>);
Hcnonp3oBanue rpymnn 1 ypoHel B SQL-BbIpakeHuu:

INSERT INTO [<nms cxeMmel>.| <uMs Tabmuue>[AS  <nceBmoHMM> |
[#[<rpynna>]#[<RAL>|#[<WAL>]]

(<mMvs cronbua>[#[<rpynna>[#[<RAL>]#[<WAL>]]) VALUES (<3HaueHune>);,

UPDATE [<mms cxeMer>. | <uMms Tabauue>[AS <nceBOOHUM>|
[#[<rpynmna>#[<RAL>J#[<WAL>]]

SET <mmsa cronbua>[#[<rpynna>#[<RAL>J#[<WAL>]]=<3naueHwue> [,...];
UreHne METOK JoCTyna:
SELECT SECURITY ({*|<umsa crTombua>},{'R'|'W'|'G'})

FROM <umsa Tabmanier>;

CeTeBas ctaHUuA

Coznanue:

CREATE STATION <umMms crTadHumm>

PROTOCOL <ceTeBoit npoToKOJI>

{ADDRESS <anpec craHumm>}

[LEVEL (<RAL>,<WAL>)]

[<pabouee Bpemsa>];

<¥Ms CTaHUMM> =<uOeHTruburaTop>

<ceTeBOM MNPOTOKOJI>:.=<CUMBOJILHEIN JIUTEPaJI>
<azmpec cTaHuuUM>::=<CUMBOJILHEI JUTEepa>
<RAL>:=<mpmeHTUOMUKaATOP>
<WAL>!=<muneHTndMKaTop>

<pabouee Bpewma> ::= {ENABLE [DISABLE} LOGIN
{ALWAYS |<rpadux no BpemenHu>|<rpadbmk no nHam>}
<rpaduk no BpemeHy>::=FROM <Bpemsa nauana paboTer>

TO <Bpems oxonuanmusa paborer> [FOR <gumu paboTwer>|
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<rpadux no muam>:= {SINCE <gmara nauasa>}|{UNTIL <gaTa oxoHuaHMs>}
<Bpewmsa Hauajya paborer>::=HH:MM'

<Bpemsa okoHuauus paborer>:;=HH:MM'

<mHu paboTe>:=<meHb Hemeyn> {[,<meHo Hememn>]...}

<menr uenemy>::=MON'|TUE''WED'|THU'|'FRI'|'SAT'|'SUN'

<pmaTa Hauamna> :=DD.MM.YYYY'

<pmaTa okxonuaHua>: =DD.MM.YYYY'

N3meHenue napaMeTpos:

ALTER STATION <umsa crauunu>[SET <HoBoe ums crTaHimm>]
[LEVEL(<RAL>,<WAL>)] [<pabGouee Bpemsa>];

VYnanenue:

DROP STATION <mma cTaHLUmm>;

PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED STATION TO {<ummsa rpynner> | ALL};
REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
GRANT ACCESS ON STATION <umsa crauumm> TO {<mms rpyrner>|ALL};
REVOKE ACCESS ON STATION <umsa crTaHLMm>

FROM {<mmsa rpynmner>|ALL};

YcTpouctBa

Cosnanue:

CREATE DEVICE <mua ycrporictBa> DIRECTORY <kxaTamor>
[COMMENT <xomMeHTapmit>]

[LEVEL (<RAL-ycTpomcTBa>,<WAL-ycTpoicTBa>)];
N3menenue napameTpos:

ALTER DEVICE <uus yctporicTea> [DIRECTORY <xaTamor>]
[LEVEL (<RAL-ycTporicTBa>,<WAL-yCcTpoicTBa>)];

VYnanenue:

DROP DEVICE <ums ycrponcTea>;
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PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED DEVICE TO {<ums rpynne> | ALL};

REVOKE ACCESS ON UNLISTED DEVICE FROM {<uwms rpynmner> | ALL};
GRANT ACCESS ON DEVICE <ums ycrpomicTra> TO {<umsa rpynmoer> | ALL};
REVOKE ACCESS ON DEVICE <uMmsa ycTpoicTea>

FROM {<mms rpynne> | ALL};

MoHuTopuHr KC3

3arycK IpOTOKOTUPOBAHUS:

AUDIT START;

OcTaHOB MPOTOKOJIUPOBAHHUS:

AUDIT STOP;

VYrpasneHue nNpoTOKOIMPOBAHUEM:

AUDIT {ENABLE|DISABLE|CLEAR} [<uma co6eirus> [ON <obvexT aynmra>]]
[FOR <umsa nosbzoraresna>] [BY {SESSION|STATEMENT|ACCESS}]
[WHEN [NOT] SUCCESS];

[TapameTpbl MPOTOKOIUPOBAHUS:

AUDIT {SET |CANCEL} <napaMeTpsl IpPOTOKOJIMPOBAHNI>;

<napamerpe nporoxosmpoBaHusa>:;:= RECORDS LIMIT <komnuecTBo 3anmncen>
DAYS LIMIT <cpok xpaHeHUI>;

[IpoTokonupoBaHue MOIB30BATETHCKOTO COOOIICHUSI:
AUDIT MESSAGE <coobmenne>;

Hauath KOMMEHTHpPOBaHHE TPOTOKOIUPYEMBIX COOBITHH:
AUDIT SET MESSAGE <xommenTapmin>;

OTMEHUTh KOMMEHTUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA:

AUDIT CANCEL MESSAGE;
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