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TOBaprle 3HakKu

PEJIDKC™, JIMHTEP® sBnstoorcs TOBapHBIMU 3HaKamu, npuHaiexammvu AQO HIIII
«Pensuronnbie sKkcniepTHhIe cucteMb» (manee nmo Texcty — kommanus PEJIDKC). [Ipoune
Ha3BaHUsI M OOO3HAYEHUS MPOAYKTOB B JOKYMEHTE SIBJISIOTCS TOBApPHBIMH 3HAKAMHU HX
MIPOU3BOAUTENEH, TPOAABIIOB WM Pa3paOOTUUKOB.

UHTennekTyanbHasi CO6CTBEHHOCTb

[TpaBoobnanarenem npoaykroB JIMHTEP® siBnsiercst komnanus PEJIOKC (1990-2025). Bee
IpaBa 3alIHIICHBI.

JIaHHBI JOKYMEHT SIBISICTCS PE3YJIbTaTOM HWHTEJUIEKTYaJbHOM NEATEIbHOCTH, IIpaBa Ha
KoTopbIi npuHaanexar komnanuu PEJIDKC.

Bce wmarepmanbel JaHHOTO JOKyMEHTA, a TaKXe €ro 4acTu/pasfensbl MOTYT CBOOOIHO
pa3MemaTbCs Ha JIIOOBIX CETEBBIX pecypcax IMPHU YCIOBUU YKa3aHHWS HAa HUX HMCTOYHHKA
JIOKyMEHTa ¥ aKTUBHBIX CCBhUIOK Ha caiiTel komnanuu PEJIDKC: relex.ru u linter.ru.

[Tpu wcmonp30BaHUM JTHOOOTO MaTepuaia W3 JAHHOTO JOKYMEHTa HECETCBBIM/IICYATHBIM
U3aHNeM 00s13aTeIbHO YKa3aHUE B TOM M3/IaHUW UCTOYHHKA MaTepralia M CChUTOK Ha CalThI
xkomrraunu PEJIDKC: relex.ru u linter.ru.

[{utupoBanue MHGOpPMALUK U3 JAHHOTO JIOKYMEHTa B CPEJACTBaX MAaccOBOM HH(pOpMaluu

JIOITYCKaeTCsl MU 00s13aTeIbHOM YIIOMMHAHUU MEPBOUCTOYHUKA MH(POPMAMM U KOMIIAHUU
PEJIDKC.

Jltoboe ucnonb3oBaHHE B KOMMEPYECKHX LEISIX HHGPOpMAIMM W3 JAHHOTO JOKYMEHTA,
BKJIIOYass (HO HE OrpaHUYMBASICh ATHUM) BOCIPOW3BEACHHE, Iepeaady, MnpeoOpa3oBaHHE,
COXpaHEHHE B CHCTeME IIoMcKa HH(popManuu, I[epeBoJ] Ha Jpyroil (B TOM 4YHCIe
KOMITBIOTEPHBIN) SI3bIK B KakoM-1100 (hopMe, KaKUMHU-TUOO CpelCTBaMU, 3JIEKTPOHHBIMH,
MEXaHUYECKUMHU, MArHUTHBIMU, ONTHYECKUMH, XUMHUYECKUMH, PYYHBIMU WIM HHBIMH,
3anpenieHo 0e3 mpeaBapuTeIbHOTO MMCbMEHHOTO pasperieHus: komrnannu PEJIDKC.

O noKkymeHTe
Marepuain, conepkaliuiicss B JaHHOM JIOKYMEHTE, IpPOIIEN JOCKOHAJIbHYIO MPOBEPKY, HO
xomranusi PEJIOKC He rapanTHpyer, 4TO JOKYMEHT HE COAEP>KUT OLIMOOK U IMPOITYCKOB,
MIO3TOMY OCTAaBIISIET 3a COOOM MpaBoO B JII000E BpeMsi BHOCUThH B JJOKYMEHT HCIPABICHUS U
M3MEHEHUs, IepecMaTprUBaTh U OOHOBJIATH COIEPIKALLYIOCS B HEM UH(OPMALIUIO.
KoHTakTHble AaHHble

394006, Poccus, r. Boponex, yin. baxmerbeBa, 2b.

Ten./daxc: (473) 2-711-711, 2-778-333.
e-mail: info@linter.ru.

TexHu4eckas noaaepXxkKa

C uenbio moBbleHUs: kadectBa nporpammuoro npoaykra JIMHTEP u npenocrasnseMbix
yeiyr B komnanuu PEJIDKC nelictByer aBTOMaru3npoBaHHasi cuctemMa y4éra u oOpaboTKu
M0JIb30BATENbCKUX pekinamanuidl. O00 Bcex OOHApy)KEHHBIX HEJOCTAaTKax W OMMOKax B
IIPOrpaMMHOM MPOAYKTE W/WIM AOKYMEHTAllMM Ha HETO0 IMPOCHM COOOLIaTh HaM B pasjeln
ITonnepxka Ha carite JINHTEP.
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NpepucnoBue

Ha3sHayeHne nokymMeHTa

JIOKyMEHT COACpXKHUT OIUCAaHUE TPOICIYyp aIMHUHHCTPUPOBAHUS KOMILICKCA CpEICTB
3amutbl uHpopmamuu (KC3) or HecankumonupoBanHoro npoctyna (HCII), ommcanue
KOHTPOJIUPYEMBIX (PYHKIINH U pEKOMEHIAINH 110 CO3JJaHUIO CUCTEM 3aIUTHI:

OIHCaHNE KOHTPOJIUPYEMbIX (DyHKIUI;

pykoBozcTBO o rerepanuun KC3;

OIMCAaHUE CTAPTA CUCTEMBI U NPOLEAYP NPOBEPKU NMPABUIILHOCTH CTAPTA;
OIMCAaHUE MPOLEAYp pabOThI CO CPEICTBAMH PETHCTPALHH;

PYKOBOZICTBO IO CPEJCTBAM Ha/Ie)KHOTO BOCCTAHOBJICHUS,

PYKOBOJICTBO TIO pabOTe CO CPEeICTBAMU KOHTPOJIST MOAU(DUKAITUH;

PYKOBOJICTBO 110 paboTe CO CPEACTBAMU KOHTPOJIS TUCTPHOYIIHH.

Hoxyment npennasznades ais CYBJ JIMHTEP CTAHJIAPT 6.0 c6opka 20.5, nanee o Tekcty
CYB/Jl JIMHTEP.

Ona Koro npegHa3Ha4eH AOKYMEeHT

I[OKYMGHT npe€aHasHau4CH IJid aJMHUHHCTpaTopa 0e30IacHOCTH CHCTCMBI, a TaKXC i
AAMHUHUCTpATOpPA 3alIUTEI.

JdononHuTenbHbIE AOKYMEeHTbI

MOI[CJ'H) 3allIUThI JaHHBIX

Crpasounuk 1mo SQL

CucreMHbIe Ta6J'II/H_[I)I U IIPEACTABICHUA

Cosnanue u KoHbOUTYpUpOoBaHUE 0a3bl JaHHBIX
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ApXUTeKTypa KoMnsiekca cpeacTB 3aluThl
AaHHbIX

ApxuTektypa KoMmIulekca cpeacTB 3amuTbl AaHHbIX (KC3) Bkmouaer B cels Kak
MH(POPMALMOHHBIE KOMIIOHEHTHI (omucaHusi oObekToB U cyObektoB B bBJl), Tak u
nporpamMMHuble komnoHeHTs! (porpammusiii KC3 snpa CYB/[ JIMHTEP).

OcCHOBHbI€ NPUHUUNbI

KC3 CYBJl JIMHTEP ctpoutcs Ha 9 OCHOBHBIX MPUHIIMIIAX:

1) OTKpBITOCTS;
2) uaeHTUPUKAIUS U ayTeHTU(UKALUS — OIPEEIIIeT Hayalo ceaHca paboThl CyObeKTa;
3) mpaBa Ha JOCTYI NPOBEPSAIOTCS HA BCEX dTarax:
* Ha JTare TPAHCISINH 3aMpoca;
* Ha 3Tane o0paboTKu 3ampoca;
* npu oOpalleHuu K 0ObEKTY.
4) npsimas iepeAava rnpas — [IpeporaTusa Biaebla 00bEKTa;
5) xocBeHHas miepeada paB — COBMECTHBIE JICHCTBHS BiIaielblia 00bEKTa M CO3IATeIs POJIH;

6) 17151 MPOTOKOJIMPOBaHUS Bcex AeicTBuii ¢ yaactruem KC3 HeoOXoauMo ero akTHBUPOBATh U
HAaCTPOUTH TpeOyeMbIi IEpeUeHb MTPOTOKOIUPYEMBIX COOBITHI;

7) Bce O0OBEKThl KOHTpOJS CHaOXaroTCsI METKaMM JOCTyIa, BKJIIOYAIOUIMMH YPOBHU
KOH(HIEHIMATbHOCTU U MPUHAAJICKHOCTh K TpyIIe CyObeKTOB; CyOBbEKThl pa3OUThl Ha
HelepeceKaroyecs: Ipynnbl, Kakiaas W3 KOTOPhIX HM30JMpOBaHa IO JOCTYIYy OT BCEX
MPOYUX TPYIIIL;

8) MeTKH 00BEKTOB, KaK U METKU CyOBEKTOB, MOT'YT U3MEHSTHCS (UX MOXKHO MEPEBOAUTDH U3
IpyMNIibl B TPYIITY, MEHATh YPOBEHb JIOCTYIIA U TIP.);

9) u3mMeHeHne METOK JOCTyla CyOBEKTOB — IIpeporaruBa CyObekTa (aaMUHHCTpaTOpa
0€3011aCHOCTH).

E Ipumeuanne
[IpoTokonupoBaHue COOBITHI U pabOTa C METKaMH JIOCTYyTa MOAAepKuBatoTcs Toibko B CYBJ]
JIMHTEP BACTUOH.

Hwxe 3Tu npuHIMIEl pa3duparorcs 6oee moapooHo.

OTKpbITOCTb

CYB/ JIMHTEP — otkpsliTas cuctema. [1o TeXHOIOrHHM OCTPOECHHUS OTKPBITBIX CUCTEM BCE €€
aJITOPUTMBI OTKPBITHI JIJIs1 BCEX MOJIb30BaTeNel U paboTaroT /i1l BCEX OJJUHAKOBO.

AnroputM nHTEpdeiica HIKHETO YPOBHS YCTPOEH TaKUM 00pa3oM, UTO yCTAHOBJICHHASI CBS3b
cyobekra 1 CYB/] JIMHTEP wuaentuduuupyercs emie u UASHTUPUKATOPOM NPUKIATHON
3ajaun (KaXkJas ornepaloHHas CUCTeMa MPUCBAUBAET 3a/1au€ YHUKAIbHbIN HIEeHTU(DUKATOD)
(cm. myHkT Unentuduxanys v ayTeHTU(QUKALMS), YTO MCKITIOYAaeT BO3MOXKHOCTD IepexBara
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

otBeToB OT anpa CYB/[. OTo 03HauaeT, 4TO OTBET, MOCIAHHBIN 3aJja4e Ha €€ 3alpoc, NPUAET
MMEHHO K 3TOM 3a7ja4e ¥ HU K KaKO! JApyrou.

[Tpu >TOM NpUKIIAHBIC TTOTB30BATENIbCKUE TTporpamMmbl oTaesieHbl oT CYBJI. O6menue mexay
sapom CYB/[ u npuiiokeHneM, €€ HCIONB3YIOIIMM, MPOXOAUT TOJIBKO 4epe3 HMHTepdeiic
HUKHETO YPOBHs. TeKCThI/aaropuTMel HHTEpGEca HUKHETO YPOBHSI OTKPBITHI U HE COJEPKaT
anementoB KC3.

Bee yrunutet CYB/l JIMHTEP Takke HanucaHbl ¢ TOMOIIBIO HHTEp(elica HUKHETO YPOBHS
(TO ecTh IITAaTHBIX CPEJICTB) M HE UCIOJIB3YIOT HUKAKUX CKPBIThIX ocobeHHocTel CYB/I.

To ke camoe MOXKHO CKa3aTh U O MPOYHMX MPOTPAMMHBIX HHTEp(eicax, MPUCYTCTBYIOMINUX B
CYB/I (marmpumep, Bcrpoernbiit SQL (PCI)). B ux ocHOBe Takke neXUT HHTepEic HUKHETO
yposus CYB/] JIMHTEP.

Oto Hamaraet Ha CYB/] nononauTenbHpie TpeboBaHus, 0cooeHHO B yacTu KC3.

UpoeHTndpmkaumsa n ayteHtudmkaums

Wudopmanus o KaxI0M MoIb30Barese, IMeroieM npaso noakitodarses kK CY B/, HaxonuTes
B COOTBETCTBYIOILIEH cucTeMHOU B/I.

Kaxxapiit monp3oBarens (CyObekT) umeeT B cucteMHOU BJl yHHMKanbHBIA HIeHTUDUKATOD —
UACHTUPHUKATOP CyObeKTa.

CVYBJl cBsa3biBaeT cyObeKTa C €ro HACHTU(UKATOPOM, HMCXOAS W3 HMEHH M Maposs,
MOJIyYEHHBIX B pe3yJibTare UACHTU(DUKALIUY U ayTeHTU(DUKALIUH.

[Tocne aToro Ha BCceM MPOTSHKEHUH padoTHI (10 oTcoenuHeHus nmoib3zoBatens oT CYBJI) saapy
CVYB/l yxe He TpeOyercs 3HaHME MMEHU U Napoist cyowbekra. s aaropuTMoB JOCTyIa
JIOCTATOYHO TOJIKO UACHTH(UKATOpa CyOhEeKTa.

[Tpu xpanenuu uH(OpMaIK O mpaBax cyObekra (cM. pazgen CxeMa XpaHEHUs JTaHHBIX)
CYB]] ucnonb3yer uAeHTU(UKATOp CyOBEKTa, a Takke HIECHTH(PUKATOPHI OOBEKTOB, K
KOTOPBIM CYOBEKT UMEET AOCTYII.

J171st Kax/10r0 YCTAaHOBJICHHOTO KaHama cBs3H ¢ npuiokenueM CYB/] xpanut y ce0s B mamMsTi
CIIEIYIONLYI0 HH(POPMAIIHIO:

* uaeHTU(UKATOP CyOBEKTa;
* uaeHTU(DUKATOP TPUIIOKEHUS (TIpoIiecca U 1aXKe HUTH);

* aJpec KIMEHTCKOM CTaHIIUU U THIT CETEBOTO MPOTOKOIIA (TIpU CETEBOM paboTe).

Taxum o0pas3oM, ceaHc pabOThl CyObEKTa HAUMHACTCSA C UACHTU(DUKALIUY U ayTeHTU(DUKAIINH
cyowekra, pu 3toM CYBJI cBs3bIBaeT mocieqHero ¢ ero uaeHtudukaropom. JlanHas cBs3b
MPEKpaIaeTcs TONBKO mocie oTcoequHenus cyobrexta or CYB/I.

Kpome toro, CYB/] ocobeHHO BakHO, 4TOOBI OTBETHI HA BCE 3alPOCHI MPHIOKECHHS ObLIN
MOJTyY€HBI TOJILKO 3TUM IMPHJIOKEHUEM U HUKAKUM JIPYTHMM. DTO PEAU3yeTCsl C MOMOIIBIO
uaeHTU(UKATOpa MPUIIOKEHHUS, KOTOPHIA MPUCBAUBACTCS €My OINEPAIMOHHOW CHCTEMOW B
MOMEHT 3artycka. [Ipu ycTaHOBIEHUU CBS3M NMPUIOKEHUE, UCIONb3Yysl HHTep(derc HUKHETO
ypoBHs, coobmaer sapy CYB]Jl cBoit maentudukarop (a mpu cereBor padboTe M aapec
CTaHIIMM), TaK YTO, MOChUTast mpuiiokeHuto otBeThl, CYB/] Bnaaeet nmonHoi nHpOpManuei o
TOM, KOMY MO>KHO T€peChlUIaTh MOJHbBIN a/ipec HyKHOTO MPUIIOKESHHUS.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

B cnyuae, korna ucyesaet xoTs Obl OIMH U3 KOMIIOHEHTOB CBA3H (ylaisieTcsi CyObeKT, aaaeT
IIPWIOKEHHUE, OTKIIIOYAeTCs KIMEeHTcKas craHuus), sapo CYBJl, cnenys ycTaHOBIEHHBIM
TaliM-ayTaM, pa3pbIBaeT 00pa30BaHHYIO CBS3b.

ITpu nomnbITKe MOJIB30BaTENs OTKPBITH KaHal cBsi3U, CYDB/] npoBepser mMs 10ab30BaTeNs U
€ro MapoJb.

HpI/I 9TOM BO3MOKHBI CJICAYIOINHUEC CUTyalluu:

¢ UMs U IIapOJib MOJIBE30BAaTCIA BBEACHBI IIPABUJIBHO — MMOJIB30BATCIIb JOITYCKACTCs K Bﬂ,

* UM MIOJL30BATENS BBEIEHO HEBEPHO — BBIIAETCS COOOIICHHE O TOM, UTO UMS ITOJIb30BaTENs
BBEJICHO HeBepHO (HemszBecTHOe wmMs mnojsb3oBaTesis). lloms3oBarens k B/ He
JIOTTYCKaeTCs;

* TapoJib TMOJB30BATENsI BBEACH HEBEPHO — BBIAACTCS COOOIIEHHWE O TOM, YTO TMapoilb
MOJIL30BATENsl BBEACH HEBEPHO (HeBepHu apoJsib nojb3osaTeris). [lonp3oBarens
K b/l He nomyckaercs.

KoHTponb gocTtyna B npouecce o6paboTku 3anpoca

O6paboTka SQL-3ampoca COCTOUT U3 HECKOJIBKHUX ITAIOB:

1) TpaHcnALuMsA 3ampoca U MPUBSI3Ka €ro JIEMEHTOB K ¢puzndeckuM oobexTam b/1;
2) BBIMIOTHEHHE 3aMpOcCa;

3) nepcaavda pe3yjibTara BBIIIOJIHCHHA 3aIlIpOCa IMOJIb30BATCIIHO.
HpOBepKa IMpaB AO0CTYyIIa BBIMMOJIHACTCS HAa KAXKIAOM JTallC.

Ha nepBom sTare mpoBepsieTcsi, B OCHOBHOM, JIOTHUECKas 3allIUTa Ha CaMOM BBICOKOM (00111eM)
YpOBHE.

BTOpOﬁ 9Tall, B CBOXO O4YCPCAb, TAKKC COCTOUT M3 HCCKOJIbKHX 3TallOB. HpI/I 9TOM 06T>CKTI>I,
Y4aCTBYIOIIKEC B 3alIPOCE, ITOCICAOBATCIIbHO BOBJICKAIOTCA B ITPOLECC O6pa6OTKI/I.

B CYBJ JIMHTEP mnpaBa gocryna nmpoBepsilOTCS TOJbKO B MOMEHT NpHBJIEYeHMs
oYepeHOro 00beKTa K mpoueccy oopadorku 3ampoca. Takum o6paszom, CYBJl moxer
MOTPATUTh JIOBOJIBHO MPOJIOIKUTEIHFHOE BpeMs Ha 00paboTKy 3ampoca, oKa He ONpeIeinT,
YTO OHA HEBO3MOXKHA.

C npyroii cTOpoHBI, eciH B Iporiecce 00paboTKu 3ampoca KTO-TO U3MEHSIET MpaBa CyObeKTa,
TO JIaHHbIe U3MEHEHHsI MOTYT CKa3aThCsl yxKe Ha 00paboTke Tekyuiero 3ampoca. [lo kpaitneit
Mepe, IpU TaKOM TOAXOJAE BO3pacTaeT BeposiTHOCTH Toro, uto CYB/l npumeT Bo BHUMaHME
M3MEHEHHE MpaB JOCTyTa.

BaxkHocTh TOro, YTO TMpOBEpKa IOCTyHa MEpeHeceHa B 3Tal 00paboTku, OOycCIOBIEHA
OCBOOOXJEHHEM TEpBbIX JBYX 3TallOB OT AOMOJHUTENBHBIX MPOBEPOK. DTO IMO3BOJISET
MNPUKIAJHBIM TMpOrpaMMaM CBOOOJHO HCIIOJIb30BaTh YK€ OTTPAHCIMPOBAHHBIE W
MIPUBSI3aHHBIE 3aIIPOCHI.

Mpamasa nepepayva npas

B CYB/] JIMHTEP B kauecTBe OAHOTO M3 OCHOBOIIOJATAKOUIMX MPHUHAT HPUHUMUII MPSIMOU
nepeaavyu mpas.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

Jnst Toro 4TtoObl MCKIIOYUTH BO3MOXXHOCTH HEKOHTPOIUPYEMOTO PACHpOCTPAHEHUs MpPasB,
MPUHSAT CAEAYIOINM IPUHIIUI: MPSAMasi epeaada npaB Ha 00beKT pa3pelieHa ToJIbKO sl
BJAJeJIbIA TAHHOI0 00bEKTA.

CyObexT, NoNMy4rBLIMIA KaKHe-I100 MpaBa Ha 4y>KO 0OBEKT, HE MOXKET OCYIIIECTBUTh IPSMYIO
nepegady mpas.

KocBeHHasa nepepa4a npas

KocBennas nepenaqa/OTMeHa IIpaB Ha 00BEKT BO3MOKHA TOJIHKO qycpe3 ariiapar poneﬁ.

B cjydace KOCBEHHOM pa6OTBI pPoOJIb  JOJIZKHA OBITH HAITOJIHEHA COOTBCTCTBYIOIIUMHA
BO3MOKHOCTAMHU, ITPEAOCTABJICHHBIMHU HAIIPAMYIO BJIaJACIbIIaMU 00OBEKTOB.

COSI[aTeJ'IL poJin MOKET Ha3HA4YaTb €€ APYIUM IOJIb30BATCIAM (B TOM 4YHCIIC H 0666).
Bnagenbisl 00BEKTOB MOTYT IOCJIC 3TOr0 MPOAOJIKATE HA3HAYATH IIpaBa Ha CBOU O0OBEKTEI
POk UK OTHUMATDh UX Y HCC.

Perncrpauunsa nencreum

Perucrpanus nerictBuii BoINOIHAETCS oacucTeMol npotokonupoBanus CYB/I.

3anyc1< IMOACHUCTEMBI ITPOTOKOJIMPOBAHU A BBIIIOJIHACTCA SQL-BaHpOCOMi

AUDIT START;

Jlnst BeIMOTHEHUWS 3ampoca HeoOoxoaumbl paBa DBA.

B pesynbrare B HyjneBoW 3amucu TaOJIMIBI ayluWTa yCTaHABIMBaeTCs (iar akTUBHOCTH
MOJICUCTEMBI IPOTOKOJIUPOBAHUSI.

OcTaHOB OACUCTEMBI TPOTOKOJIMPOBAHUS BbINOIHsAETCS SQL-3ampocom:
AUDIT STOP;

Jns BeImonHEHUs1 3ampoca Heobxomumbl mpaBa DBA. B pesynprare B HyneByrO 3amuch
TaOIMIBI ay/IMTa 3aHOCUTCS MH(POPMALIKA O MPEKPaIleHUH TPOTOKOIUPOBAHUSI.

[Ipu  Bo30OHOBIEHMH  PAOOTHI  TMOACUCTEMBI  IPOTOKOJUPOBAHUS  MPOJOJLKHUTCS
MIPOTOKOJIMPOBAHUE BCEX COOBITHI, YCTAHOBIEHHBIX JJO OCTAHOBKHU MPOTOKOJIHPOBAHHUSL.

B pexxume npoTokonMpoBaHus COOBITUI B TaOIUIE ayquTa MOTYT OBITh 3apEeTUCTPUPOBAHBI
JecTBus nojp3oBarencii b/, cBs3aHHbIC C:

* uAcHTU(UKAIMCH U ayTCHTHU(UKALINCH;
* 3ammpocaMu Ha JOCTYI K 00bekTam 3amuThl b/I;
* CO37aHUEM/yHUYTOXCHHEM 00BbEKTOB 3anuThl b/[;

* neiicTBusAMU 110 uaMeHenuto 11P]I.

Tabnuiia peructpanuu coObITUH ayiuTa CO3JAETCs B POLECCEe MHUIMATU3ALUU TOICUCTEMBI
pacmmpensabix Gynkiuit KC3 HCJ CYB/ JIMHTEP (cMm. nynkT MHuIManu3aims KoMIiekca
CPEICTB 3aIlMTHI JIaHHBIX). bojee monpoOHO o Tabnuile perucTpanuy U3JI0KEHO B pasfelie
MOHHUTOPUHT KOMILIEKCA CPEJICTB 3aIUThI JaHHBIX.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

MeTka gocTtyna

Bcem o0bekTaM KOHTPOJIS MPUCBAaUBACTCS METKA J0CTyNA.

Metku noctyna ucnionb3yrotcss CYBJ JIMHTEP pist npoBepku A0CTYITHOCTH HHPOpPMAITUH, a
TaKKe JIsl BO3MOKHOCTH OpraHU3alliy MPUHYIUTENBHOTO YIPaBICHHs JOCTYIIOM. MexaHu3mM
METOK JIOCTYyTIa — IJIaBHOE 3B€HO 00eCIeueHrs MaHAaTHOTO MPUHIIUIIA KOHTPOJIS 0CTYTIA.

MeTka 1ocTymna cofepXuT HHGOpMAINo 00 YpOBHE KOH(DHIEHIIMATBHOCTH (TSI OOBEKTOB,
TO €CTh JIaHHBIX) — METKY 00BbeKTa, 1 YPOBHE J0cTyna (AJs MOoib30Bareiei, CyObeKTOB) —
MeTKY CyObeKTa.

Kpome nepapxum ypoBHEl B METKE CONEPKHUTCS Takxke nHpopmarus o rpynmne. Peus nuer
O TpyIIax MoJb30BaTelNeli, KOTOPhIE JOJKHBI ObITh M30JIMPOBAHBI IPYT OT JIpyra (B cMbICIe
uHpopmarmm).

CoOTBETCTBEHHO rpymnmnam MIOJIb30BaTeIeH 0ObEKThI JaHHBIX TOXE pa36I/IBaIOTC}I Ha IrpyIniIibl.

Takum 00pa3oM, METKH TPEIOCTABISIOT KaK HEpapXuio JocTyma (ypoBHH), TaK U
TOpPU30HTAJIbHOE JieNieHne (00BEKTOB, CYObEKTOB).

Metkamu foctymna cHaOkaeTcs MHGOpPMaIKs BCeX YPOBHEH — OT TaOMUIlkI, A0 CTOJOmA U
3anmucu 1 Jaxke 3HadeHus nonei 3anucu. To ects B CYBJ JIMHTEP ecTts BO3MOXHOCTH
cHaOXXaTh BCE OOBEKTHI JOCTYIIA CIEIUATLHBIMU METKaM1 (00 UX COAEP)KaHUH YITOMUHAETCS
HUXKE).

Bce cyOBekThl mocTyma Takke cHaOxkaroTcss MeTkamu. [lpm mpoBepke nocTyma cyObekTa
K KOHKpeTHOMY 00bekTy CYB/] ocylecTBisieT TONOTHUTEIbHYIO TPOBEPKY, HE BBIINOJIHSAS
HEJIOCTYITHbIE JEHCTBUS.

B Hpumeuanne
CVYB/] JIMHTEP xpanut undopmaruio o painax coeir bJ[. B aktuBnom cocrostuuun CYBJ]
ucnonb3yet (aitinbl b/l MOHOMOIBHO U OJIOKHPYET TOCTYI K HUM JIPYTUX IPOrPAMMHBIX CPECTB.
Orpannyenue nocryna k ¢aitnam b/l npu HeaktuBHOM cocTossHUM CYB/] 10IKHO BBITOIHATHCS
cpenctBamu OC.

MeTka oO6bekTa
MeTka oObekTa obecneunBaeT GU3MUECKYIO 3alIUTY JaHHBIX.
MeTtka 00bEKTa BKIIFOUAET:

* TpyIIy cyObeKTa, KOTOPbIH CO3/1al TaHHBIA 00BEKT;
* ypoBeHb JocTyna Ha yTeHne: RAL-ypoBens (Read Access Level);
* ypoBeHb JocTyna Ha 3anuch: WAL-ypoBens (Write Access Level).

[TosiBenne B B/l HOBOro 00BEKTa KOHTPOJIS CONPOBOXKIAETCS TPUCBOCHHEM EMY
COOTBETCTBYIOIIEH METKH OOBEKTa, KOTOpas OyaeT CBsi3aHa C HUM JO0 MOMEHTAa ero
YHHAUYTOKCHUSL.

Haxe mepemenieHue (KOMupoBaHue) 0OBEKTOB (HANPUMEpP, W3 OMHON TAOIUIBI B APYTYIO)
HE WM3MEHHUT WX 3allUTHBIX aTpuOyTOB (10 KpailHEeW Mepe, HE CHU3HT). Tak, U3MEHUTHh
METKY 3alicH TaOJUIBI MOKHO TOJBKO MPH 3aMEHE BCeH MH(OpPMAIUKM 3TOW 3aIllHCH, YTO,
cOOCTBEHHO, PABHOCHJILHO €€ yIaJICHHUIO U J0OaBICHUIO BHOBD.

8 © AAMUHHMCTPUPOBaHME KOMILJIeKca cpeacTB 3amuThl JaHHbIX. AQ HIIIT « PEJIIKCy», 1990-2025



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

MeTka cybbekTa
MeTtka CY6’beKTa BKJIKOYACT:

* TpyMILy, K KOTOPOW NPUHAIICKUT CyObEKT;
* RAL-ypoBeHr cyObekTa — MakcuMaidbHbi RAL-ypoBeHb JOCTYNMHOH CyOBEKTY
nHpopmanuy;

* WAL-ypoBeHb CyObeKTa, TO €CTh MUHUMAaNIBHBIH RAL-ypoBeHb 00bEKTa, KOTOPBII MOKET
OBITh CO3/IaH TaHHBIM CyOBEKTOM.

B ominumne oT MeTok 00BEKTOB, METKU CYyOBEKTOB (II0JIb30BaTEseH) MOTYT OBITH U3MEHEHBI.
N3meHenne MeTOK JOCTyma CyObeKTOB — TipeporarnBa CyObekTa (aJIMHHHCTpATOpa
0€3011aCHOCTH).

OH MOeT nepeBecTd cyObeKTa U3 TPyIIbl B TPYIILY, U3MEHUTh YPOBHH JIOCTYTIA U IOBEPUSL.

EctecTBeHHO, UTO M3MEHEHHE BO3MOKHOCTEH CyOBEKTa HE JOHKHO OCTAThCS HE3aMEUEeHHBIM
— BCe MOA00HbBIE ACHCTBHS MPOTOKOJIHUPYHOTCS B TaOIHIIE ayIUTa.

Cxema xpaHeHus faHHbIX

Nudopmarus 000 Bcex CyObeKTaX, posiX U MX BO3MOXKHOCTSIX 10 OTHOIICHHIO K OOBbEKTaM
B/l xpanutcs B cinoBape b/I.

Jlis xpaHeHus JaHHOW MHQOpMAIMM TNpeAHa3HaueHa cucTeMHas Tabnuma $$SUSR (oM.
JIOKYMeHT «CHCTEMHBIE TaOJIHUIIBI U MIPEICTaBIeHNs», pasael «$S$SUSRy).

[TopnepxxuBaeMble Kareropuu npas: DBA, RESOURCE, CONNECT u BACKUP.

[IpenocraBnsieMble TPUBWICTHM Ha MAaHUITYJUPOBAHUE JaHHBIMU TaOmuipl: SELECT,
INSERT, DELETE, UPDATE, ALTER, INDEX, REFERENCES u ALL (Bce epeuncIcHHbIC
paHee).

KaTeI‘Opl/II/I mpaB UMCIOT TOJILKO ITOJIb30BATCIIN. HpI/IBI/IJIeFI/II/I — [NOJIb30BAaTCJIN U POJIH.

KaTteropus goctyna cy6bekta KOHTpons

ITons30Barento Ha3HAYASTCS OJHA U3 3-x KaTel"OpI/Iﬁ A0CTYyIIa K 00BeKTaM EI[

1) CONNECT-kareropus. [IpegocTaBisieT moap30BaTeN0 HaMMEHbIIIKE TTpaBa: J0cTyIl K B/]
C BO3MO)KHOCTBIO ITof1aBaTh SQL-3arpocsl Ha MaHUITYIMPOBaHUE JaHHBIMU;

2) RESOURCE-kareropus. [IpegocrasmisieT moap3oBatennio Bee npaBa Connect-kaTeropuu, a
TaKKe MpaBo U3MEHATh cxeMy b/l (co3maBarh/ynaisTh/U3MeHATh CTPYKTYpy 00bekToB BJI)
U TiepefiaBaTh APYyTrUM MOJIb30BaTENsIM paBa Ha CBOU OOBEKTHI;

3) DBA-kareropusi. IlpenocraBisieT MONb30BaTeN0 YpOBeHb aaMuHucTpartopa bJl[ ¢
MaKCHUMaJIbHBIMHU MPAaBaMH, BKIIFOYAIOLIMMU IpaBa Resource-kareropuu u npaso co3aaBaTh
HOBBIX noJyib30oBaTesnen b/I.

Bnagensiiem TabnuaHoro oowekra b/l (Tabmuiel/mpencTaBieHus) CUUTAETCsl MOTb30BaTEb,
CO3/IaBIIHI 3TOT 0OBEKT (IS €T0 CO3/MaHMsI OH JIOJDKEH MMeTh, kak MUHUMYM, RESOURCE-
Kareropuio). Bmangenern tabauyHOro oObEKTa MOJMydaeT Ha 3TOT OOBEKT BCE BO3MOXKHBIC
MPUBUJICTHH, BIUIOTh JI0 MPUBHWICTHUU Tepenadnd (OTMEHBI) HEKOTOPBIX W3 HUX JIPYTUM
noab3oBaressiM b/,
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

Brnagener Mmoxert nepenath Ha CBOW TAOMUYHBIN OOBEKT CIENYIOIINE MPUBUICTUU (WU UX

COBOKYIIHOCTb):

e SELECT — Ha YT€HUE TaHHBIX;

* INSERT — Ha go0aBiieHHE JaHHbIX;

e UPDATE —Ha Moz[H(bI/IKaumo JaHHBIX,

* DELETE — Ha ygajJcHHC JaHHBIX;

* ALTER — Ha U3MEHEHHUE MapaMeTpOB TaOJIUIIbI;

* INDEX — Ha NMOCTpOCHUE/yIaIeHIEe HHICKCOB TaOIHIIbI,

e REFERENCES — Ha cO3J]JaHHAE BHENTHUX KIJTIOUEH, CChIIAIONMIMXCS Ha Ta6JII/II_Iy;

* ALL — nojaHbIil Habop mpuBuieruii: SELECT + INSERT + UPDATE + DELETE + ALTER
+ INDEX + REFERENCES.

VYnanuts 00bekT b/l MoxeT Tonbko ero Biagenen. AqMuHucTparop b/l MoxkeT ynanuTh 00beKT
KacKaJIHO, BMECTE CO BCEU coaepKallel ero CXeMou.

Jlis BbI30Ba XpaHUMOW MpOIETyphl HEOOXOAMMO HMMETh MNpuBMierduio EXECUTE win
EXECUTE AS OWNER.

st onepatuBHOro apxuBupoBanus b/l nenrkom unu e€ oTaenbHbIX 00BEKTOB CPECTBAMU
CYB/l Heobxomuma npuBuierus BACKUP (110 YMOTYaHUIO 3Ty MPUBUIETHIO UMEET TOJIBKO
co3narens BJI).

Hasnauenue xareropuu nocryna cyonrexty koutpoiss KC3 HCJ CYB JIMHTEP moxet ObITh
OCYIIECTBJICHO CIIEIYIOUIMMHU CIIoco0aMu:

1) co3nanue cyobekTa KOHTpOJIs ¢ HesiBHBIM 3aanueM CONNECT-kareropun gocryma:

CREATE USER <ums nonb3oBarens> IDENTIFIED BY <naponb>;
2) co3nanue cyObeKTa KOHTPOJIS C IBHBIM 3a/laHUEM KaTerOpuH JOCTyIa:

GRANT <kareropus> TO <ums nons3oBarens™ [IDENTIFIED BY <naponbs>];

3) Ha3HaueHue (M3MEHEHHE) KaTeTOPUH JOCTYIIa CYIIECTBYIOMEMY CyOhEKTY KOHTPOJIS:
GRANT <kareropus> TO <ums noab30BaTems™;

Ecnmu Ga3za nanubix paboraer B pexume CERTIFIED (cm. mokyment «Co3naHue u
KoH(urypupoBanue 0a3bl JaHHBIX», TYHKT «Coznanue BJI»), To mobomy Moiab30BaTeto,
uMeroIeMy ypoBeHs pas DBA, nononnuTensHo paspematorcs cieayromue aeiicrsus (DCL
u DDL):

* Ha3HauY€HHUE U OTMEHA JIOOBIX MPUBUIIETUHN Ha JIIOObIE TaOIUIIBL;

* Ha3HauYeHHUE U OTMEHA JIIOOBIX MPUBUIIETHH Ha 3aITyCK JIIOOBIX MPOLETYP;

* CO3JIaHUE U yJaJIeHue Tabluil, "3BMEHEHUE X CTPYKTYPhI B CXeMax JI0ObIX MMOJIb30BaTesen
(Harpumep, MOCTPOCHHE U yAaleHUE UH]IEKCOB);

* CO3JaHHE U yAAJICHHE XPAHUMBIX MPOIEAYP, U3MEHEHHE U yIaJIeHUE UX UCXOIHOTO TEKCTa,
MEPETPAHCIALNIS TPOLEAYP B CXEMax JIFOOBIX MOJIb30BATEIICH;

¢ CO3JaHHUC, YAAJICHHUC, PA3pPCHICHUC U 3allpCT TPUITCPOB Ha Ta6J'II/II_U>I B CXeMax JI00OBIX
HOHLBOB&TCHCﬁ;

* JIIOOBIE onepanuru C IMoCjacaA0BaTCIbHOCTAMMA B CXEMAX JIFOOBIX IOJIb30BATEIICH.
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ApaneKTypa KOMILJIEKCA CPEACTB 3alIUThI JaHHBIX

B Hpumeuanue
[lonnepxusaetcs co coopku 6.0.20.4.

Ponu

Armnmapar poneil HMCHonb3yeTcs [UIsi pasTpaHHuEHUs JOCTyla CYOBEKTOB KOHTPOJS
CYBJl JIMUHTEP k oObekTaM:

1) coznanue ponu:

CREATE ROLE <ums ponu>;

2) ynaneHue posu:

DROP ROLE <uwms ponu>;

3) IpUCBOEHUE POJIN MOJIB30BATEIIO:

GRANT ROLE <ums ponu> TO {<ums nons3oBareis™ [, ...| | PUBLIC};

4) oTMeHa MPUCBOCHUS POJIU:
REVOKE ROLE <ums ponu> FROM {<ums nons3oBarens™ [, ...] | PUBLIC};

Ecnu nonb3oBarens CO31a€T poib, TO N0 YMOJYAHUIO OHA €My HE Ha3HaueHa (TO €CTh IO
YMOIJTYaHUIO Y HETO HET MPUBUIIETUH 3TOH ponu). Ho OH MOXeT Kak Ha3Ha4MTh ee cede (Kak
1 BCEM JIpYT'MIM) U MOJIYYHUTh €€ NPUBUJIETUH, TaK U OTHATH €€ y ce0s (Kak U y BCEX APYTUX)
U OIIATH HE UMETh €€ IPUBMIIETHH.

Yn paBlieHune npusunerndaMmm gocrtyna

[TpuBuerun 10CTymna MOTYT ObITh HA3HAYCHBI KAaK MOJIb30BATEISAM, TaK U POJISM:
1) Ha3HaYeHME MPUBWIETUH JTOCTYIIA II0JIb30BATENIIO:

GRANT <mpusunerus> ON <ums o0bekra> TO <ums monp3oBareis™;

2) oTMEHa IPUBUJIETUH JIOCTYIIA IIOJIb30BATENIO:

REVOKE <mpusmierus> ON <ums o6bekra> FROM <ums nosnab3oBaremns™;

3) Ha3HauYeHHE NPUBWIETHH JOCTYIA POJIU:

GRANT <mpusunerus> ON <ums o6bekra> TO <ums pomn>;

4) oTMeHa NPUBUIIETUH JIOCTYIIA POJIU:

REVOKE <mpusuierus> ON <ums o0bekTa> FROM <ums ponu>;

B IHpumeuannue
Jns moctyma k o0bekty bBJl ¢ TpeOyemoii mpuBWIErHe MaHHAs MPUBUJIETHS JIOJDKHA
ObITh Ha3Hau€Ha IIOJIb30BATENI0 JUOO C MOMOIIbI0 MEXaHW3Ma Ha3HAUYEHUs MPUBUIIETUI
I0JIb30BaTEIISIM, JINOO C MOMOLIbI0 MEXaHN3Ma Ha3HAYSHUsI TPUBUIIETHI POJIH, TPU HA3HAYEHUU
ATOM POJIH MOIB30BATEINIO, JIMOO MTPU HA3HAYCHUH TTPUBUJIETHH 10CTya K 00bekTYy PUBLIC (1011
PUBLIC umeeTcs B BUAy KOMaH1a Buja "grant <npuBuierus™> on <o0bext> to PUBLIC").
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To ectb, nna mombp3oBarens ACUCTBYET COBOKYHMHOCTh (0OOBEIMHEHHE) BCEX NPUBUICTHN
JUCKPELHMOHHOIO IOCTYIIA: MOJIyYCHHBIX HANIPSIMY1O0, Uepe3 poJi, uepe3 PUBLIC u NPUBUIICTHH,
KOTOpBIE OH UMEET, KaK Biiajienelr] 00bEeKTOB.

pynnbl nonb3oBaTeneun

Bce nonb3oBarenu B/l paznensrorcs Ha HEMEpPECEKAIOMIUECs TPYIIIbI.

['pynna onuceiBaeT 00NACTh JOCTYHHBIX 4WIEHAM TPYIIbl JaHHBIX. JIs KaXI0W TpymIbl
cyliecTByeT aiMuHucTparop rpynmns! (DBA-rpynmnsr), co3nannslii cozaarenem bJ1 (rpymma 0).
IIpunauieskHOCTE IpyIe 3a1aercs komanaou ALTER.

[Tonp30Barenn OTHOM TPYNIBI HE BUIAT JAHHBIX ITOJIB30BATEIEH APYTON TPYIIIIBL.

B Hpumeuanue
['pyIIIbl HE CYUTAKOTCS 3apaHEE TAHHBIMHU, KAJKYIO0 U3 HUX IIEPE]] HCTIOIB30BAHUEM HEOOXOIUMO
CO341aThb.

[ns ynpasnenus rpynnamu cosaareneM b/l ucnonb3yrorcs 3anpocst:

¢ CO3JaHUC I'PYIIIbI;

¢ HU3MCHCHUC MMCHU I'PYIIIIbI;

¢ Ha3Ha4YCHHC I'PYHIILI I1IOJIB30BATCIIIO,
¢ MPECAOCTABICHUC NJOBCPUS I'PYIIIIC,

¢ OTMCHa JOBCpUA I'pYIIIIC.

Co3paHue rpynnbl
[1] <co3maHue rpynmer>: :=
CREATE [IF NOT EXISTS] GROUP <cnenuduxaims rpynnsr>
[2] <cmemuduranus rpynmer>: : =
<M TPYNNbr> [=<4YUCJIOBON UACHTU(HUKATOP IPYIILL>|
[3] <wums rpynner>: : = <CUMBOJBHBIHN JIUTEpAT>
[4] <uumcnoBoit uneHTH(GUKATOP TPYNIBE> : : = <[EIOYUCICHHBIN JTUTEepar™>

<YHUCIIOBOU MIAECHTU(PHUKATOP TPYMIBLL> MPEACTABISAET COOON YHCIOBOE 3HAUEHUE B TMANIa30HE
[1-250]. 3nauenus B quamnaszone [251-255] 3ape3epBUpOBaHbI.

I'pynna 0 — rpynna cosgarenst BJI. Ilpu coznanuu nosnb3oBarenss eMy aBTOMaTHUYECKH
IIPUCBANUBACTCs IPYIIIA CO3AATEIIA.

Tonbko co3parens b/l MoxeT co3maThk Moab30BaTesid B TpyIIie, OTIMYHONW OT CBOCH.

IIpumepsl.

create group "1-m ormen";
create group ageb50;

create group "Boeunnpenwu"=8;
create group "1";

[Ipu co3manum Tpynmel B Tabmuiyy $$SGROUP 3aHOCHTCS 3amuch ¢ RowId, paBHBIM
YHCIOBOMY HAeHTU(UKaTopy rpynnbl. Eciv oH He yka3aH, TO NMpPHCBAUBAETCS TEPBBIH
CBOOOIHEBIN.
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M3mMeHeHne nmeHu rpynnbl

[1] <u3MeHeHue MMEHHU IpyNnbr>: : =
ALTER GROUP <crneuundukamnus rpyons> SET <cneuwmdukanuys rpyomsr>

[Ipumepsl.

alter group "nepseM oTmen" set "rpynmna MapkeTrmHra';
alter group ageb50 set aged5;

Ha3HavyeHue rpynnbl nonb3oBaTesnto

Ha3naueHue rpynmsl Mojib30BaTENI0 BO3MOXKHO Yepe3 KOMaHIy OMpPEIACIICHHS TOIb30BaTels
(1-# cnoco0) win yepe3 KOMaHIy MOAM(PHUKAIMK ONMPEACICHHUS IMOJb30BaTelsA C MOMOIIBIO
JIOTIOTHUTENBHON KOHCTPYKIMU GROUP  (<crneumdbmuranms rpynner>) (2-i cnocoo).

1-# crioco6:
[1] <na3HaueHue rpyIMIIbI 10JIb30BATENIO> & & =
CREATE USER <ums nons3oBarens™> IDENTIFIED BY '<naposp>'
GROUP <cneunduranms rpynmnsr>

2-i1 cnoco0:
[1] <na3zHaueHuUe TPyMIIbI IOJIB30BATENIO> & & =
ALTER USER <ums nons3oBarens> GROUP <cneuudukaums rpynosr>

IIpumepsl.

create user a identified by '12345678' group "l1l-u ortmen";
alter User b Group Admin;

NMpepocTtaBneHne goBepus rpynne

[Tonp3oBaTenu rpymnibsl A MOTYT BHAETh JaHHBIE MOJb30BaTENEH rpynmnsl b B ciydae, ecnu
DBA-rpynmst b ycranoBun dutar qosepus rpyrre A:
[1] <mpenocrtaBieHue qOBEpus Fpymme™: : =
GRANT ACCESS ON <rpynna-goseputens> TO {<rpynma-npuemaux> | ALL}
[2] <rpynma-nmpueMHHK>: :=
creruguKanus rpyIiibl, KOTOPOIl «OKa3bIBAIOT JOBEPUE).
[3] <rpynma-moBepuTeNb>: : =
creruguKanus TPyIIbl, K JaHHBIM KOTOPOI MOTYT 00paIaThCsi MOJIb30BaTENN <IPYIIIbI-
IIpUeMHHUKa>

IIpumepsl.

grant access on "1-u ormen" to "BoeHnpenm";
grant access on age45 to all;

OTmeHa goBepusa rpynne
[1] <orMeHa moBepus rpymnmne>: :=
REVOKE ACCESS ON <rpynna-gosepurens> FROM {<rpynmna-npuemuux> | ALL}
[2] <rpynma-mpueMHHK>: :=
creurUKaIus rpynibl, KOTOPOH «OTKa3bIBAIOT B IOBEPUM.
[3] <rpynma-goBepuTeNp>: :=
creurUKaIys rpymibl, KOTOpast 0TKa3bIBaeT <rpymnie-NpUeMHUKY> B TOCTYIIE€ K CBOUM
JTAaHHBIM.

[Tpumepsl.

© AIMHUHHMCTPHPOBaHUE KOMILIeKca cpeacTB 3ammThl JaHHbIX. AO HIIII « PEJISKC», 1990-2025 13



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

revoke access on "BoeHnpepe" from "rpynna MapkeTtmHIa';
revoke access on age45 from all;

Ypo

YpoBHU 10BEpHs HE MOTYT OBITH BJIO’KEHHBIMHU.
Bce nansble, cO31aHHBIE OT UMEHM MOJIb30BATEN S, IOMEYAOTCS €r0 IPYIIOM.

Omnwucanus TPy XpPaHITCS B CUCTEMHON Tabnmuie $$SGROUP (cM. TOKyMeHT «CHcTeMHbIe
TaOUIIBI ¥ TIpe/ICTaBIeHus Y, pa3aet «$SSGROUPY).

Onucanue ypoBHEH 10BEpHs 3ape3epBUPOBAHO AJIs AAJIbHEHIIIETO NCIIOIb30BaHUS.

WwMst Tpynimibl, Kak U ONMHMCAHUE, MOXKET U3MEHUTD JIMOO MOIb30BaTeNb ¢ npuBmierneii DBA,
60 coznarenb b/] mpu momomm SQL-nipemnoxenuss ALTER GROUP.

Homep rpymmsl BXOOUT B METKY BceX 00bekToB B/I.

BHM gocTtyna

VYpoBHU nocTyna BBoOAATCA Ais npoBepku Ha ypoBHe sapa CYBJl JIMHTEP npas Ha
OCYIIECTBIIEHUE YTEHUS/3aMUCH UH(POPMAITHIH.

BBogasiTes cneayroliye ypoBHHU A0CTyNA:

1) nns monmb3oBarens (CyObeKTa):

* RAL-ypoBens nocryna. [lonb3oBatens MOXKET Mony4ars (UnTaTh) nHpopmaiuio, RAL-
YPOBEHb KOTOPOI He BbIIIE €r0 COOCTBEHHOTO YPOBHS JOCTYIIA;

* WAL-ypoBeHb J0BEepHs Ha MOHWKEHUE YPOBHS KOoH(puAeHInanbHOCTH. [lonb30Barens
HE MOXET BHOCHUTH HH(opManmio ¢ ypoBHeM goctymna (RAL-ypoBHeM) Goee HUZKHM,
yeMm naHHbli WAL-ypoBeHb nosb3oBarens. To ecTh Mojb30BaTellb HE MOXKET CJIENaTh
JOCTYIIHYIO eMy MH(pOpPMaluio MeHee KOH(PHICHIHMAIbHON, YeM YKa3aHO B JaHHOM
napaMmerpe.

2) nnsa uaopmanuu:

* RAL-ypoBens utenus. [lonp3oBarens MOXeT monyyars (4utarh) HHGopMammio, RAL-
YpOBEHb KOTOPOH HE BBIIIE €ro coOCTBEHHOro RAL-ypoBHS (MOXET 4HTaTh MEHEe
KOH(UACHIMAIbHBIE JaHHBIC);

* WAL-ypoBeHb IEHHOCTH WJIM YPOBEHB JIOCTYIIA HA 3aMUCh (MOAU(UKALINIO, YIAICHUE).
[Tonp3oBatens MoxkeT Moauduuuponars (yaanarb) wuHpopmanuio, WAL-ypoBeHb
KOTOpOH He Bbilie ero RAL-ypoBHs.

Bo3MmoxkHBIE COOTHOIIIEHUS ypOBHeﬁ IMpCACTABJICHLI B Ta6J'II/II_Ie l

Tabmuua 1. CooTHomeHus1 ypoBHEH npu BeinosiHeHuu DML -onepanuit

RALRN WAL
RALwn (urenne) RALu < RALn (3armuch) RALu > WALnD
WALn (Monudukays, yaaieHue) -
WALn < RALn

RALn - RAL-ypoBeHp pnoctyna mnonb3oBatens. WALn — WAL-ypoBeHb noBepus
MOJIb30BaTeNsl Ha TOHIKEHHE YpOBHA KoHuaeHiuambHocTH. RALuM — RAL-ypoBeHb
yrenus nHpopmarmu. WAL — WAL-ypoBeHb 1IEHHOCTH MJIM YPOBEHb JOCTYIIa Ha 3alucCh
(MomuduKanyro, yraieHue) HHPOPMAITHH.

14
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KonTponupytorest 10 ypoBHeit noctyna (Homepa 1-10). YpoBuu 11-15 3ape3epBupoBaHbI.
Bcem co3naBaeMpIM nonb3oBaressiM bl o yMOI4aHHIO yCTaHABIMBAETCS yPOBEHb JOCTYyINa
0 (mpu3HaK OTCYTCTBUS KOHTPOJIS IO MAaHJAaTHOMY JIOCTYIY, TO €CTh IOJIb30BaTeId UMEIOT
BO3MO)KHOCTb YHMTaThb U MOJU(PHUIMPOBATH BCE JOCTYNHBIE UM IO MAaHIATHOMY HPUHIIUITY
KOHTPOJIS IaHHBIE).

Co3pnarp nosb3oBatelnis ¢ Npou3BoibHBIME RAL/WAL-ypoBHSIMH MOXET TOJIBKO CO3/1aTellb
BJl. Ocranpabie ammunuctpatopsl bJl (momb3oBarenu kareropuun DBA) umeror mpaso
co3aBaTh nojb3oBareneil b/ (Miau M3MEHSATh UM ypOBEHb JOCTyIa) TOJIKO B Ipenenax
OTBEJICHHBIX JaHHOMY aiamuHHcTparopy RAL/WAL-ypoBHe#l (Ha uTeHHMEe — HE BbIIIE, Ha
3aIUCh — HE HIKE).

ITonb3oBarenb MOXET SBHO 3aJaBaTb YPOBEHb JOCTyIla BBOAMMBIX [AHHBIX, yKa3blBas B
CIHCKe aTpuOyTOB YPOBHH JIOCTYTIA JIIsl COOTBETCTBYIOLIUX 3aMuceil U nonel (Ipu onepanuu
INSERT wiu UPDATE).

RAL-ypoBens 1 WAL-ypoBeHb BHOCUMBIX JaHHBIX O€pyTCsl KAK MAaKCUMYM yCTaHOBJIEHHBIX
RAL-ypoBHst 1 WAL-ypoBHSI [UIs KaHaJ1a/OIh30BaTENs], BHOCSIETO/M3MEHSIONIETO JaHHBIE.

3ammiaeMple 00ObEKTHI: ITOJIB30BATEIN, TAOJHUIIBI, CTOIOIBI, 3aIMMCH (BHOCATCS TP INSERT),
noJisi 3anuceit (u3MeHsitoTcs mpu UPDATE).

Mpumep

create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "S" = 3;
create if not exists level "C" 4,
create if not exists level "CC" = 5;

drop user Ul cascade;
create user Ul identified by
grant dba to Ul;

alter user Ul level ("S",

'12345678"';
"C") :

! <MeTka »moCTyla> NOJb30BaTesa ##3#4.

username U1/12345678

! <MeTka pmocTyma> Tabiuuel ##3#4

! (HacjnenyeTcsa oT <MEeTKM IOOCTyIa> CO3IaTelis) .

create or replace table TAB1 (id int, name char (10));

! <MeTka pmocTyla> pobapygeMol sammcu ##44#4.

! Toslb30BaTEJyIb MOXET BHECTM CTPOKYy ##4#4,

! Tak xak RAL-ypoBeHbB MHPOpMalLMM coBHazaeT ¢ WAL-ypOBHEM
! nmoymp30BaTesiga. Ho y mHoJjib30BaTesid HET IOOCTyIla Ha BallChb
! B Tabmauuy, TakKk kak WAL-ypoBeHb TabOaMuel Bblle RAL-ypPOBHSHA
! moyep30BaTENA.

! ommbra 1070

insert into TABl wvalues (101, "'newl');

! <MeTka pmocTyla> pobapygeMol sammcu ##3#4.

! Toslb30BaTEJIb HEe MOXEeT BHECTM CTPOKy ##3#4,

! Tak xak RAL-ypoBeHb MHOQOpMauuM HMWXe WAL-ypOBHSA [IOJIE30BaTEJIA.
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! ommbxka 1070

insert into TABl##3#4 values (102, 'new2');
! ommbxa 1070

insert into TABl##4#4 values (103, 'new3');
username SYSTEM/MANAGERS

drop user U2 cascade;

create user U2 identified by '12345678';
grant dba to U2;

alter user U2 level ("3", "DSP");

| <MeTka pmocTyIla> IoJib30oBaTessa ##3#2.
username U2/12345678

| <MeTxa pmocTyna> Tabnamuel ##3#2.
create or replace table TABZ2 (id int, name char (10));
insert into TAB2##4#4 values (102, 'new2');

WNudpopmaruss 06 ypoBHSX AOCTyla XpaHUTCS B CUCTEMHOM Tabnmuue S$SS$SSLEVEL (cMm.
JOKyMeHT «CHCTEMHBIE TaOJIMIIBI M IIpeIcTaBlIcHus, pasaen «$$SSLEVELY).

YnpaBneHue ypoBHeM OOCTyna nonb3oBaTenemn

Jns ynpaBieHus ypoOBHSMM JIOCTyIa Iojb3oBarened cosznaareneM bJ[ ucnonb3yrorcs
CJIEYIOIINE 3aIPOCHI:

Co3paHue ypoBHA
[1] <co3nmaHue ypoBHS>: :=
CREATE [IF NOT EXISTS] LEVEL <ums ypoBHs> = <HOMEp YPOBHS>

[2] <ums ypOBHS>: : = UAECHTH(PHUKATOD
[3] <HOMep ypOBHS>: : = IEJIOUYUCICHHBIN JUTEepall B quana3one [1-10]
[Tpumep.

create level 1L10 = 10;

B Hpumeuanue
Homep ypoBHSI MOYKHO HCIIONIB30BATh B KAYECTBE HIACHTH(UKATOPA [P OTIPEACICHUHN TOCTYIIa,
Hanpumep, AA#10#2#3.

NepenmeHoBaHMe YpPOBHSA
[1] <mepenMeHOBaHHWE ypOBHS>: :=
ALTER LEVEL <uwms ypoBHa> SET <HoBo€ MMs ypOBHSI>

BrinonHenne gaHHOTO 3ampoca JOCTYIHO TOIBKO co3aarento b/l
HasHauyeHue ypoBHS AocTyna nonb3oBaTersto
HasnaueHue ypoBHS JOCTyna TOJb30BATEII0 BO3MOXKHO 4Yepe3 KOMaHIY OIpe/leleHUs

MoJIb30BaTelNsi MO0 KOMaHAy MOAM(UKAIMH ONpPEICICHHUsS TOJNb30BaTeisl C MOMOIIBIO
JIOTIOTHUTEILHON KOHCTPYKIMU LEVEL (SRAL>,<WAL>):
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[1] <na3HaueHue ypoOBHS IOCTYIIA IIOJIb30BATEIIO> : @ =
CREATE USER <uwms nons3oBarens™> IDENTIFIED BY '<naposs>'
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);
[2] <Ha3zHaueHuUE ypOBHS IOCTYIIA IIOJIb30BATEIIO> : @ =
ALTER USER <ums nosbs3oBaresns>
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);

[Tpon3BoibHBIE YPOBHU JOCTYIIa MOXKET HazHAYaTh/U3MEHATh TOJIBKO co3aarens b/l, mpoune
nonp3oBarenu bJ] MoryT HazHauaTh/M3MEHATh YPOBHU JOCTYTIA B Mpe/ieiaxX Ha3HAuY€HHBIX UM
YPOBHEM.

IIpumepsl.

create user a identified by '12345678'
level ("COB.CEKPETHO", "IJIs CJI.IIOJIL3OBAHMA") ;
alter user b level ("COB.CEKPETHO", "IIJIsd CJI.IIOJIL3OBAHUA") ;

YnpaBneHue ypoBHeM AocTyna K Tabnuue

B oneparopax ALTER TABLE m CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyNa JUJIs
BCel TabIuIIbl Yepe3 KOHCTPYKIU0 LEVEL (<RAL>,<WAL>), Halpumep:
create table t (h INT, j char(10))
level ("COB.CEKPETHO", "IIJIA CJI.IIOJIb3OBAHUA") ;

B Ipumeuannue
3anpemeno co3Ianue TaOaMIbl ¢ BBICOKMM YPOBHEM CEKPETHOCTH Ha YCTPOMCTBE ¢ HM3KHM
yPOBHEM CEKPETHOCTH.

YnpaBneHune ypoBHeM A0CTYyNa K cTonouy Tabnuubl

B oneparopax ALTER TABLE u CREATE TABLE MOXHO yKa3aThb YpPOBEHb AOCTyMa s
CTOJIOIA Yepe3 KOHCTPYKIHU0 LEVEL (<RAL>,<WAL>), HallpuMeD:
create table t(h int
level ("COB.CEKPETHO", "IJI CJI.IOJIB30OBAHMA"), j char(10));

Ecmm st TaGnuipl 3a1aHbl YPOBHH MaHJIATHOTO JOCTyMa, a JiIsi KaKMX-TO €€ CTOJIOIOB
HE 33J[aHbl, TO YPOBHU MaHJIATHOTO JIOCTYIIa TaKUX CTOJIOIIOB OEpyTCS PaBHBIMH YPOBHSIM
JIOCTYTIa TaOJIHIIBI.

NMpeacraBneHue rpynn n ypoBHen B SQL-
BblpaXXeHUsX

Belirie Ob110 OMpeieneHo, 4To MeTKa TOCTyMa (MM MeTKa MOJIb30BaTessl) BCEraa COCTOUT U3
TPEX COCTABJISIOIINX: HOMepa (UM UMEHH ) TPYTIIbI U ABYX HOMEPOB (MMEH) YpOBHEH JOCTyna
(RAL, WAL):

[1] <wmetka goctyma>: : = #[[*]<rpymma>]#[[*]<RAL>]#[[*|[<WAL>]

<MeTKa IOCTYyIla> MOXET COINPOBOXKIATh KaK BCIO Tabnwily (3amuch TAONHUIIBI), TaK U
cTonOer] TabnuIIbI (I10JIe 3aIuCH).

Konctpykuust Buma ### mpucBaWBaeT MOJK0 METKY JOCTyNa TEKYLIEro IMOJb30Barelis, a
KOHCTPYKIIHS BUAa #*#*#* ocTaBiser METKy JOCTYyTIa 1mosisi 0€3 H3MEHEHHS.
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IIpumepsl.

update TEST set i###=200 where i=3;
update TEST#*#*#* set 1i=200 where i=3;
update TEST#*#"ICIH"#* set 1=200 where 1i=3;

Mony4yeHune nHcpopmauum o MeTkax gocrtyna

s nonyvenust nHGopMaIyu 0 METKe JOCTYTIa UCTIONIb3yeTCsl BCTpoeHHas B SQL ¢yHKuus.

CuHTaKkcuc

SECURITY ({*|<mums cTombua>},{'R'|'W'|'G'});

OnucaHue

I) '"R" | '"W' | 'G' — THO YaCTH METKHM JIOCTyTa WM YKa3aHUE JIJIS BBIJAYW 3HAYCHUIN
RAL, WAL 1 GROUP COOTBETCTBEHHO;

2) (I)YHKI_II/IH BCCIlla BO3BPAIIACT 3HAYCHHUC THUIIA integer, ABJIIAOIICCCS 3HAYCHHUCM YKaSaHHOﬁ
4aCTHu MCTKH. HpI/I 9TOM €CJIN:

* B KauecTBE IMEPBOT0 MapameTpa ynoTpeOsieH CUMBOJ 3Be3ouka (*), TO pe3yiabTaToMm
¢byHKIMU OyIeT ClIy)KUTh 3HAYCHHE YKAa3aHHOW (BTOPHIM MapaMETPOM) YacTH METKH
TeKylleil CTPOKH;

* B KauecTBe NEPBOTo MapaMeTpa yHnoTpeOiIeHo UMs CTosIOa, TO pe3yabTaT GyHKIUUA —
3HAYE€HHE YKa3aHHOW YacTH METKU COOTBETCTBYIOILETO CTOJ0LA TEKYLIE CTPOKH.

3) GyHKLIMIO MOXKHO HCIOJB30BaTh B Tex Mecrax SQL-3ampoca, rie mo CHHTakcHCy
JIOITyCTUMO MCIIONIb30BAHUE CKASIpHOW (QyHKIMH. DTO MOXKET ObITh MOJy4YeHHE
crnpaBoyHOi uHpopmarun — Ha Beixoe SELECT-3anpoca win B IOMCKOBOM YCJIOBHUH (B
WHERE-npennoxenun).

SELECT-BbIpaxeHus

Kpome Boineonucannoit gpynkiuu SECURITY B SELECT-BbIpakeHUsIX HET ClEUAIbHBIX
BO3MO)KHOCTEH Ul MCHOJIb30BAHUS METOK, KOH(PHUIECHIIMAILHOCTH U 1p. Bee aelicTBus mo
nposepke nocryna npousogsates aapom CYBJ[ JIMHTEP npo3pauno ais mosib30Baressi.

B Hpumeuyanne

Boinonusisi mouckosslie omepanuu, sapo CYBJ[ Oyaer mpuHHMaTh BO BHUMAaHHUE TOJIBKO
AOCTyNHbIe (BUAMMBIE) MOJIB30BATENIO JaHHBIE. TakuM 00pa3oM, Y Ka)JOro IMOJIb30BaTENs
OyZeT cBoe MpeACTaBIEHUE O COAepKaHUM NaHHBIX B b/ niu ee Tabnuiax.

CrnenoBatenbHO, CyOBEKTHI, OOJMUEHHBIE OONBIIMM JOBEpHEM, OyayT BHAETH OOJbIIE
UHPOPMALIMU TaM, TIe Jpyrue MOJIb30BaTeNd HANAYT JUIIb HEOONBIIYI0 YacTh JAAHHBIX
(IOCTYyIHBIX UM).

OnHako eciu MpU BHITIOJTHEHWU TOMCKOBOM OINEpalliyd BCTPETUIIACH CEKPETHAas 3aluCh,
YIAOBIIETBOPSIOIIAS YCIOBUSAM IIOMCKA, HO HE COOTBETCTBYIOLIAs YPOBHIO JOCTyIa
MOJIb30BATENA, Takas 3aluCh HE WTHOPUpPYETCA, a Bblmaercs koj 3aBepuieHus 1070
(HapymeHre MaHOaTHOT'O OOCTyIA).

31ech MCKIIOYEHbl BCE BO3MOXKHbBIE, JaK€ KOCBEHHbIE, Ja3edKH, TaK Kak IpPaBUIIO
BUJUMOCTH KacaeTcsd U TaKUX KOHCTPYKLMMH, Kak arperarHble QyHKUMU. Tak, MHPopmanus
O MUHUMAJIBHOM 3HAUEHHH JAHHBIX KaKOro-imuOo crtondma OyneT BbIJaHA, WCXOAS W3

18
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JOCTYIIHOTO TI0JIb30BATENII0 MHOXKECTBAa 3Ha4eHUM 3Toro croimdua. To ke kacaercs u
OCTaJIbHBIX arperarHeix GyHKIuil (MIN, MAX, AVG, COUNT u ap.).

UPDATE, INSERT v MERGE onepaTtopbl

<MeTka IOOCTYyIla> BITHX OMEPaTOpax MOKET OTHOCUTHCS KakK KO Bcel TabmuIie (CTpoke),
Harpumep,

insert into auto<merxa gpgocTyna> values (...);

TaK U OTACJIbHBIM IIOJIAAM, HAITPpHUMCED,

insert into auto (PersonID<meTka pocTymna>) values (10000);

B NEpBOM CJIyda€ CHHUTACTCHA, YTO MCTKa NOCTYyIla OTHOCHUTCS KO BCeil CTPOKEC, BO BTOPOM —
TOJIBKO K YKa3aHHOMY IIOJITO.

Ecnu mpomymiena <meTka JOCTyNa> CTPOKH, TO MO YMOIYaHMIO rpymnmna Oepercs paBHOM
rpymmne nosb3oBarens, a RAL-ypoBenb 1 WAL-ypoBeHb yCTaHaBIMBAIOTCS KaK MaKCUMYM
RAL-ypoBuss 1 WAL-ypoBHs mosb3oBatens. To ects s mosb3oBatenss Ul ¢ <meTkoi
noctyma> #1#5#1 BHOCUMBIE MM JTaHHBIE OYIyT UMETh <METKY AocTymna> #1#5#5.

Ecniu B koHctpykumu UPDATE nnga cTtpoku wnm minga nonst <MmeTKa JOCTyla> He
yKa3aHa, OHa OCTAeTCsi TOW e, 4YTO ObUIa 1O KOPPEKTHPOBKH CTPOKH (TI0JIsA), TpH
YCIIOBUH, YTO ONpEAENsEMbIl €0 ypOBEHb AOCTYyNa pa3pellieH MOJIb30BaTeI0 JJs 3TOM
onepanuu. B nporuBHOM ciyyae (Korja, HampuUMep, CEKpeTHBIN MOJIb30BaTEIb MEHSET HE
CEKpeTHBIE JaHHbIe 0€3 yKa3aHus YpOBHEH) BblaeTcs koj 3apepuieHus 1070 (HapymeHne
MaHIATHOI'O JIOCTYHa) .

Ecnu 3aana <MeTKa JOCTyINa> MoJis, TO Pe3yJIbTUPYIOLIMHA YPOBEHb JOCTYIA AT MOJIS U AT
3aIMCU YCTaHABIMBAETCS KaK MAaKCUMYM YpPOBHEH 3amucy U moJsl.

ITpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;

create or replace user Ul identified by '12345678';
grant dba to Ul;

alter user Ul level ("CC", "NS");

username U1/12345678

! <MeTka poctTyna> Tabamus ##5#1

create or replace table tabl (id int LEVEL("CC","C"),
name char (10) LEVEL(("CC","C"));

! <MeTka pocTymna> szanucu/nosent ##4#4
insert into TABL##"C"#"C" (ID##"C"#"C",NAME##"C"#"C") values
(101, "gwerty"');
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| <MeTka gpgoctTyna> zanmucu/nonent ##4#4

insert into TABL##"S"#"S" (ID##"C"#"C",NAME##"C"#"C") wvalues
(102, "abcd") ;

| <MeTka gpgoctTyna> zanmucu/nonent ##4#4

insert into TABL##"C"#"DSP" (ID##"C"#"C",NAME##"C"#"C") wvalues
(103, "zzzzzzzz");

insert into

| <MeTka gpjoctTyna> szanmucu/nosent ##5#5

TABL (ID##"C"#"C",NAME##"C"#"C") values (104, 'new');

| <MeTka pgoctTyna> szanmucu/nosent ##5#5

insert into TABl values (105, "new2');

B Hpumeuannus

1. Ecnu myist oGHOBIIsIEMO TaONHITBI 3a/1aH TICEBIOHUM, TO Crienn(UKaIsg MaHIaTHOW 3aIUThI
JIOJDKHA CTOSTH ITOCJIE 3TOTO IICEBIOHNMA.
update <ums Tabanier>[AS <ncesnonum>| [#[<rpynna>]#[<RAL> |#<WAL>]]

2. Ilpu no6asnenuu HOBO# 3armucu ¢ BLOB-3nauennsimu BcraBka BLOB-3HaueHuii cunraercst
OTIIEeIBHOM omeparued u B cinydae, ecinu B pexxume AUTOCOMMIT ommbka mpou3onaér
nipu BctaBke BLOB-3HaueHuid, To oTkata 700aBIEHUS 3aMCH HE MPOU30UAET.

YHpaBneHMe MaHAaTHOM 3alMTOU Ha ypoBHE cecCuun

s Toro 4ToOBI HE yKa3biBaTh Ipynmy, RAL u WAL B KaxaoM INSERT- uinu UPDATE-
3arpoce, BBIIOJIHAEMOM I0JIb30BATEIEM B TEKYIIEH CECCUU, MOKHO MCIOJIb30BATh KOMAH/TY:

SET SESSION DEFAULT SECURITY #[<rpymma>#[<RAL>J#[<WAL>];

Komanga pacrpoctpaHsieTcsi Ha BCe OTKPBIThIE JOUepHHE KaHalbl (KOTOpBIE YK€ OTKPBITHI
paHee Uiy OyIyT OTKPBITHI BIIOCIIEICTBUN).

[Tpumep.
create level "NS" = 1;
create level "DSP" = 2;
create level "C" = 3;
create level "CC" = 4;

drop user "TEST" cascade;

create user "TEST" identified by '12345678';
grant DBA to "TEST";

username TEST/12345678

create or replace table a (i int, J int);
! TEST FOR 'INSERT'

insert into a wvalues(1l,1);

username SYSTEM/MANAGERS

alter user TEST level ("DSP","DSP");
username TEST/12345678

insert into a values(2,2);
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ok

set session default security ##C#C;
insert into a wvalues(3,3);

ok

set session default security ##CC#CC;

insert into a values(4,4);

12 rows

select security(*,'R'),security(*,'W') from a;
username SYSTEM/MANAGERS

alter user TEST level ("CC","CC");

username TEST/12345678

'4 rows

select security(*,'R'),security(*,'W') from a;

TEST FOR 'UPDATE'

update a set 1=10,3=10 where i=1;

'4 rows

select security(*,'R'),security(*,'W') from a;
lerror: MandatoryViolation

set session default security ##NS#NS;

SET SESSION SECURITY #[<rpynna>|#[<RAL>J#[<WAL>];

B ortmuume ot xomanael SET SESSION DEFAULT SECURITY, manHast koMaHza BIHASET
He Ha MmeTku jaoctyna B INSERT- wam UPDATE-3anpocax, a ycTaHaBiMBaeT B KaHale
METKYy JOCTyma Juist paboThl ¢ oobektamu bl — Tabnunamu, npeacTaBieHUsIMU U T. 1. (10
YMOJYaHHUIO ATa METKa OepeTcsl paBHOW METKE YPOBHsI IOJIb30BaTelns). 10 €CTh ¢ METKOM
JIOCTYyIIa, yCTAHOBIIEHHOM KOMaH 1011 set session security, OyIyT BBITTOTHSATHCS JTIOObIE 3aITPOCHI
o 3ToMy kaHany. Koman/a Takxe pacipocTpaHseTcs Ha Bce JOUepHUE KaHabl (KOTOPBIE YkKe
OTKPBITHI paHee WK OyAyT OTKPBITHI BIOCIEACTBHH).

YcranaBnMBaeMblii KOMaHAOH YPOBEHb UTEHUS JIOJKCH OBITh HE OOJBINEC YCTAHOBJICHHOTO
B KaHaJle YPOBHS 4YTeHHs (IO yMONIYaHUIO OH Oepercs paBHbIM RAL-ypoBHIO gocryma
MOJIb30BATEIIs).

YcranaBnuBaeMblii KOMaHI0M ypOBEHb 3allUCU JOJDKEH ObITh HE MEHbBIIE YCTAaHOBIEHHOTO
B KaHaJie ypoBHS 3amucu (10 yMoJlYaHWIO OH Oepercs paBHbIM WAL-ypoBHIO J0CTyma
MTOJIB30BATEIIs).

Jms xomaug SET SESSION DEFAULT SECURITY u SET SESSION SECURITY moxHO
MPOITYCKATh 3a/IaHKUE TPYIIIBI U YPOBHEH.

[Tpu nomeiTke cmenbl rpynmbsl B koManae SET SESSION SECURITY Oyxer BblgaH Koj

3apepuieHust 1070 (HapymeHre MaHOATHOT'O IocTyma) (Tak Kak B APYroi rpymrme
MBI paborats He MoxkeM), x0T 17151 komauael SET SESSION DEFAULT SECURITY Ttaxoit
KOJ] 3aBEpIICHMsI BbI1aBaThCs HE OyneT (Tak Kak Mbl MoxkeM BHecTu B/ nanHble 11s apyroit

TPYIIIIB).

[Tpumep.
create 1f not exists level "NS" = 1;
create 1f not exists level "DSP" = 2;
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create if not exists level "S" = 3;
create i1f not exists level "C" = 4;
create i1f not exists level "CC" = 5;

drop user Ul cascade;

create user Ul identified by '12345678';
grant dba to Ul;

alter user Ul level ("CC", "NS");

username U1/12345678
drop table TABl1 cascade;
set session security ##4#4;

ommbra 1022

create table tabl (id int, name char(10)) LEVEL("NS","NS" );

ommbBra 1070

set session security ##4#3;

ommbBra 1070

set session security ##5#4;

omLMOKIM HEeT

set session security ##3#4;
create or replace table tabl (id int, name char(10));

username Ul1/12345678

<MeTka mDocTyIa> sanmcu/rnoisenr ##3#4

insert into TABl##3#4 values (104, 'newd');
<MeTka @mocTyna> sanmcu/nosenn ##4#4

insert into TABl##4#4 values (105, 'new5');
set session security ##5#1;

<MeTka @pmocTyna> sanmcu/rnoserr ##5#5

insert into TABl values (106, "newo');

MapKknpoBka OKYMEHTOB

ComnacHo apxutekrype oTkpoIThiX cuctem, CYB/] JIMHTEP He mMmeer cpenactB BbIBOJA
nHpopmaruu Ha nokymeHThl, oqHako JIMHTEP npenocTaiseT pa3paboTuyuKy MPpUIOKEHUS
BCE BO3MOYKHOCTH JUIsl peanu3aliiii MapKUupPOBKH JIOKyMEHTOB.

Oyukuus SECURITY, onucaHHasl BbIlIe, 00eCIeYrBaeT HE TOIBKO MOTydYeHHE CIIPAaBOYHON
nHGpOpPMAIUH ISl AAMHUHHUCTPATOPA CPEICTB 3aLUTHI, HO U SBIISETCS IIIABHBIM HHCTPYMEHTOM,
MO3BOJISONIUM TPUTIOKESHUIO MAPKUPOBAThH TOKYMEHTHI (BHIBOJUMBIC JJAHHBIE).

Ha camom nerne, maBHYIO poJib IPU MapKHPOBKE HIPAET YPOBEHb KOH(PHUIECHIHMAIHLHOCTH
(ureHus1) — RAL-ypoBEHb MOIy4YaeMbIX JAaHHBIX. IIpu mosnydyeHunn pa3HOypOBHEBBIX (IO
RAL-ypOBHIO) JJaHHBIX MAapKHUPOBKa IOKyMEHTOB JIOJI’KHA OCHOBBIBATHCS HA YPOBHE CaMbIX
KOH(UACHIMAIBHBIX U3 HUX, TO €CTh HA MAKCUMAJIbHOM YPOBHE MOJIy4eHHON HH(pOpMAIHH.

CrnemoBarenbHO, MPU MAPKUPOBKE JTOKYMEHTOB OCHOBHBIM aIaparoM MpOrpaMMHUPOBAHUS
MPUWIOKEHHS cTaHeT PyHKiust SECURITY (..., 'R").
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KoHTponb goctyna K B[l ¢ ceTeBbIX CTaHUUN

CYBJl JIMHTEP mnpexncrapnseT cob0if MHOTOMOIB30BATENbCKYIO cucTeMy. [lomb3oBaTenu
MOTYT NOJIy4YaTh yAAJEHHbIA N0CTyl K B/[ ¢ pasnuyHbIX CETEBBIX TEPMUHAIBHBIX CTAaHUUN
(ymaneHnHbIx moib3oBatenbckux kommbiorepoB). CYBJ JIMHTEP otnuuaer pa3nudHbie
CTaHIIMU CETHU MO MX MPOTOKOJY 00MeHAa JaHHBIMH M YHHKAJIbHOMY CETEBOMY aJpecy B
Ipesesax OAHOro MpOTOKOJIA.

CYB/I JIMHTEP no3BossieT aiIMUHUCTPATOPY CUCTEMBI O€30TIaCHOCTH PETyJIMpPOBaTh JOCTYII
nosib3oBarenieid k B/l mo ciemyromum kputepusMm (B TOPSIKE OYEPEAHOCTH KOHTPOJIS
JIOCTYTIA):

1) mo BpeMeHu pabOThI MOIH30BATENS,

2) 1O KOJIMYECTBY OJJHOBPEMEHHO aKTHUBHBIX JIOTUYECKUX coeauHeHui Kk b/;

3) Mo cUCKy pa3pelieHHbIX Ui JOCTya CTaHLUMI;

4) 1o ypoBHSIM IOCTYyIa;

5) Mo CHCKY pa3pelieHHbIX IS TOCTYyIIa TPYIIIL.

OcHoBOMNOJIAralOIMM MOHITHEM B IMPOLIECCE COMOCTABICHUS MOJIb30BATENS C YCTPONUCTBOM

sBiseTcs nmousatue cemesou cmanyuu. CereBoit crannueii CYBJl JIMHTEP cunrtaer mro0oi
KOMITBIOTEP, UMEIOIINN YHUKAJIBHBIM HICHTU(PHUKATOP — aJIpEC B CETH.

CYB/l JIMHTEP noaaepkruBaeT HECKOJIBKO THUIIOB CETEH, UTO TPEOyeT Pa3IMIHOIO IMOAX0aa
K MHTEPIIPETAIIN CETEBBIX aIPECOB.

PaccMmoTpuM cTpyKTypy ceTeBoro aapeca. B o0mieM cirydae ceTeBoit apec COCTOUT U3 adpeca
noocemu (YHUKAIILHOTO B TIpeieNiaX BCel ceTn) u adpeca cmanyuy (YHUKAIILHOTO B IpeAeax
noacetn). CYBJl JIMHTEP no3Bonsier ynpaBiasTh TOCTYIIOM, KaK Ha YPOBHE KOHEUHOM
CTaHILIMM, TAK U HA YPOBHE No/iceTU. B nmocnenneM ciyuyae orpaHuueHus, HaJ0XKEHHBIE Ha BCIO
MIOJICETh, BIUAIOT U HAa BCE CTAHI[UH, PACIIOJI0KEHHBIE B TAHHOW MOJCETH.

Kaxnpriit cereBoit anpec B CYBJl JINMHTEP xapakrepusyercs cieayrommuMu napaMeTpaMu:

* THI ceTH (OmpeensieT BHyTPEHHIOI CTPYKTYpY aapeca);
* THM agpeca (yKa3bIBaeT Ha MOACETh UM KOHKPETHBIN y3en);

* ajpec B ceTH (COOCTBEHHO CETEBOM aJipec, B 3aBUCUMOCTH OT THUIIA CETH, MOXKET BKIIIOYATh
aJipec MOJCETH, @ MOXKET HE BKIIFOYATH €T0);

* Macka paspelleHHbIX TPy (cTaHaapTHas OMTOBAs MackKa, ONMHMCHIBAIOIIAS, pa3pelleH JIH
JIOCTYI IaHHOM IpyNIbl K CTAaHIUH);

* YPOBCHb MAHIAATHOIO OOCTYyIIa (HpOBCpHGTCH BO3MOXHOCTD IIOJIB30BATCJ/IsA BBIIIOJIHATH
COOTBCTCTBYIOIIUEC OIICpallU 110 OTHOUICHUIO K JJAaHHOM CTaHI_[I/II/I);

* MackKa pa3peuIeHHOT0 BPEMEHH J0CTyMa (C TOYHOCTHIO J0 MOJIydaca OMUCHIBAETCS BpeMs,
paszpeleHHoe JUIs TOCTYIa CO CTaHIUH).

Co3naTh HOBYIO CETEBYIO CTAHIMIO (M3MEHUTh XapaKTEPUCTUKU CYIIECTBYIOLICH) MOKET
TOJIBKO aAMUHHUCTpaTop Oe3omnacHocTu b/I.

[IpaBo Ha JAOCTYH C KOHKPETHOM CETEBOM CTAaHIMM MOXKET OBITh TPEIOCTABICHO
aJIMUHICTPATOPOM O€30TaCHOCTH.

Jlnst mokanpHO#M CeTH, B KOTOPOM BCE CYIIECTBYIOIIME CETEBBIC CTAHIIUU (M T0OABIISIEMbIC B
OyaylieM) HaxXoAsTCsl B JOBEpEHHOM OKpykeHHH B pamkax OC u ceTH, TOCTyIl MOKET OBbITh
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IPEIOCTABIEH KO BCEM CETEBbIM CTaHIMSAM JHOO Cpa3y BCEM TEKYLIUM M MOTEHIMAIbHBIM
nosab3oBatensM CYB/I, n1bo onpeneneHHoN rpymne TeKyIuX N0Ib30BaTeNeH.

HpI/I IpEeaOCTAaBJICHUU IIPpaB MOT'YT OBITE YCTaHOBJICHBI BPDECMCHHBIC OT'paHUYCHUSA JIS JOCTYIIa
JaHHOT'O IMOJb30BAaTCIIA C KOHKpCTHOﬁ CETEBOM CTAHIIUH.

[Ipu mombBITKE YCTAHOBIECHUS coeAuHeHusi mnoacuctema 3aumuTbl CYBJl BbimonHseT
CIeTyIONTUE TCHCTBUS:

1) mpoBOAUT CTaHAAPTHBIE MPOBEPKH UICHTU(GUKAUY U ayTeHTU(UKALIMHU TT0JIb30BATENS;

2) npoBepsieT HAIMYKUE Y TOJIb30BaTeNsl KaTeropuu Connect;

3) mosy4daeT y ONEpPAallMOHHON CHUCTEMBI THUIl CETH M aJpeC CETH — MCTOYHHUKA 3alpoca Ha
YCTaHOBKY COEIUHEHMUS;

4) mpoBepsieT, OTpaHWYEH JH JOCTYN JJid JAHHOTO ToNib3oBaTens (10 BpPEMEHHBIM
MOKa3aressiM);

5) MMPOBCPACT, CYIICCTBYCT JIM I JAHHOTO IIOJB30BATCIIA CIIHMCOK pPa3spClICHHBIX WA
3aIpCIICHHBIX CECTCBLIX CTaHHI/II;'I;

6) eciu Takoi CIUCOK CYIIECTBYET, TOJBEPraeTcs MPOBEPKE COBMAIEHUE METOK JI0CTYTIa JJIs
MOJIb30BATENsl U pa3pelIeHHON cTaHIMK (TPYyIINa MOJIb30BaTelis 0JKHA COJEepKaTbes B
MAaCKe TPYIII MOJIb30BaTeliel y cTaHiuu; RAL-ypOBEHb MOJIb30BATEIId He J0JKEeH ObITh
BbIllle RAL-ypOBHS CTaHLUHU, WAL-YpPOBEHb I10JIb30BaTEIIs He J0JIKeH ObITh HU:Ke WAL-
YPOBHS CTaHIUH);

7) Ipy yCHEIIHON MpOBEPKE paccMaTpUBAECTCSd BO3MOXKHOCTbH JIAHHOTO I1OJIb30BaTeNs
paboTaTh ¢ 3TOH CTAaHIIMU B TEKYIIUH MOMEHT BPEMEHH;

8) ecinu 3anpereHHbIX KOMOMHALUI He 00HAPYKEHO, JOCTYII Pa3peIaeTcs.

WNudopmanus 0 CeTeBbIX CTAHIMAX XPAHUTCS B CUCTEMHOM Tabmune $$S$SSTATION (cm.
JIOKyMeHT «CHCTEMHBIE TaOIHUIIBI U MIPeIcTaBieHus», pasael «S$SSTATIONy).

WNms craHiuu mnpenctasisieT coOOW HAEHTU(HUKATOp, KOTOPBIH MOXKET HCIIONb30BATHCS
aJIMUHHCTPATOpOM 0€30IaCHOCTH VIS Pa3pellIeHus (3arpeleHns) J0CTyna Mojib3oBarenei ¢
JTAHHOTO yCTPOWCTBA.

Xap AKTCPUCTHUKH CTAHIIMU BKIIKOYALOT:

* oO11ee YMCII0 HEYCHEeIIHBIX TTONBITOK OOpAIeHNs CO CTAaHIINY;

* TCKYLICC YHUCJIO HCYCIICIIHBIX ITOIIBITOK 06pameHH$1 CO CTaHIIUH,

* (naru nocryna (ZocTyn 3anperieH, TpedyeTcs MpoBepKa IPYIIIbI);
* YPOBHH JIOCTYIIa C YCTPOMCTBA ISl MAHAAaTHOTO JOCTYTIA;

* MackKa pa3pemeHHbIX IS TOCTYIIa TPyYTIIT;

* Macka BPEMEHHOTO JIOCTyIa: OMTOBOE TI0JIe pa3pelIeHHOTO BpeMEHH pabOThI CO CTAHIHH
(C TOYHOCTBIO JI0 TIOJTyYaca Ha HEJIENI0);

* BpEMs IIOCIEIHETO HEYNAYHOTO JOCTYIIA;
* BpeMs [IOCIIEAHETO YCIEUIHOro J0CTyIIa;
* J1aTa ¥ BpeMs, HauuHasi C KOTOPOI'o JOCTYII C IaHHOM CTaHLMU pa3peniacTcs;

* J1aTa ¥ BpeMs, JI0 KOTOPOTO JAOCTYI C JAaHHOW CTaHIIMH Pa3peracTcs;
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¢ MacCKa pa3pCHICHHBIX JJISI JOCTYyIIa JHEH HeJeln.

YpOoBHM MaHIATHOTO JIOCTYIA JJIsl CETEBOM CTaHIMU MPEACTaBISIOT coOOi nBa uncia (co
3HaYeHUsIMU U3 oTpeska [1-10]).

Macka pa3peleHHbIX Ui JOCTYIa Py NpeaCcTaBaseT co00i OUTOBYIO MacKy u3 256 6ur,
nepBbie 250 OUT KOTOPOil KOTUPYIOT pa3pelieHne COOTBETCTBYIOIIEH I'PYIIbI HA JTOCTYI K
CTaHLIUH.

I[aTa " BpEMs, HAUUHAA C KOTOPOIro JOCTYII C JIaHHOM CTaHIIUHN pa3peumacTcs, NpeaACTaBIAOT
coboii OJHOCTOPOHHECC OI'PaHNYCHHNEC HA ATy HavYaJla pa3spCiICHuA JOCTYyIIa C JIaHHOM CTaHIIUH.

I[aTa " BpEMs, HAYUHAA C KOTOPOTO JOCTYII C JJaHHOM CTaHIIUHN 3alpeuacTcs, NpeaACTaBIAOT
coboii OJHOCTOPOHHCC OIPAHUYCHUC HA ATy NPCKPALICHUA JOCTYIIA C JIaHHOM CTaHIIUH.

Macka Pa3pCIICHHBIX JIA AOCTYyIla JHEH Hemelu MMpEaACTaBIISICT coboit 6I/ITOBYIO MacCKy
Pa3spCIICHHBIX UIA JOCTYIIa JHEH HeaelH.

CospaHuel/ypaneHne ceTeBOU CTaHUMMU

[1]

[lepen ucnonp3oBaHWEM CTaHIIMK €€ HeoOxoaumo crenarh noctynHoit s CYB/ JIMHTEP.
OT0 MOXHO CJIeNaTh IBYMS CIIOCOOaMH:

1) coznate cranuuoo (SQL-cMHTaKCUC MPUBEACH HIKE), TO €CTh BKIIOYUTH €€ OMHCAHUE B
CIIMCOK CTaHINH (B ccTeMHYyI0 Tabnuiy $$S$STATION);

2) nepesectu CYBJl JIMHTEP B pexum OecnpensiTCTBEHHOW pabdOThl C HEU3BECTHBIMHU
CTaHLUSAMH (KaK YK€ YCTaHOBJICHHBIMH B CETH, TaK W J00aBIsSEMBIMH B OymyIieM)
(UNLISTED STATION). Ilpeanonaraercsi, 4To BC€ TakM€ CTaHLUMM BXOIAT (U OyayT
BXOJ/IUTH) B IOBEPEHHOE OKpykeHue B pamkax OC u ceTu.

Jns ynpaBneHus pabouuMMM CTaHIUSAMHM co3zgaresneM b/l ucnonb3yrores ciemyroime

KOMaHbI:

1) co3nanue cTaHIuu:

<CO3JaHUE CTAHIUK~>: : =

CREATE [IF NOT EXISTS] STATION <ums cTaHumum>
PROTOCOL <cereBoil npoTOKOI>

ADRESS <aapec cranuumn>

[LEVEL (SRAL><WAL>)]

[<pabouce Bpems>];

<UMS CTaHIIUK> : : = <UACHTU(PUKATOP>

<CeTEeBOM MPOTOKOI> : : = <CUMBOJIbHbIN JUTEpAT>
<aapec CTaHUMK>: : = <CUMBOJbHBIN JIUTEpAT>
<RAL>: : = <upenTuduUKaTop>

<WAL>: : = <unpenTuduxarop>

<pabouee Bpems>: : =

{ENABLE | DISABLE} LOGIN

{ALWAYS | <rpadux no BpemeHrn>|<rpadux mo gHsam>}
<rpaduK 1Mo BpEMEHI> : : =

FROM <Bpewmst Hayaia pabOTh>

TO <Bpems okonuanusi paboTer>[FOR <mHu paboThr>]
<rpaduK 1Mo JHIM>: : =

{SINCE <nara nayana>}|{UNTIL <mata okoHyaHus>}
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[10] <Bpems Havana paboter>: : = "HH:MM'
[11] <Bpems okoH4aHus pabotsr>: : = 'HH:MM'
[12] <gHu paboThL>: : =

<neHb Hefenn> {[,<meHb Hemenn>] ...}

[13] <nenb Henmenu>: : =

'MON'|'TUEWED'|THU'FRI'| SAT''SUN'

[14] <para Hauana>: :='DD.MM.YYYY'
[15] <pmara oxonuyanus™>: : = 'DD.MM.YYYY'

Onmus IF NOT EXISTS OTMEHSIET BBIIOJHEHHME ONEPATOPa, ECIIM YKa3aHHAs CTaHLMS yKe
3aperucrpuposana B b/l

2) ynaneHue CTaHIUH:

DROP STATION <umsa crTanimm>;

U3meHeHMe napameTpoB ceTeBOM CTaHUUMU

[Tpu HEOOXOAMMOCTH MapaMeTPbl CTAHIIUK MOYKHO U3MEHUTH € MOoMoIbI0 SQL-npenoxeHus
ALTER STATION, KOTOPOE UMEET CICAYIOIINI CHHTAKCHUC:

ALTER STATION <umsa cranuvm> [SET <HoBoe mmsa cranimm>]

[LEVEL(<RAL>,<WAL>)] [<pabouee Bpemsa>];

YnpaBneHue OCTYNOM K CTaHLUMN

3anpoc:

GRANT ACCESS ON UNLISTED STATION TO {<umsa rpynmner> | ALL};

paszpemiaer paboTy cO BCeX TEKYIIMX U BHOBB J00ABISEMbIX CTAHIUI, KOTOPbIE HAXOISATCS
B JIOBEPEHHOM OKpykeHuu B pamkax OC u cetu nubo BceM nonb3oparens CYB/[ JIMHTEP,
100 TOJNBKO MOIH30BATESAM YKa3aHHOW TPYIIIEIL.

3anpoc:

REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
3anpeniaeT paboTy ¢ TEKYIIMX W BHOBb J00ABISIEMBbIX CTAHIMM, KOTOPHIE HAXOASTCS B
noBepeHHOM OKpyxeHnH B pamkax OC u cetu nmubo BceM nonb3oBatens CYB/] JIMHTEP,

7100 TOJBKO MOJIb30BATEISAM YKa3aHHOM TPYIIIIBI.

Crenyromye 1Ba 3ampoca IMO3BOJISIIOT aIMUHUCTPATOPy 0€30MacHOCTH YIIPABISATH TOCTYIIOM
C CETEBbIX CTaHUUH AJIs1 UACHTU(ULIUPOBAHHBIX CTAHIIUM.

GRANT ACCESS ON STATION <umsa cranumm> TO {<mmsa rpynmner> | ALL};
REVOKE ACCESS ON STATION <umsa crauumum> FROM {<umsa rpynner> | ALL}Y;

SQL-npennoxxkenne GRANT ACCESS pa3pemaeT JOCTyl IJs TPyHIbl ¢ UMEHEM <MMs
I‘pyngI> WA OJI9 BCEX I'PYIIT CO CTaHIIMU <¥UM4A CTaHLUM>.

SQL-npennoxkenne REVOKE ACCESS 3ampemniaeT AOCTYI JUIsl TPYIIbl C UMEHEM <MMs
TPYIINE> WIK IS BCEX TPYIIT CO CTAaHIUU <MMA CTaHLIMM>.
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3awuTta BBoAa-BbiBO4Aa HA BHELWWHUU HOCUTENb

CYB JIMHTEP nucnons3yeT BHENTHUE YCTPOHUCTBA MIOCTOSHHOTO XpaHESHUS HH(POPMAIIUH JIJIs
pasMeleHus TaOuIl TaHHBIX ¥ BPEMEHHBIX pabounx (hauiios.

Pacnonoxenune konkpetHoro odwbekra b/l ((aitna Tabmuiel, BpemeHHOTro padouero gaiina)
BHYTpU BJl onHO3HAUHO HIEHTUDULUPYETCS YemblpexcUMEOIbHbIM UOEHMUPUKAMOPOM —
JIMHTEP-umenem ycrpoticta. JIMHTEP-uMs ucnonb3yercs npu co3AaHuy HOBBIX TaOIUI]
WJIM U3MEHEHUU PACIIONIOKEHUS (aillioB cTaphIX.

Nudopmanuss o coorBerctBuu JIMHTEP-uMenu ycTpoicTBa M COOTBETCTBYIOIIETO €My
peasbHOrO (U3MYECKOTO YCTPOMCTBA XPAHHUTCA B CHCTEMHOU Tabmuie $S$SSDEVICE (cwm.
JNOKyMeHT «CucTeMHble TaOnuiel ¥ npezacraBieHusy, pasaen «$$SSDEVICEy). lannas
TabIuIa CO3IaeTCs AIMUHUCTPATOPOM Oe3omacHOCTH b/l 1 1oCcTyIHA TOIBKO emy.

Onucanume Jgoctyna K yCTpoHcTBY (ctonbernr $S$$SDESCR)  BKIIOYAET — CIEIYHOIIUE
COCTaBJISIOLIHE:

1) memka oocmyna — Habop U3 NByX 3HaueHUW: RAL 1 WAL. CIy>KHT JIJIs1 TPUHYAUTEIBHOTO
KOHTpOJIs Hax co3ganuem dainoB bJ[ (daitmoB Tabmuir W BpeMeHHBIX (HaiiyioB) Ha
ONMCBHIBAEMOM YCTPOWCTBE:

* RAL-ypoBeHb ycTpoiicTBa mpeacTaBiseT coOoi MakcuMaibHbli RAL-ypoBeHb
00BbeKTOB (TalNNI), KOTOPBIE MOTYT OBITH pa3MeIlleHbl Ha JAHHOM yCTPOUCTBE;

* RAL-ypoBeHb yCTpoOICTBa INpencTaBiIsieT cOOOH MUHUMAJIbHBIM YPOBEHb JOCTyNa
nosib3oBareisi (RAL-nonb3oBaresnst), HEOOXOAUMBIH JUTsl CO3JAHUS ITHM I0JIb30BaTEIIEM
00BEKTOB (TabIUI U BPEMEHHBIX (DAISIOB) HA TAHHOM yCTPONCTBE;

* WAL-ypoBeHb yCTpOWCTBAa TPEIACTaBIsAECT co00W MakcuMmanbHbii WAL-ypoBeHB
MOJIb30BATENs, HEOOXOAUMBIH JIIs ylaeHUsl TaOIuIbL;

2) macka npusHakos Oocmyna — TPOBOAMUTCS WM HE IPOBOJUTCA IPOBEpKa IOCTyIa
K COOTBETCTBYIOLIEMY YCTPOMCTBY, 3alpellleH MM HeT JOCTyl K HeMy IEJIMKOM
JUls cucTeMbl. B mocnenHeMm ciydae Bce 3ampochl Ha CO3JaHHE HOBBIX (ITOJy4YEHHE
MH(POPMALIUH U3 CYLIECTBYIOIINX) 00BEKTOB OyIyT OTBEprarhCs;

3) macka pazpewenus docmyna Ui TPyI N0JIb30BaTeNel — onuckiBaroTcs Bee 250 rpymi.
CyuecTByeT JONONHUTEIbHBIA IapaMETp, MO3BOJISIIOIIMNA YIPABIATh JOCTYIIOM JJIs
YCTPOWCTB, OTCYTCTBYOIIMX B Talauume ycrpoiictB. OH ykaspiBaeT, Oyger Ju
3anpammBatbest MHGopMamus o HeonucaHHbIX JIMHTEP-ycTpoiicTBax y omepanuoHHOMR
CHCTEMBI, MJTH 3aIIPOChl HAa pabOTy C JaHHBIMU yCTPOMCTBaMU Oy/IyT OTBEPraThCsl.

Jns ympaBieHHs KOHTPOJIEM YCTpPOWCTB coszfareieM b/l wucmonb3yroTcs clieayronme
KOMaH/IbI:

1) co3manue ycTpoicTBa:
CREATE [IF NOT EXISTS] DEVICE <ums ycTporcTBa>
DIRECTORY <kaTanor>
[COMMENT <xommeHTapmit>|

[LEVEL (<RAL-ycTporicTBa>,<WAL-ycTpomcTea>)];
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<uMsa yCTpOMCTBa>

JIMHTEP-umMs, wucnoib3yeMoe B KAa4eCTBE MMEHHM YCTPOMCTBA TMpPHU  YKA3aHUU
pacroniokeHust GaitioB co3aBaeMbIX TaOIHIIL.

<karajor>

CuMBoIbHas CTpOKa (JUTMHOM 10 256 CUMBOJIOB), OIPEEIIAOIIas MECTONONOKEHNE (ITyTh)
(B Tepmunax coorBerctBytonieir OC) ¢aiioB Tabmui mpu MX CO3MaHUU (B KOMaHJIE

CREATE TABLE) Wiy MOAU(PHUKAIIMN MECTOMONIOKEHNUS 3TUX (aitioB (B komanae ALTER
TABLE).

Omneparop CREATE DEVICE coznaer HoBoe JIMHTEP-ums, xoropoe BmocienctBuu
MOXET HCIIOJIb30BaThCS B 3aIpOCcax Ha co3aanue (Moxudukanuio) tadbnuu. [Ipu coznanuu
YCTpOWCTBA MOXET OBITh yKa3aH KOMMEHTApHil K Hemy (MOSCHEHHE O Ha3HAYCHWUU
YCTPOICTBA) U YPOBHH JIOCTYIA K YCTPOUCTBY.

Onmusa IF NOT EXISTS OTMEHSET BBIIIOJIHEHUE oniepaTopa, ecnu ykazanHoe JIMHTEP-
MM YCTPOUCTBA yKe cyliecTByeT B b/I.

2) ynaneHue ycTpoiicTaa:
DROP DEVICE <ums ycrTpoicTBa>;

Komanna ynanser JIMHTEP-ums ycTpoiicTBa U3 CMCKa pa3pelIeHHBIX UMEH.
3) MoauduKanus mapaMeTpoB yCTPOUCTBA:
ALTER DEVICE <umva ycrporicrea> [DIRECTORY <xaTanor>]

[LEVEL (<RAL-ycTporcTBa>,<WAL-ycTpomcTea>)];

Komanma mo3Bomser usMmennth 3HadeHue JIMHTEP-umenn (myte k Qusznueckomy
YCTPOMCTBY) ¥l YPOBHHU 3aIlIUTHI YCTPOMCTRA.

[Ipu wucnonp3oBanuu omepatopoB ALTER DEVICE m DROP DEVICE HE0O0XOOUMO
YUUTBIBATh, YTO CYIIECTBYIOUIME (DaiisIbl, pacHONIOKEHHBIE HA HOBBIX yCTPOHCTBAX, MOTYT
CTaTh HENOCTYIIHBIMM JUJI1 HEKOTOPBIX I0JIb30BaTENCH.

3Hauenue (copepikaHue) ycrpoiictBa SYOO ompenenseTcss B MOMEHT CTapTa CHUCTEMBbI
U He MOKeT ObITh Iepeolnpene/ieH0 B IPOM3BOJIBHBIN KaTajlor, HO BCE OIpaHUYECHMS,
HaJIOKCHHbIE Ha HET0, OYyT BBIMOJIHATHCS OOBIYHBIM 00pa30M, 32 HCKIIOYEHHEM OTHOILICHHH,
HeoOxonumblx i (yHkunonuposanust CYBJl JIMHTEP u coorBeTcTBYOmUX paboumux
daiinos.

4) pa3peumuTh IpyIe/BCeM MOJIb30BaTeNIAM JOCTYI K YCTPOUCTBY:

GRANT ACCESS ON DEVICE <ums ycrporicTea> TO {<umsa rpymmne> | ALL};

5) 3anpeTuTh rpymnme/BceM Moiab30BaTeIsIM I0CTYII K yCTPOMCTBY:
REVOKE ACCESS ON DEVICE <ums ycrponcrea>
FROM {<mmsa rpynmner> | ALL};

CrenpanbHBIMU KOMaHJAMU aJMUHHUCTPATOp OE30MaCHOCTH MOXET pa3peliuTh WU
3alpeTUTh JOCTYH K YCTpPOWMCTBaM, KOTOpbIE HAXOMATCS (MJIM MOTYT HAXOIUThCS B
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OynyiieMm) B JOBepeHHOM OKpykeHMH B pamkax OC M ceTu Kak [uig BCEX TEKyIIUX
u Oynymux mnonb3oBarened CYBJl, Tak M g ONpeAENIeHHOM TIpyHmbl TEKYIIHX
II0JIB30BATEIIEH.

6) pa3pemuTh IpyIne/BceM MoJIb30BaTelsIM IOCTYT K HE3aperCTPUPOBAHHBIM YCTPOMCTBAM:
GRANT ACCESS ON UNLISTED DEVICE TO {<umms rpynner> | ALL};

Komanpa paspemtaer padoty ¢ INMHTEP-umenamu ycTpoHCTB U3 TOBEPEHHOTO OKPY>KEHUS
cpeactBamu onepannonHoit cucrembl (CYBJl Oymer 3ampammBare HH(QOpPMAIHIO O
(bU3NIEeCKOM PaCIOIOKEHUH YCTPOUCTBA Y ONEPAIIIOHHON CHCTEMBI).

7) 3anpeTUTh rpyImIe/BCeM MOIb30BATENSIM JOCTYI K HE3apErUCTPUPOBAHHBIM YCTPOUCTBAM:
REVOKE ACCESS ON UNLISTED DEVICE FROM {<ums rpynne> | ALL};

Komanpa 3anpemaet padoty ¢ JIMHTEP-umenamu ycTpoHCTB U3 TOBEPEHHOTO OKPYKEHUS
CpEelICTBAMH ONEPALMOHHON CUCTEMBI.

IIpn wucnomb3oBaHuM KOMaHIbl REVOKE ACCESS HeO0XOIUMO YYHTBHIBATh, YTO
CYIIECTBYIOIIME 00bEKTHI, PACIIONIOKEHHbIE HA HOBOM MECTE, MOTYT CTaTh HEIOCTYTHBIMU
JIs COOTBETCTBYIOIIUX I'PYIIII.

WNudopmanus o Bo3mokHoctr padbotsl ¢ IMHTEP-umenaMu npon3BoIbHO HCTIONB3YEMBIX
YCTPOMCTB (TO €CTh C YCTPONCTB U3 IOBEPEHHOT'O OKPY>KEHHS1) pacIojaraeTcsi B ONMCaHUH

b.
KOHTpOHb LHeJIOCTHOCTU CcpeacTB 3allinTbl AaHHbIX

B cocraB kommiekca cpenctB 3amuthl AaHHbix CYBJl JIMHTEP BxomsT cnenyromue
KOMITOHEHTHI:

* TOJCHUCTEMA JUCKPELMOHHOTO I0CTYMa;
* MIOACUCTEMA MaHAATHOIO JOCTYIIA;

* JUCIIETYEP JOCTYIA;

* MOACUCTEMA OYUCTKHU NAMSTH;

* ToACHCTEMa KOHTPOJS BHEIIHUMU (U3NYECKUMU YCTPOMCTBAMU XpaHEHUSI HHPOPMALIHH;
* MOACUCTEMA KOHTPOJIS JOCTYIa C BHEIIHUX YCTPOMCTB;

* ToAcHucTeMa UACHTU(UKALMY U ayTeHTU(UKALINN;

* TOACHCTEMa PETUCTPALIUU COOBITUH.

KC3 CYBJ JIMHTEP peanu3oBan B BUjae yactu ucnoiusemoro koaa siapa CYB/I. naBHbIi
komnoneHT KC3 — nucneruep nocryna, KOTOPBIM MOMy4YaeT yIpaBiIeHUE HAa PAaHHUX 3Tarax
uanmanmanuu CYB/] 1o 3amycka mpoueayp o0CiTy>)KUBaHUs TTOTb30BATEILCKUX 3aIIPOCOB.

Hanpueiimas padora CYB]] npoucxonut nmox konTponem KC3.

Henoctnocts KC3 B CYB/] JIMHTEP skBHBaneHTHA 1IEIOCTHOCTH IPOTPAMMHOTO KO siApa
CYBJ JIMHTEP.

I[J'IH IMPOBCPKU LECIOCTHOCTHU CyBZ[ IMPUMCHSICTCA YTUIIMTA IMOJACUCTA KOHTPOJIBHBIX CYMM,
KOTOpas CO34a€T Ha BBIXOIC (l)aﬁﬂ, conepncanmﬁ KOHTPOJIBHBIC CYMMBbI IIPOBCPACMBIX
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¢aiinos. LlenoctHocts CYB/] cuntaercs moATBEPKACHHON B cllydae, €Clii pe3yabTHPYOIINe
KOHTPOJIBHBIE CYMMBbI COBIIAJIM C KOHTPOJIbHBIMU CYMMaMU, IPUBEACHHBIMU B TOKYMEHTALUH.

IIpoBepka BeIosHAETCA NEpe] KaxabIM 3amyckoM sapa CYB/L.
[Togcyer KOHTPOJNBHBIX CYMM BEAETCS TOJNBKO JUISI yKa3aHHBIX B Tabmuie 2 ¢aiinoB ¢

MTOMOIIIBIO YTHIIUTHI count. 3amyCcK JAHHON yTHIUTHI (TOCTABIIIEMOH B COCTaBe AUCTPUOY THBA
CYB/[ JIMHTEP) npou3BoauTCsi ¢ TOMOIIBI0 KOMaHAHOM CTPOKHU:

count <umMma o¢anjga>

3HaueHUE KOHTPOJIBHOM CYMMbI BBIJAETCS HAa TEPMHUHAI, U €r0 HY>KHO TOJIBKO CPaBHHUTH C
MIPUBEICHHBIMH B TAOMUIIE 2 3HAUCHUSIMHU.

Tabmuma 2. [IpoBepsiembie Ha 11e0CTHOCTH UcnoiHsseMble Moayau CYB/[ JINMHTEP

HNms ¢paiina Tun OC Pa3smep (B DOYyHKIUOHAIbHOE KonTtpoabHnasi
OaiiTax) HA3HAYeHHe cymma
gendb Coznanue u
KoH(urypuposanue b/l
linter Snpo CYB/ JIMHTEP
squ SQL-tpancnsarop
intsrt? [Tponieccop copTUpPOBKH
tspQ TpancnsTop nmpoueaypHOro
SI3BIKA
loltp VYipasieHue pacrpeneneHHbIMU
TpaH3aKIHUIMHU
linapid JDBC-cepBep
count VYTunura nmoncuera
KOHTPOJIBHOM CyMMBI (paitina
testdb Yrunuta tectupoBanus bJ|
dbs _tcp CereBoii apaiiBep cepBepa
dbc_tcp CeteBoil 1paiiBep KIUEHTa

b [Tpu nanuyuu ykazanHoro (aitna B ycraHoBouyHoM Karanore CYB/I.

[Tpu 3amycke siapa CYBJl npoBepsieTcst HeNoCTHOCTh (hailnoB KoH(pUrypanun 0a3bl JAHHBIX
1.11, 2.11, 3.11. B ciy4ae HapylIeHUs IEIOCTHOCTH (aillioB KOH(GUTYyparuu Oa3sl
JAHHBIX Ha KOHCONb M B (ailn mporokona linter.out OymyT BBIIAHBI COOOLICHHS O
HEYCIENTHON MPOBEPKE KOHTPOIBHOM CyMMBI, SIAPO 3ayLICHO HE Oy/eT.

IIpu BoccTaHOBIEHUM 0a3bl JaHHBIX W3 apxuBa lhb mpoBepsieTcsl LEeI0CTHOCTh OJIOKOB
apxuBa. B ciydae HapyIIeHus EJIOCTHOCTH BOCCTaHOBIIEHHE Oy/IeT 3aBEpILIEHO OIIMOKOH, Ha
sKpaH OyZeT BbIBEJIeHA IMarHoCcTUYecKas HHGopMaIs O MECTE HAPYILIEHHS [IETOCTHOCTH.

[Ipu 3amycke XpaHUMBIX MPOLIETYP BBITOIHAETCS MPOBEPKA IEJIOCTHOCTU KO/A TPOLEAYPHI.
B cinydae HapyiieHusi LETOCTHOCTH KOJa MPOIENypbl B BBINOJIHEHUU MPOLERypbl OyaeT
0TKa3aHO, (DYHKIMS BBI30BA MPOLIEAYPhl BEPHET COOTBETCTBYIOIIMIA TUArHOCTUUYECKUHN KOJ,
B (aitn mporokona linter.out OyaeT BBIJAHO COOOIICHHE O HEYCIICHTHON MpPOBEpKE
KOHTPOJIbHOM cyMMBbL. [Ipolieypa npoBepKu 1eI0CTHOCTH KO/a MPOLIEYP BBHIIOIHAETCS: IPU
BBI30BE XpaHUMOM Mpoueaypsl, npu 3anycke saapa CYB/l, a Takxe He pexe OHOrO pasza B
CYTKHU C POTOKOJIMPOBAHHMEM 3aITyCKa Ipoliecca MpoBepKH B (haiiin mpoTokoia linter.out.
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NMoacyeT KOHTPOSIbHON CYMMbI
Ha3sHayeHue

Hnsa  xontponsa uenoctHoctn KC3 CVYBJ JIMHTEP wucnone3yercs yrtuiaudra count,
KOTOpasi MOACYUTHIBAET 32-OUTHYIO KOHTPOJIbHYIO cyMMy (aiina. Ee ucmnonb3oBanue Takxe
1enecoo0pa3Ho Ui KOHTPOJISI HEM3MEHHOCTH BCEX HCIONHAEMBIX MOAYNEH, KOHTPOJIbHBIE
CYMMBI JJIsl KOTOPBIX MPHJIararoTcsl.

OnucaHue

[IpowsBoautcss pacuer 16-0aliTHOM  MOCIEAOBATEILHOCTH CHUMBOJIOB,  OJIHO3HAYHO
UICHTU(OUIMPYIONIUX 3aJaHHbId  Qain. Pacder ocymecTBisieTcss ¢ HCIOJIb30BaHUEM
pacnpoCTPaHEHHOTO AIrOPUTMa BbIUKCIICHUS ayTeHTU(pUIMpyomux koo Message Digest B
PEXHUME CLEIUICHHUS MO IPOMEXYTOUYHOMY PEe3yJbTaTy BHIYMCICHUI.

3areM pe3ysbTaT CYMMHUPYETCSl CO CABHIOM MJIs MOJY4YEHUs pe3yapTupyromei 32-OuTHoi
KOHTPOJIBHOU CyMMBI.

Ucnonb3oBaHue

KomanHas ctpoka:

count <umMmsa o¢anma>

3HaueHne KOHTpOHLHOfI CYMMBI BBIJACTCA Ha TCPMHUHAI, U €CTO HYKHO TOJIBKO CPAaBHUTH C
MPUBCACHHBIMU B Ta6n1/1ue 2 3HAa4YCHUAMMU.

OucneTtyep AgocTtyna

Hucneruep noctyna CYBJ[ JIMHTEP peanu3oBaH B BuUIE HECKOJbKUX B3aMMOCBSI3aHHBIX
MPOrPaMMHBIX (PParMEHTOB, KaKIbIA M3 KOTOPHIX KOHTPOIUPYET CBOKO 00JacTh ACHCTBHIA
CVYBU.

[lepBast yacTh OOCHyXHBaeT MOACHCTEMY IHCKPEHMOHHOro aoctyma. OHa Tody4yaeT
yIpaBlieHHe Tociie pa3dopa 3ampoca. B 3TOT MOMEHT OJTHOCTBIO ONpeIeNIeHbl BCE 0ObEKThI
JOCTyNa M 3ampaniiBaeMble N0 OTHOIICHHIO K HUM JelicTBud. Jlucrerdep BHIOMpAET BCe
[paBuia, Kacarolluecs 3alpallnuBarollero MoJb30Barensa, U, B COOTBETCTBUU C 3alpPOCOM,
MpPOBEPSIET, JOCTYIHBI U TpeOyeMble OOBEKTHl B JaHHOM 3ampoce. Takke mpoBepsieTcs
BO3MOXKHOCTh pabOThl ¢ BHEIIHUMH ycTpoiicTBamu. J[aHHBIN (hparMeHT MOXKeT oOpalarbes
K TMOJACHCTEME HACHTU(UKALUK 3a TOATBEP)KIECHUEM (3ampeToM) ACHCTBUIA, CBA3aHHBIX C
KaTeropusiMu mojb3oBareneil (Connect, Resource, DBA).

Bropas wuacte oOciyxuBaeT NoOACHCTeMY HWIEHTHPUKAUK U ayTeHThdukanuu. OnHa
MOJy4yaeT yIpaBJI€HHWE B MOMEHT OTKpbITHS Jiorudeckod cBss3u ¢ CYBJl npu
W3MEHEHUU TIpaB TOJb30BaTeleil M TaOiaMIbl ceTeBbIX cTaHuui. JlaHHBIM ¢parmMeHT
o0ecrneurBaeT UACHTUPHUKAINIO, ay TCHTH(PHUKAIIIO, TPOBEPKY KaTeropuil J0CTyNa, IPOBEPKY
COIIOCTABJICHHUS I0JIb30BaTeNel C YCTPOHCTBOM.

Tpetnii ¢parMeHT mnody4aeT yopaBleHHE NpU KaKIOW ONepaldd MaHUNYISIHA C
KOHKPETHBIMM JaHHBIMU — TpU Hoidy4yeHuH ux u3 bJl, mpoBeneHun omepanuii HaJl HUMH,
3amrcu B Tabmuiel bJl, Beimade maHHBIX TONb30BaTeo. B AToM citydae mpoBEpSFOTCS
MAaHAaTHbIE IPaBUJIA JOCTYMA.

UYetseptoiii ¢parment aucnetdepa gocryna CYBI JIMHTEP obGecnieunBaer wu30sIHIO
napajulesIbHO  BBINOJHSIOMIMXCS 3anpocoB. OH Takke OCYyIIECTBISET IJIaHUPOBAHHE
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06pa6OTKI/I 3allPpOCOB, KOHTPOJIIMPYCT HUX KBAHTOBAHUC U OTCJICIKHUBACT BCC BO3MOIKHBIC
HapylICcHHA U30JIAIUN MTPOLUECCCOB, BBIITOJIHAOMNXCA 110 PaA3HBIM JIOTUYCCKHUM CBA3SM.

Bce ¢parmenTsl aucneTruepa AocTyma B Iporecce paboTbl oOpamaroTcst K IMoJICHCTEME
peructpanuu coosituii CYB/l JINHTEP, koTopast MOKET MPUHATH PEIICHUE COINIACHO CBOUM
napamMeTpam O PEerucTpaluy COOTBETCTBYIOIUX COOBITUI B TaOIHUIIE COOBITHI.

CospnaHue bl

Coznanne BbJl JIMHTEP BemonHseTcss ¢ MOMOMIBIO yTHWIMTB gendb (CM. JOKyMEHT
«Co3znanne u koHpUTrypupoBaHue 0a3bl JaHHBIX», MYHKT «Cosmanue bJI»). B mpomecce
TeHepalnu co3aaroTcst aitnpl cucteMHol u padoueit bJI.

CuctemHan bl

Cucremnas Bl mpencrasinser co6oit HaOOp K3 TPexX TaOJIHII, COACPIKAITUX METAanH(OPMAITHIO,
TO €CTh JIAHHBIE O TAHHBIX:

1) $SSSYSRL ((aitnmbr ¢ umenamu 1.*) — tabnuma tadnun. CoaepKUT HHGOPMALUIO O
TabnuIax: uMs, uACHTU(GUKATOP BIIAACIIbIIA, YHCIIO CTOIOOB, pa3Mepsl (GaiiaioB u mp. D10
Karayior Tabmui] b/I, BEIOIHEHHBIN Tak)Ke B BUJIC TaOIUIIBL;

2) $SSATTRI (daitnel ¢ umeHamu 2.*) — tabmuma ctonaoioB. CoaepkXut HWHOOpMAIUIO
0 cToJIOIAaxX TaONHIl: UM, IPUHAUICKHOCTh K TaOJNHIle, TUI JaHHBIX, HHPOpMaIus 00
WHJICKCAaX, OTPAHWYCHHS IIEJIOCTHOCTH H TIp.;

3) $S$SSUSR ((aitsiel ¢ mmeHamu 3.*) — tabnuna nonmHoMounid. ConepkuT HHGOPMALIHIO O
TMIOJTH30BATENSX U MX TIOJIHOMOUYHSX NIPU paboTe ¢ TaOIUIIaMH, POJISIX U TIP.

Kpome omnmcanuii mMOIb30BATEIBCKUX TAONHIl, CHUCTEMHBIC TAOJHUIBI COJIEPKAT U CBOH
cOOCTBEHHBIE OIIMCAHMUS.

[Tocne renepanuu cuctemHoi b/l ¢ momompro yTuinuTel gendb oHa OyIeT CoaepKaTh
CJIeTYIOIINE TAOIUIIBI:

¢ $SSSYSRL — onMcaHMs TPEX CHCTEMHBIX Tabmuil: $SSSYSRL, SSSATTRI, SSSUSR;
* SSSATTRI — onucanus 13 cTOIOOB CHCTEMHBIX TAOJIMIL;

* $SSSUSR — ONMCaHME EIMHCTBEHHOrO Iojb30Bareis B/, mMmeroliero moaHoOMOYHS Ha
YTEHHUE TpU paboTe CO BCEMU CUCTEMHBIMU TabnuiamMu (agmuuauctparopa bJI).

[Ipu co3manuy HOBBIX TAOJMUIl M TIOJB30BATEIBCKUX IPEICTABICHUN WU TPH U3MEHEHUU
MMOJTHOMOYHH COCTOsIHHE cucTeMHOM B[ Mensercs.

Coznanre MoNb30BaTEeIIbCKON TaOJIMIIBI/TIPEACTABICHHS BJICUET 3a CO00il ao0aBieHuEe ee
onucaHus B $$S$SSYSRL M OMUCaHUN ee CToJMOIoB B $SSATTRI. [lpu ynamenun TaOmuiipl
CYB/ BemomnHsieT 0OpaTHbIC JEHCTBHUS.

Hoctynm k mro0oit Ttabmume (mosb3oBarenibekoit/cucreMuoi) bBJl  ompenemsiercss mo
nH(pOopMaIu U3 CUCTEMHBIX TaOIHII.

CucremHbIe TaOJIUIIBI COEPIKAT KUZHEHHO BaXKHYTO 11t paboThel b/l nadopmaruio.

N3menenune nanHOM MHGOPMAIIMA MOXKET IPUBECTH K KATACTPO(PUUYECKUM MOCTeICTBUSAM.
Bo u3bexxaHue M3MEHEHUs IMOJIb30BaTeNIIMU CUCTEMHBIX TaOIHIl JOCTYI K HUM 3ampelleH
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A1 BCexX MmoJsb3oBaredie (naxe aamunuctparop b/l umeer numsb npusuieruto SELECT).
Bce HeoOxonumble M3MEHEHHs B CHCTEMHBIX TabiMLax B mHpolecce paboThl MPOU3BOAUT
tonbko aapo CYBJ JINHTEP.

CTpyKTypa CUCTEeMHbIX Tabnuy,

CucreMHEbIe T3.6J'II/IHBI, TaK K€, KaK U IT0JIb30BATCIbCKUC, COCTOAT U3 CTOJ'I6I_[OB, 110 3BHAYCHHUAM
KOTOPBIX BO3BMOXEH ITOMCK.

OnHako cpeau CToNO1I0B CUCTEMHBIX TaONHUIl €CTh CTONOIBI, CoAeprKale B 0aHTOBOM BHJIE
MHTETPUPOBAHHYIO HHPOPMAIUIO O BKIIOYEHHOM B 3Ty Tabnuiyy oobekre b/I. [Ipunoxenuto,
HE SBISIONIEMYCS CUCTEMHBIM, 3Ta MH(OpMaIus yamie Bcero He TpeOyercs. KimneHntckue
npuioxenus padorator ¢ CYB/] Ha ypoBHe SQL-3ar1pocoB K 1Mojib30BaTeIbCKUM TAOIHIIAM.
Bcto npouyto padoty Beimonnsier CYB/I.

TONBKO CHCTEMHBIM TPHIIOKEHUSM MOXKET MOTpeOoBaThCsl MHMOPMAIHA O PACIIONOKESHUU
¢aitnmoB B/l, o TomM, KaKk OTIMYNUTH 0a30BYI0 TAaOMUIy OT MPEACTABICHHUS, O THUIE, JUINHE
cTONIOIA | TIp.

CocraB 00s13aTEIBHBIX CUCTEMHBIX Ta6J'II/II_IZ

* $$$SYSRL — naHHbIe O Bcex Tabnuuax/mpeacrasieHusx b/1;
* $S$SSATTRI — maHHBIE O BCEX CTOJIOIAX M UX aTpulyTax mo BceM tadbmuiam b/I;

* $$SUSR — maHHbBIE O BCEX MOIb30BaTensaXx b/l, possax, Ha3HAYEHUU POJIEH M1OIb30BaTENISAM
b/l u ux npuBUIErUsiX.

CTpykTypa CHCTEMHBIX TaONMUI] oOmHucaHa B JOKyMeHTe «CHCTeMHBIC TaOIWIBl U
[PEJICTABICHUSY.

Pabouas b

B paboueit Bl conepxarcs MuHUMYM ueTbipe (aiina (Ipu HATMYUM HECKOJIIBKUX (hailiioB
CHCTEMHOT'0 JKypHaJla UX MOKET ObITh Topa3ao OobIie):

1) 1.31—pabouwnii dpaiin 6ut-BekropoB. [IpeanasnadeH i cBONMHTa OUT-BEKTOPOB OTBETOB
OZIHO ¥ MHOTOIIEPEMEHHBIX 3aIIPOCOB;

2) 1.41 —pabouwnii ¢aiiin XpaHUMBIX MIPOIIETYP U OBICTPOH 3arpy3KH;

3) 1.51 —pabouwuii daiin coprupoBku. IIpeanasHaueH ass BBITOTHEHUS COPTUPOBKH OTBETOB
U IIpeUIokeHui Thna group by B SQL-oneparopax;

4) 000001.61, 000002.61, ... — daiasl cucTeMHOTO XypHana. [IpemHasHaueHbI 175
BEJIEHUs TIPOTOKONa 000 BCceX HM3MEHeHWsX, mpousBeneHHbXx CYBJ| B cucremHoi u
nonp3oBarenbekoi b/l (ceaHchl yTeHMs B )KypHaje He PETUCTPUPYIOTCS).

@aiin 6uT-BeKTOpOB HUcnoib3yeTcs sapoM CYB/l mis xpaneHust HHGOPMALUU O TOM, KaKue
3alMCH BOIIUIM/HE BOLUIU B OTBET (MOXKET OBITh POMEKYTOUHBIM).

[Iporpamma sort mocnenoBarelibHO 00padaThIBaeT 3alpoChl HA COPTUPOBKY, IOATOMY
Kbl pa3 B Qaiisie 1 . 51 3amUChIBalOTCS HOBBIE TAHHBIC, KOTOPBIE COPTUPYIOTCS A0 KOHIIA.

Pa3mepsl ¢aitnoB gomkHbI OBITE onpeaenensl a0 3amycka CYB/l. Oqnako oHM HE OCTarOTCs
(bUKCHpPOBAaHHBIMU Ha MPOTSHKEHUU BCero ceanca pabotsl supa CYB/l, a pacmmpsroTcst mo
Mepe He0OXOTUMOCTH IO YCTAHOBJICHHBIX TUMHUTOB.
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WHnumanusauma Komnnekca cpeacTB 3aWmnThl AaHHbIX

be3 mnuumanuzanmu KC3 CVYB][ JIMHTEP He Oynmer momnepkKuBaTh OONBIIMHCTBO M3
OIMCAHHBIX BbIlIE QYyHKIMIA (YIIpaBIeHHUE IPyIIIaMH, YPOBHHU AOCTYIIA, 3aLUTY YCTPOMCTB U

mnp.).
B npornecce nannmanmzanun KC3 co3narorcs HeoOXoauMsbie 1iis €€ paboThl PeCypChI:

1) AJI TIOAACPKKH MCXaHU3Ma MCTOK JOJIKHBI 6LITB CO31aHbI Ta6J'II/II_IBIZ
* $SSLEVEL;
* $S$SSGROUP.

2) s paboTHI anmapara CoroCTaBICHHUsI [TOIb30BATEIsS C CETEBBIM YCTPONHCTBOM HEOOXOAUMO
coszarhk Tadnuiy $$$STATION;

3) ans paOoThl MOACUCTEMBI 3aIIMTHl BBOAA-BBIBOJA HA BHEIIHWH HOCHUTENb Tpebyercs
co3farh Tabnumy $$S$DEVICE;

4) nist paboOThI MOJCUCTEMBI PETUCTPAIIMU COOBITUI HYKHO CO3/1aTh TaONHIly ayauTa;

5) Ans yCTaHOBIEHHS OTHOILECHHUI» MEXKTy KOHKPETHBIMU MOJIb30BATENISAMU U KOHKPETHBIMHU
o0beKTaMH cieyeT co3aarh Tabnuiy $SSRELATION.

Bce BhimenepeunciaeHnble TaOnuIpl co3gaores ¢ noMoinsio SQL-¢aiioB extsec.sqgl
U security.sqgl, KOTOpbI€ IOJKHBI OBbITH BBIMOJIHEHBl (C MOMOIIBIO YTHJINTHI inl)
aJIMUHHCTPATOPOM 0€30MaCHOCTH.

s sToro Heobxonumo 3anmyctuth sapo CYB/] JIMHTEP, 3arem, monb3ysce yTuinTol inl,
3alyCTUTH Ha BeImonHeHue SQL-daiinel security.sql uextsec.sql:

inl -u SYSTEM/MANAGER8 -f security.sgl
inl -u SYSTEM/MANAGER8 -f extsec.sgl

[Tocne BeIMONHEHMs naHHOro makera 3ampocoB sjapo CYBJ JIMHTEP nHeo6xomumo
nepe3anycTuTb. Tonbko mpu cienyroeM 3anycke sapa CYB/[ OyayT BKIIIOUEHB! yKa3aHHbIE
MexaHn3Mbl KC3 1 mpoTokonnpoBaHus.
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OaHHbIX

CYB/] JIMHTEP mno3BoisieT XpaHUTh OJHOBPEMEHHO HH(OpMAIMIO, MPUHAIICKAILYIO
Pa3IMYHBIM I10JIB30BATEIISAM, IOAACPKUBATE CIOKHYIO HEPAPXUYECKYIO CTPYKTYPY HOCTyIa K
JaHHBIM. J[J1s1 KOHTPOJIS Ha/L TOCTYIIOM IOJIb30BaTeNEH K TaHHBIM U JUIs TUKBUIALIUN OIINOOK
WINA TIPOTUBOPEUYHH B CTpYKType 3amuThl b/l ciyxuT mojcucrema perucrpanuu coObITUI

(aymout).

Jannas noxcucrema sisisiercst HeorbemiieMoit yacteto KC3 CYBJ[ JIMHTEP.

CYB/] JIMHTEP no3BoisieT perucTpupoBaTh CIeIyIONe COOBITHS:

¢ BKIIIOYCHUC MCXaHHU3MOB I/IZ[GHTI/I(i)I/IKaIII/II/I n aYTCHTI/I(l)I/IKaHI/II/I;

* 3ampochl Ha JocTyl K pecypcaM B/l

* co3gaHue, MOAU(UKAIMIO U YHHUTOXKEeHHE 00beKTOB B/l;

* JIeWCTBUA [0 U3MEHEHHUIO NpaBui pasrpanndenus nocryna (I1PI);
* BCE NOMNBITKU JocTyna K b/1;

e JnerictBusa anMuHucTparopa bI.

Tabnuma peructpanuu coObiTU $SSAUDIT wuMmeeT 8§ CTONOOB, MNPEACTaBICHHBIX
B Tabmuie 3. bosnee moapoOHO UX CopepKaHUE PACCMATPUBACTCS HUXKE.

B Hpumeuanne

Cpencrsa nporokonuposanus CYB/l JIMHTEP npenocTaBiasioT agMUHUCTPATOPY BCETO JIMLIb
BO3MOXKHOCTh cOopa mH(popmanuyu 00 MHTEPECYIOUX €ro COOBITHSIX; Ui €¢ 00paboTKu U
aHaJu3a JI0JDKHBI pa3padaThIBaThCs CIICIHMATbHBIC PUIIOKCHHUS.

Tabnuua 3. Ctpykrypa Tabnuis! peructpanuu $$SAUDIT

HNms cronbua Tun gaHHbIX Coaep:xanue

EVENTTYPE smallint Ncrounnk coOwiTus (TI01630Batensb, sapo CYB/,
KC3 sppa CYB/)

EVENTID smallint Tumn coObITHS (3aMIpoc Ha AOCTYT, U3MEHEHHUE
[1P[T)

USERNAME char(66) WMs monp30BaTelIst, ”HUIIMHPYIOMIETO COOBITHE

SOURCEADR char(24) CeTeBoif aipec UCTOYHUKA COOBITHS

OBJECTNAME char(134) [TonmHOE MMsT 00BEKTa, OOpaIeHHEe K KOTOPOMY
BBI3BAJIO COOBITHE

OBJECTTYPE smallint Tun o6bekTa, K KOTOPOMY OTHOCHUTCS COOBITHE

BODY byte(58) JonomauTenpHas HHGOPMAITUS O COOBITUN

USERTEXT char(240) [Tonp3oBaTenbckoe cooOIIeHNE

Tabnuiia aymuTa UMeeT CIeayoIIne 0COOCHHOCTH:

1) oHa He coznaercst aBToMarnuecku npu co3nanuu bJl. Jlns ee co3nanus aiMUHUCTPATOPY
b/l HeoOxomuMo BBHIIOTHUTH (aiin security.sql;

2) 3amyck MonuTopunra KC3 (aynura) ocymectBisiercss koMan10il AUDIT START, IpU 3TOM
B HYJICBOH 3alMCU CHCTEMHOM Tabmuibl $S$$SYSRL ycTaHaBnuBaeTcs (piar akTMBHOCTH
MOJICUCTEMBI ayJHTa;
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3) ocraHOB ayauTa MPOUCXOAMT MO KomaHae AUDIT STOP, mnpu D3TOM B
HYJIEBYIO 3allUChb CHUCTeMHOW Talmuuel $S$S$SSYSRL  3aHOcuTcs HHGpopMmanus o0
OCTaHOBKE HPOTOKOIMpoBaHUA. [Ipu BO30OHOBICHUM MPOTOKOIUPOBAHUS BCE COOBITHS,
YCTaHOBJICHHBIE /IO OCTAHOBKH NPOTOKOJIMPOBAHUS, OylyT aKTUBUPOBAHBI;

4) oTMeTKa B TabJHIIE PETUCTPALMU MOXKET OBITh IIPOM3BE/IECHA MOIH30BATENEM C TOMOIIBIO
koMaHapl AUDIT MESSAGE <TexcT CcoobmeHusa>. DTo ObBaeT HEOOXOIUMO
B CiydYae, €ClM IMOJIb30BaTeib XOYET OCTaBUTh aIMHUHHMCTPATOPY OE30MAaCHOCTH HEKOe
COOOIIEHHE;

5) cnenuanbHON XapaKTEPUCTUKON TaOIMIBI ayuTa sBisgeTca napamerp RECORDS LIMIT
— YHCIIO 3amucedl B aHHOW TalnuIe, MpH MPEBBIIEHUH KOTOPOro OyleT co3aHa HoBas
TabIMIa ayauTa;

6) AN UCKJIIOYEHUS TOTepU HAKOIUIEHHOM HMH(OpMAnUM [OKHO OBITh pa3paboTaHo
CIeLMaNbHOE NPUIOKEHHE, KOHTPOJIUPYIOLIee CTENEHb 3allOJHEHUS TaOIHUIbI ayJuTa U
ABTOMATUYECKU BBIIPYXKAIOLEe JaHHBIC U3 HEE IIPU YIPO3€ MEPEIOIHEHNUS,

7) u3MeHATh 3HaueHKe napamMeTpa RECORDS LIMIT MOXKET TONbKO agMuHucTparop b/l;

8) mns gocrtymna K TabnMie aynuTa He0OXOIUMO MMETh COOTBETCTBYIOIIUE MPaBa JOCTYyINa U
Kateroputo noinbs3osarensi DBA;

9) CYB/] JIMHTEP He no3BosiseT apXUBUPOBATh TaOIMIly ayauTa OTAEIbHO oT Bcer b/ (To
€CThb €€ MO)KHO COXPAaHUTh TOJBKO B apXUBHOM (aiine Bcer bJ1);

10) npu pabote ¢ Tabnuueit ayaura CYBJ[ JIMHTEP ncnonb3yet TOIbKO OUH PEXUM pabOThI

TpaH3akuui — AutoCommit.

Onucanue cToa0noB Tabmumel SSSAUDIT:

1) EVENTTYPE - wucTo4HHMK COOBITHSA, MOMJIEXKAIIero perucrpanuu (tabmuma 6).
Hcrounnkom perucTpupyeMbix coobiTrii MOTYT ObITh simpo CYBJI JIMHTEP (nanpumep,
npu co3naHuud HoBoro obowekta) m KC3 (Hampumep, mpu peructpanuu odpamieHus K
HEJOCTYITHOMY OOBEKTY);

2) EVENTID — unentudukarop tuma coobitus (Tadmuus! 8, 9, 10, 11 u 12);

3) OBJECTTYPE - wunentudukarop ooObekta bBJl (tabmuma 7, mopoauBiiee
MIPOTOKOJIUPYEMOE COOBITHE);

4) SOURCEADR - cereBoii ajgpec CTaHIMHM KJIMEHTA. DTO 3HAYCHHE HECET peabHYIO
nH(GOPMAIUIO TOIBKO IPU HE HYJIEBOM 3HAYEHUH THUIIA UCTOUYHUKA (IIPU CETEBOM paboTe);

5) USERNAME — umst cxemsl (10Ib30BaTeNsi). ITO HAMMEHOBAHHUE CXEMBI (ITOJIb30BaTENIA),
OT UMEHHM KOTOPOTO HWHHUIIMUPOBAHO COOBITHE (HAmpUMeEp, UM IOJIb30BaTelNsl, KOTOPBIN
oOpaTuics K HeoCTynmHOMY eMy 00bekTy bJ1);

6) OBJECTNAME — momnoe mms oObekta BJl. D10 mMs oObekra, mpu OOpalleHUd K
KOTOPOMY BO3HUKJIO PETUCTPUPYEMOE COOBITHE;

7) BODY — nononauTtenbHast nHGopManus o coObITuu (Tadmuna 4);

8) USERTEXT — nonp30BaTenbCKkoe COOOIMEHUE O TIPOTOKOIMPYEMOM COOBITHH.

Ta6muia 4. Ctpykrypa nosist BODY Tabmuier $$SAUDIT

IMose cTpyKTYpHBI Tun naHHbIX KommenTapuii
SQL

EventTime date ata u Bpems COOBITHS
Reserved byte[16] 3ape3epBUPOBAHO
SourceType smallint Tum coObITHS
SourcePid int Wnentudukarop npouecca-ceppepa
SourceRPid int Nnentuduxarop nporecca-KIneHTa
SourceSocket int CereBoil mopT (COKET) Mpoliecca-KINeHTa
EventStatus int Cocrosinue Bomnonuenus CYBJ[ JIMHTEP
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ITosie cTpYKTYpBI Tun nanHbIX KommenTapuii
SQL
SourceStatus int 3ape3epBUPOBAHO
SourceSystemStatus nt CocTosiHue onepanuoOHHON CUCTEMBI

Jis yno6ceTBa aHamm3a MH(GOPMAIMK O IPOTOKOIUPYEMBIX COOBITHSIX IPU BBIOJIHEHUH (haiina

security.sql co3naerca npeacrasienue AUDIT EVENTS (tabmuua 5).

Tabmuma 5. Crpykrypa npencrasieanss AUDIT EVENTS

Cronben Tun 1aHHBIX KommeHnTapuii
SQL

Event number bigint YHUKanbHBIA HUACHTU(PUKATOP COOBITUS
Event time date Jlara u Bpemst cOOBITHS
Severity char(10) [Tpu3Hak cepbe3HOCTH COOBITHS
Username char(66) Nmst monw3oBaTens
Event type char(19) Tun coObITHs
Eventid char(21) Wms coObiTus
Networkaddress  |char(24) CereBoll azipec KIMEHTa
Objectname char(134) Nwms oobekTa b1
Sourcepid int Wnentuduxarop npouecca-cepsepa
Sourcerealpid int Wnentudukarop npouecca-KIneHTa
Socket int CereBoii opT (COKET) nmpoliecca-KIueHTa
Status int Cocrosaue Bemonaenus CYB/ JIMHTEP
Osstatus int Cocrosnue BoinonHenus OC
Usertext char(240) [Tonk30BaTensCKoe COOOIICHNE

Tabnuma 6. UneHTudukaropsl HCTOUHHUKOB COOBITHIA

HNnentuduxarop HcTounuk codbITHs KommenTapuii
HCTOYHHKA

1 SYSTEM EVENT CucTeMHBIE€ COOBITHUS

2 RESOURCE EVENT CoOBITHS, CBI3aHHBIC C U3BMEHCHUEM
CTpYyKTypbl B/]

3 AUTHORIZATION EVENT CoObITHS, CBA3aHHBIE C ITOJCUCTEMON
aBTOPU3ALINU

4 TABLE EVENT CoObITHS, CBSI3aHHBIE C KOHKPETHBIMU
Ta0IMIIaMHU

5 CHANNEL EVENT KananbHbIEe COOBITHS

Tabauna 7. Koxbl 00bekTOB B/]

Kon Muemonuka KommenTapwuii
0 LOBJ NONE Heormnpenenenuslii 00beKT
1 LOBJ USER [Tonws3oBarens win cxema bJ[
2 LOBJ ROLE Ponp
3 LOBJ LEVEL YpoBeHs gocryna
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Kon MHeMoOHUKA KommenTapuii

4 LOBJ _GROUP I'pynnia nmonb3oBarenei b/

5 LOBJ STATION PaOouast cranmus

6 LOBJ NODE V3en JIoKaibHOM ceTn

7 LOBJ DEVICE YerpoiicTBo xpaHeHus ¢aitoB bJ{

8 LOBJ TABLE Tabmuma BJI

9 LOBJ VIEW IIpencranenue b/]

10 LOBJ SYNONYM CuHOHUM 00OBEKTa

11 LOBJ EVENT Coo6biTe b/

12 LOBJ PROCEDURE Xpanumas npouenypa b/l

13 LOBJ TRIGER Tpurrep b/1

14 LOBJ CURSOR Kypcop (BbiOOpKa 3ammceit)

15 LOBJ TABLE ID Wnentudukarop TabmuIpl, K KOTOPOH y MOIB30BATEIS
HET JJOCTyTIa

16 LOBJ_SEQ [TocnenoBarenbHOCTh

17 LOBJ CSET Konosas crpanuna

18 LOBJ TRANSL [IpaBuio TpaHCISIMK KOJOBBIX CTPAHMI]

19 LOBJ CSAL Anuac

20 LOBJ PROC ID Wnentudukarop XpaHuMOU IpOLEaypbl, IPH
00paboTKe KOTOPO BO3HHKIIA BHYTPEHHSS OLIMOKA
anpa CYB/] JIMHTEP

21 LOBJ TRIG STRUCT Wnentudukarop cpadorasiiero Tpurrepa (mpu aoooM
OKOHYaHUH)

22 LOBJ COLUMN Cros0err TabIuUIIBI

23 LOBJ PARAMETER [TapameTp napameTpHUueCKOro 3ampoca

24 LOBJ GLVAR I'moGanbHas mepeMeHHas MPOLIEAYPHOTO S3bIKa

Yn paBJsieHne MOHUTOPUHIOM

I[J'ISI yHpaBJICHHA MOHUTOPUHI'OM IMPEAHA3HAYCHBI CIICAYIOINEC KOMAaH/IbI:

1) HacTpoiika NpOTOKOJIMPOBAHHUS;

2) TIPOTOKOJIMPOBAHKE TTOJIb30BATEIIHCKOTO COOOIICHHS;

3) HayaTh KOMMEHTHUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA;

4) OTMEHUTH KOMMEHTHPOBAHHE ITPOTOKOIUPYEMBIX COOBITHIA.

B cocraB auctpuOytuBa BXomuT ckpunt audit info.sh pan1d MoHMTOpHMHTA U
OIOBEILEHUS aJIMUHHCTpPATOpa O COOBITUSAX Oe30macHOCTU. J[aHHBIA CKPHIT 3aIlyCKaeTcs
aJIMUHUCTPATOPOM M Jajiee NUKIMYECKH C 3aJaHHBIM HMHTEPBAJIOM Ha SKPaH BBLIACTCS
CBOIHAs MH(pOpMaIMs 1O XypHajaMm (ITapamMeTpbl HACTPAUBAIOTCS B OJIOKE MEPEMEHHBIX
CKpHIITA):

1) xoMnaxkTHasi TpyNIHUPOBKA 110 BCEMY JKypHaITy, KaKhe COOBITHS perHCTPUPOBATINCH B KAKOM
00II[EM KOJIMYECTBE;

2) To e c arperaiei coobITHIl 3a mocaeIHui Jac;

3) nocnenuue 10 cooOuieHuit xxypHana;

4) nocnenuue 10 cooOmieHu# KypHaaa BEICOKOH BaKHOCTH;

38
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5) BpeMs OCIEAHEH 3aMKCH B )KypHAIE;
6) cooOIIeHNI BEICOKOM BaKHOCTH U3 1inter.out, 10 mociaenHux.

HacTtponka npoToKkonupoBaHus

Cneuudmnkauus

[1]

[7]

<HaCTpOMKA MPOTOKOJUPOBAHUS> : : =

AUDIT <koMaHja TpOTOKOIUPOBAHUS>

[<umst cOOBITUS™> [<OOBEKT MPOTOKOJIUPOBAHUS>]|

[<CyOBEKT NPOTOKOIUPOBAHUS> |

[<ypoBeHb IPOTOKOIMPOBAHUS™ |

[<ycnoBue NPOTOKOJIMPOBAHUS™ ]

<COCTOSIHHUE IIPOTOKOJIUPOBAHUA> : : =

{START | STOP | ENABLE | DISABLE | CLEAR} [SET RECORDS LIMIT
<I1eJIOYMCIICHHBIN JIUTEpaT>|

<HUMS$ COOBITHS> : : = <UACHTUPHUKATOP>
<00BEKT MPOTOKOIUPOBAHMS> : : = ON <uneHTHHUKATOP>
<cyOBeKT MpoToKoJIupoBaHus™ : : = FOR <ums nonb3oBaresns™>

<ypOBEHb MTPOTOKOJIUPOBAHUS> : : =
BY {SESSION | STATEMENT | ACCESS}
<ycnoBue npotokonupoBanus>: : = WHEN [NOT] SUCCESS | ALWAYS

CuHTakcu4yeckue npaBuna

1) JomycTumble <mMeHa COOLITMI> MPUBEACHBI B Tabnumax 8, 9, 10, 11 u 12.
2) JlomycTUMBIE THUITBI <OBBEKTOB MNPOTOKOJMPOBAHMUSI>:

¢ USER <umdg noab3oBaTeid™;

* USER <umi cxeMbr>;

* ROLE <um4 poiu=>;

* LEVEL {<uM# ypOBHs AOCTyna> | <uJleHTU(UKATOP yPOBHS JOCTyIa>};

* GROUP <umi rpynmsr>;

e STATION <HzLeHTI/I(pHKaTop CTaHIIUU>;

* NODE <uMs y3J1a JOKaJIbHOU CETH>;

* DEVICE <uMs yCTpOMCTBa™>;

e TABLE [<uMs cxeMbl>|.<uMs TaOIUIIBE>;

* VIEW [<uMS CXeMbI>|.<UMSs MIPEICTABICHUS>;

e SYNONYM <uMms CHHOHUMAa™;

* EVENT <uMs COOBITHSI>;

* PROCEDURE <uMs XpaHUMOW NpOLETypbI>;

* TRIGGER <uMf TpUITEpa>;

* CURSOR <uM1 Kypcopa>;

* LOCK <cHUCTeMHBII uaeHTU(PHUKaTOp OIOKUPYyEeMOi TabIHIIbI>;

* SEQUENCE <uMm4d mojb30Bareis> <UMs MIOCJIECA0BATEIbHOCTHU>;

e CHARACTER SET <uMs KOOUPOBKHU>;
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* TRANSLATION <ums IpaBujla TpAHCIAINN>,

e ALTAS <uMd ajigaca>.

Ecniu  xoHkpeTHbld <OOBEKT NPOTOKOJIMPOBAHMSA> HE yKa3aH, Oyaer
MIPOTOKOJIMPOBATHCS TOCTYII KO BceM oObekTam b/I.

<OOBEKT IIPOTOKONIMPOBAHMA> NOJDKECH CYyIICCTBOBATH HA MOMCHT CO3/1aHMsA COOBITHS
IMPOTOKOJIUPOBAHMA.

OO6Gwwue npaBsuna

1)

2)

B noacucreme aynura CYB/ JIMHTEP npemycMoTpeHo YeThIpe TUIa YCTaHOBOK:

* 2100a1bHble — YCTAaHOBKH, IEHCTBYIOLIUE /ISl BCEX MoJb30BaTeneil 1 00bekToB b/I;

* 0Ovekmmuble — yCTAHOBKH I KOHKPETHBIX 00BEKTOB b/I;

* nepcoHanbHble — YCTAHOBKH JIJI1 KOHKPETHBIX Mojib3oBareneil b/1;

* JIOKANbHble — YCTAHOBKM MEXKJIY KOHKPETHBIMU IIOJIB30BATEIIAMU U KOHKPETHBIMU

oobexTamu BJI.

Cuavaia IIPOBECPAOTCA n100aIbHEIE YCTAaHOBKHU, 3aT€M YCTAHOBKHU JII KOHKPCTHBIX
00BEKTOB BJ_—[, 34aTEM YCTAHOBKHU JIsI KOHKPCTHBIX nonn3oBareneii. Iloce IMPOBEPAOTCA
JIOKAJIbHBIC YCTAHOBKH.

Ecmu 3amana mio0anmpHasi yCTaHOBKA, TO MPOBEPSETCS HAIWYHE SIBHBIX 3allPETOB
MIPOTOKOJIMPOBAHMS 1T KOHKPETHOTO 00bekTa BJl, st KOHKPETHOTO MOJIb30BaTENs, s
KoMOMHaIMK 00BEKTa U TI0JIb30BaTeNsl. B mpoTuBHOM citydae (eciu rmofaibHast yCTaHOBKA
HE 3a/1aHa) POBEPSETCS HaJTMYUE YCTAHOBOK I KOHKPETHBIX 00BeKTOB B/I.

Ecnu ycranoBka Ju1st koHKpeTHOro o0bekTa b/, To mpoBepsieTcs Hanuyue SBHBIX 3allpETOB
IIPOTOKOJIMPOBAHUS AJIsl KOHKpeTHOro o0bekTa bJl, 1isi KOHKPETHOTO MOoJIb30BaTeNs, A
KOMOWHAIMK OOBEKTa W TOJb30Bareis. B mpoTWBHOM ciydae (eciid yCTaHOBKA st
KOHKpeTHOTo 00bekTa b/l He 3a1aHa) MpoBepseTCcsl HaJTMIUe YCTAaHOBOK JIJIST KOHKPETHBIX
MOJIb30BATEIICH.

JlokanbHbIe YyCTAaHOBKH MPOBEPSIOTCS B JIOOOM Cilydae (HE3aBUCHUMO OT TOTO 3a/IaHBbI JI
100aIbHBIE YCTAHOBKU MJIM YCTAHOBKH JJIS1 KOHKPETHBIX 00BbeKTOB/monb30Bareneit bJI).
[Ipumepsr:

« AUDIT ENABLE SELECT; (rmo6ajibHast yCTaHOBKA);

* AUDIT ENABLE SELECT ON AUTO; (o0beKTHast yCTaHOBKA);

« AUDIT ENABLE SELECT FOR SYS; (nepcoHanbHasi yCTaHOBKa);

« AUDIT ENABLE SELECT ON AUTO FOR SYS; (mokanpHasi ycCTaHOBKA).

Onuus <cocTogHME MNPOTOKOJIUPOBAHUSI>

START

KOMaH,Z[a AKTUBU3UPYCT NOACUCTEMY IIPOTOKOJIIMPOBAHUS.
STOP

KoMaHza OTK/II04aEeT MOACUCTEMY TPOTOKOJIMPOBAHUS.
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ENABLE

Komanna pa3pemiacT NpoTOKOJIUMPOBAHUE YKAa3aHHOI'O COOBITUSA U NOJKHA BBIHOIHATHCS
npu AKTUBHOU MOJCUCTEME IIPOTOKOJIMPOBAHMS (nocne BBIIIOJIHEHUS KOMaHJbl AUDIT
START)

PC3YHLT3.TBI BBITIOJTHCHHUA KOMAaH/bI:
a) ecinu <mMms COOBITMSA> HE 3aJ1aHO, IMPOTOKOJIHUPYIOTCA BCC CO6LITI/ISI;

0) ecim  <umMsa cobmiTUa>, <uUMd nojp3oBaTessa> U <ODBEKT
NPOTOKOJIMPOBAHMSA> HE 33/IaHbl, TO U3MEHSIOTCS IT00aIbHbIe YCTAHOBKH;

B) €CJIM 3aJ]aH0 <M I[10JIb30BATEJISI> WIM <OOBEKT MPOTOKOJIMPOBAHMA>,
TO U3MCHAIOTCS IEPCOHAIBHBIC YCTAHOBKU,

r) eciu <umsa COOBITUA> 3aJaHO 6e3 YKazaHuA <ycJoBuAa
[IPOTOKOJINPOBaHMSA>, TO YCTAHABIIMBACTCA:

* 3aJ]aHHOE <COCTOSHME NPOTOKONMPOoBaHrsa> (ENABLE);
* TPOTOKOJIMPOBAHHE TOJIBKO HEYNAYHbIX COOBITHI (when not success).

J) €clli <COCTOSHME [IPOTOKOJMPOBAHMSI> HE YKa3bIBAETCs, 110 YMOJYAHUIO
npuauMaerca BY STATEMENT;,

€) ecliM 3aJaHO0 TOJNBKO <COCTOSHME nporokoampoBaHmsa> ENABLE,
BKJIIOYAETCSI POTOKOJIMPOBAHUE CPa3y BCEX HEYCIEITHBIX CUCTEMHBIX COOBITHH.

ITpumep.

audit enable linter error;

DISABLE
Komanna 3anperaeT npoToKoJIMpOBaHUE YKA3aHHOTO COOBITHS.

Eciu <umsa coBweiTusa> HE 3a1aHO, 3alpCIiacTCA MPOTOKOJIUPOBAHHUEC BCCX COOBITHIA.
KOMaH,Z[a AOJDKHAa BBITIOJIHATHCA IIPU AKTUBHOH IIOJACHCTEME IMPOTOKOJIUPOBAHUSA (HOCJ'IC

BBIIIOJIHEHUA KOMaHAael AUDIT S TART). Ecmu Ipu D3TOM HE 3aJaHbl <UMSA
MoJIb30BaTENIA> U <OOBEKT MNPOTOKOJIMPOBAHMSA>, TO U3MEHSIOTCS II00AIbHEIC
YCTaHOBKH.

Ecnu 3amano <mumMsa moJib30BaTEIISA>, TO U3MEHSIOTCS IIePCOHAIbHBIC YCTaHOBKHU. Ecnn
3alaH <OOBEKT MIPOTOKOJIMPOBAHNS>, HU3MEHIIOTCS YCTAHOBKH JII KOHKPETHOTO
oO0bekTa. Ecnu 3a1anbl <yiMs moJib30BaTENS> H <OOBEKT MPOTOKOJUPOBAHMUS>,
MU3MEHSIOTCA JIOKAJIbHbIE YCTAHOBKH.

B cnyuae mogaun komauzsl audit disable <mmMs coOOBITVS> BBIMOIHAIOTCS CIEAYIOIINE
JIEeUCTBU:

* CCIIM paHCC <COCTOAHME TIIPOTOKOJIMPOBAHMA> HE OBLIO YCTaHOBJICHO, TO
3aIllpOC UTHOPUPYCTCA,

* €M <COCTOSHME NPOTOKOJMPOBAHMS> paHee ObUIO YCTaHOBICHO U
B 3alpocCce HE 3amaHO0 <yCJIOBUE IPOTOKOJIMPOBAHMA>, TO OTMCHIIOTCI
paHeC YCTAHOBJICHHOC <COCTOSHME IPOTOKOJIMPOBaAHUA> U <YyCJIOBUE
[IPOTOKOJIMPOBAHUA>,
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* ecmu <COCTOsSHME [IPOTOKOJMPOBAHMSI> paHee ObUIO YCTaHOBJIEHO U B
3aIIpoce 3aaH0 <yCJIOBME IIPOTOKOJIUPOBAHMSA>, TO PAHCC YCTAHOBICHHOC
<COCTOfHME TNPOTOKOJIMPOBaHMA> HE U3MEHIETCSA, & OTMEHSAETCS TOJIBKO
paHee YCTaHOBIEHHOE <y CJIOBME MNPOTOKOJIMPOBaHMs> (€Ciu ObLIO 33a/1aHO).

Eciu 3agaHo <cocToshue NPpOoTOKOMMPOBaHMUSA> disable, OTMEHSCTCA
MIPOTOKOJIMPOBAHUE CPA3y BCEX CUCTEMHBIX COOBITHIA.

ITpumep.

audit disable linter error;

B Hpumeuanue
B rtekymield Bepcuum 3ampeT MPOTOKOIMPOBAHUS HEYAAYHO 3aBEPIICHHBIX COOBITHH He
noxaepxkuBaercsa. Hanpumep, mo komange audit disable create table when
not success MOMNBITKA CO3JaHMs TaOIUIbI IPOTOKOIUPYETCS BCErna (KaK MPH yCIELITHOM
3aBEpUICHUH, TAK U IIPU HEYCIICITHOM).

CLEAR

Komanna mnpegHazHaueHa nisi OTMEHBI SIBHOTO 3ampeTa MPOTOKOJIMPOBAHUS IS
KOHKPETHOTO TOJIb30BATEs, ISl KOHKPETHOTO 00BEKTA, NIl KOMOWHAIIMY TTOJIH30BATENS U
00BEKTa, BEIIIOIHEHHEBIE KoMaHAaMu AUDIT ENABLE um AUDIT DISABLE:

* AUDIT CLEAR ... WHEN SUCCESS — OYHILAET TOJIBKO «yCIIEIIHbIE» COOBITHS;

e AUDIT CLEAR ... WHEN NOT SUCCESS — O4HIIAET TOJIBKO «HEYCIEIIHBIC
COOBITHS,;

* AUDIT CLEAR ... — OYMIIAET BCE COOBITHSI.

Komanna AUDIT CLEAR pist HEkoTOpOro coOOBITHSI M HEKOTOPOTO MOJIb30BaTels,
o0ObekTa TMO0 KOMOMHALIMU TOTO M JPYroro OYMIIAET BCE COOTBETCTBYIOIIME YCTAaHOBKH
NPOTOKOJIMPOBaHMs (M paspeuieHue, W SABHBIA 3amper). s oOmel ycTaHOBKH
MIPOTOKOJIMPOBAHMSI HEKOTOPOTO COOBITHS OUUINAETCS TOIBKO pa3pelieHne, Tak Kak sIBHBIN
3aIllpeT TaM HE CTaBUTCH.

3nech BTopast KOMaH/1a He POCTO OTMEHSIET ISHCTBHE MIEPBOIA, a €Ille U YCHUIIMBAET 3aIPeT.
Ecnu yOpats koncTpykiuio FOR mone3oBarens u3 00eMx KoMaH 1, TO BTopast OyeT IpoCTo
OTMEHSATH JICUCTBUE MEPBOIA:

AUDIT ENABLE cobeiTme FOR noJgb30BaTesib;
AUDIT DISABLE cobeiTme FOR noab30BaTesib;
3nech BTOpasi KOMaH/1a IPOCTO OTMEHSIET IEUCTBUE MEPBOMA:
AUDIT ENABLE cobeiTme FOR noJab30BaTesib;
AUDIT CLEAR cobeiTme FOR nojab30BaTesib;
3nech BTOpasi KOMaH/1a TOXe MPOCTO OTMEHSET JEHCTBUE MEPBOM:

AUDIT DISABLE cobriTue FOR noJsb30BaTE]Ib;
AUDIT CLEAR cofmTme FOR mnojJb30BaTe]ib;

3) Onmus <yMa CoOBBITUS>
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Nms  coObITHs, Uisi KOTOPOTO YCTaHaBIMBAaeTCs MpOTOKonupoBaHue. CIHCOK
MOJACPKUBAEMbBIX COOBITHIA TpuBeaeH B Tabmuuax §, 9, 10, 11 u 12. Ecnu uMs coObITUs
SIBHO HE 33/1aHO, YCTAHABJIMBAETCS MTPOTOKOIUPOBAHUE JIJISl BCEX BO3ZMOXKHBIX COOBITUH.

[Ipumepsl.

audit enable create table;
audit disable create view;

4) Onuust <OBBEKT NIPOTOKOJIUPOBAHMSI>

st cobbiTHii rpymmel "RESOURCE EVENTS" (kpome EXECUTE TRIGGERUEXECUTE
PROCEDURE) B city4dae, eciH JAJisl HUX yKka3aH Moaudukatop "ON <OBJECT>" BbiaaéTcs
KoJ 3aBepiieHus 2499 (Bo3MOXHOCTE eume He peajiM30BaHa).

Hepeanmn3zoBanHbie KOMaHIbl YCTAHOBKH ayauTa Ui coObITHi: "CREATE DEVICE",
"ALTER DEVICE","DROP DEVICE","CREATE STATION","ALTER STATION",
"DROP STATION", "TRUNCATE TABLE". IIpu HONBITKE BBITOJHEHUS KOMAaHIbI
AUDIT pui4 BellIeyKa3aHHBIX COOBITHI Oy/1eT BbIIAH KoJ 3aBepieHus 99 (Onepauns He
peanus3oBaHa).

5) Omnmust <¥Ms [IOJIB30BaTEJIa>

Wms monp30BaTernsi, YbH JSHCTBUS JOIKHBI IPOTOKOIUPOBATHCS. Eciu yka3zaH KOHKpETHBIN
MOJIb30BaTeNb, TO COOBITHE BO3HHUKAET MPU YCIOBHH, YTO TEKYIIMH MOJIb30BaTelb
COBMAJIaeT ¢ <MMeHeM MnoJib30BaTess>. Ecnu <uMsa nosbszoBaTesis> He 3aJaHo,
MIPOTOKONIUPOBATHCS OymyT NEHCTBUS BceX moib3oBareneit b/

6) Onmus <ypoBeHb MNPOTOKOJMPOBAHUS>
BY SESSION

CobbiTHe mpoTokonupyetcst onuH pa3 ans onHoro noakiatoueHuss (CONNECTION). [Tpu
3TOM ypoBeHb nporokoiaupoBanust BY SESSION cpabarbiBaeT TONIBKO 1Sl yCTAaHOBKH TSI
KOHKPETHOTO TOJIb30BaTEIs.

Ecmu ypoenr BY SESSION 3aman mis 1m1o0anbHON YCTaHOBKH, YCTAaHOBKH JIIS
KOHKpeTHOro oobvekta b/ nin nmokaibHON yCTaHOBKH, OH UTHOPUPYETCS.

IIpumepsl.

AUDIT ENABLE BY SESSION; (urHopmupyeTcCcsd)
AUDIT ENABLE FOR SYS BY SESSION; (cpabaTeBaeT)

BY STATEMENT

CoOpITHE TIPOTOKONMHMPYETCS OAWH pa3 miusi Kaxaod SQL-omepanuu (pexuMm 1o
YMOJIYaHHIO).

BY ACCESS

CoObITHE TPOTOKOIUPYETCS ISl KAXKI0TO OOpaIeHHsI K TaHHBIM.
7) Onius <ycJjioBMe NPOTOKOJMPOBAHUS>,
WHEN NOT SUCCESS

CoObITHE IPOTOKOIIMPYETCS TOIBKO MPU HEYITAUHOM 3aBEPIICHUHU (PEKUM 110 YMOITIAHHUIO).
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WHEN SUCCESS

CoObITHE TPOTOKOIUPYETCS TOIBKO B CIIydae yCIEIIHOTO 3aBEPIICHHUS.
ALWAYS

CoObITHE TPOTOKOIUPYETCS B CIIydae YCIEIIHOTO U HEYCIEIIHOTO 3aBEPILICHUSI.

8) Onuus <mapaMeTps ITPOTOKOJIMPOBAHMI>

SET

YcTaHaBIMBAET YKa3aHHBIA <I1apaMeTp INPOTOKOJIMPOBAHMI>:

« RECORDS — MakCHUMaJbHOE KOJMYECTBO 3amuceid B Tabmuie ayaurta. Ilpu
MCUEpIIaHNH CBOOOIHBIX 3alMCell HOBBIC 3alMCH Pa3MELAloTCs Ha MECTE CaMbIX
CTapbIX 3aIlUCEH;

* DAYS — yKa3bIBaeT KOJIMYECTBO MPEIUIECTBYIONIUX TEKYIIEH 1aTe JHEH, B TEUECHUE
KOTOPBIX HEOOXOAMMO XPAaHUThH 3alIUCU NMPOTOKOJIUPOBAHUS. 3ape3epBUPOBAHO IS
JAJIbHEUIIETO UCIIOJIb30BAHN.

CANCEL
OTMeHseT paHee YCTAaHOBJIEHHBIE <[TapaMeTPH IPOTOKOJIMPOBAHMS>.

Koncrpyknust AUDIT CANCEL RECORDS LIMIT 3ampeuieHa.

9) CobbITHsI NPOTOKONUPYIOTCS B Tabmuuel Buaa $SSAUDIT N. rae N - meiaoe 4ucio.

CuHoHuM $$SAUDIT yKka3bIBaeT HA HAIMOJHAEMYIO B JJaHHBIH MOMEHT TaOnuIly Buaa $
$SAUDIT N. Jlns kaxaod Tabmuisl ycranoBiaeH JuMuT 1000000. [Ipu npeBbiieHnn
JUMUTA, 3aE[aHH0r0 koMaggou AUDIT SET RECORDS LIMIT < HOBOE BHadeHUE
>, TIPOUCXOJIUT CO3/IaHME HOBOMW TaOIMIEl, a "crapas' TaONMHMIBI CUMTACTCS apXUBHOU
kormedd. Ecimu AUDIT SET RECORDS LIMIT AenaeT JIMMUT 3alUCei TaOIHIBI ayIuTa
MEHBIIIUM, YeM YK€ €CTh 3alicell B 9TON TaOIuIle, TO TAOIHIIa C HOBBIM JJMMUTOM JIOJDKHA
CO3/1aThCsl B CJEAYIOLIEM KBAaHTE PaOOTHI.

10) Inss  oumctku 0Oa3bl JAaHHBIX OT HAKOIUIGHHBIX AapXWBHBIX KONWW JKypHaa

npeaycMoTpeHa npouenypa clear old audit, TEKCT KOTOpOW HaxomuTcs B Qaiiie
audit full info.sqgl karamora cucTeMHBIX cioBapei. IIponenypa BeI3bIBacTCA C
OJTHUM apTryMEHTOM - YHCJIOM IOCJEeIHUX TaOnuil aynuTta, KOTopoe OyleT OCTaBJICHO B
0aze. [Ipu 3amycke nporenypsl 63 apryMeHToB Oyzaet octasieHo 10 Tabmui. Ecnu 3agan
aprymeHT MeHsblie 10, To oH 3amensiercs Ha 1 0. [Iponenypa Bo3Bpamiaetr TRUE, eciiu Bce
3aMpoChkl 3aBEPIIMIIUCH 0€3 OIMmMO0K, nHade FALSE.

11) Hpouenypa SET AUDIT LAST ycTaHaBJIMBacT B KAuCCTBE HMCTOYHMKA NAHHBIX IJIA

npejcrasieHuss AUDT T_E_VENTS TEKYIIyl0 TaOJHIly, MPUBSI3aHHYI0 K CHHOHUMY $$
$SAUDIT. Bei3biBaercs 0e3 apryMmeHToB. Bo3Bpaiaer TRUE NpH YCHEIIHOM BbITOJIHEHUH
BCEX 3alpocoB, FALSE B cily4ae OUIMOOK.

12) ITpouenypa SET AUDIT ALL ycCTaHaBIMBAeT B Kaue€CTBE MCTOUYHUKA JAHHBIX JUIS

npenacrapieHuss AUDIT EVENTS obGbenuHenre mo UNION ALL Bcex TaOIuIl ayauTa,
KOTOpHIE €CTh B 0a3e (MJIM HECKOJIBLKUX MOCIIEAHMX, €CIIU 3a/1aH apTyMEHT - KOJIMYECTBO
Tabnui). Bei3piBaeTcst 6€3 apryMEHTOB UITH C OTHUM YHCIIOBBIM apryMeHTOM. Bo3Bpaiaet
TRUE @IpH yCIEIIHOM BBINOJIHEHUH BCEX 3anpocoB, FALSE B ciydae ommnoOok. Ecin
IIPOM30IILIA 3aMEHA TaOJIUIBl ayAUTa, TO 3Ty IPOLEAYPY CIEAYET BbI3BaTh 3aHOBO MEPE]
oOpaleHueM K npejcrasiennio AUDIT EVENTS.

13) dns nomydenust ”HGOPMALMH U3 KypHaJa PETUCTPALIUN COOBITHI BMECTO MPECTABICHUS

AUDIT EVENTS cuemyeT BbI3bIBaTh (pyHKIMIO get audit events (). [laHHad
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(GyHkuus spageTca o0epTkod mnd npexacTaBieHus AUDIT EVENTS U aBTOMaTHYECKH
BBINOJIHSET €r0 MepecTpOCHUE MpH poTaruu Tadbiui $$SAUDIT.

[Tpumep.

select event number, eventid, status from get audit events();

npOTOKOﬂMpOBaHMe nonb30BaTeJsiIbCKOro COOﬁLI.I,GHVISI
Cneuudmnkaumsa
AUDIT MESSAGE <TexcT coobmeHms>;

Komana co3gaer B Ta0Onuiie ayayTa HOBYIO 3aIlUCh C TUIIOM «I10JIb30BaTEIbCKOE COOOIIIEHNE)
U <TekCcToM coobueHMra> B 1ojie USERTEXT.

[Ipu BBI3OBE CKpHUNTa 3aBEpUICHUS PAOOTHI stop linter.sh B mepBOM mapameTpe
MOXHO 33/1aTh COOOIIEHUE, KOTOPOE IIPU BKIIIOYEHHOM CHCTEME MIPOTOKOIMPOBAHUS 100aBUT
yKa3aHHOE COOOILEHUE B KypHAI:

sh stop linter.sh "scheduled maintenance"
B xypnan Oynet nobaBieHa 3anuch:
shutdown - scheduled maintenance - by SYSTEM
Havatb KOMMEHTNPOBaHNEe NPOTOKOJIINPYEMbIX CcoObITUN
Cneuudmnkaums
AUDIT SET MESSAGE <xommeHTapmii>;

Jlns Bcex COOBITHIA, IIPOTOKOJIMPYEMEBIX [0 COEAUHEHUIO, B KOTOPOM ITOJIaHa 3Ta KOMaH/Ia, B
nojie USERTEXT TaOIUIIBI ayauTa Ha4YMHaeT 00aBIATHECA TEKCT <KOMMEHTapmsa>.

Komanna noctynna Bcem nonb3oBaressam b1
Mpumep

audit set message 'llpunoxexnme "Cxjan"';

OTMEeHNTb KOMMEHTUPOBaHNE NMPOTOKONMUPYEMbIX COObLITUMN
Cneuundumkaums
AUDIT CANCEL MESSAGE;

Jiis Bcex COOBITHIH, NTPOTOKOJIMPYEMBIX II0 COEAMHEHHIO, B KOTOPOM TIOflaHa 3Ta
KOMaH/a, oTMeHsieTcsi nobapneHue B nojie USERTEXT TaOnuibl aynuTa paHee 3aJlaHHOTO
<KOMMEHTapmsg>.

Komanna noctynna Bcem nosb3oBarensm bJI.

lNMpoTtokonupyemsbie coobITUA

CucremMHble coObITUA

CucteMHbIe COOBITHS MPEICTABICHBI B TAOIUIIE 8.
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Taomuna 8. CucreMHbIE COOBITHS

ID Nms coObITHS IlosicHeHue
coObITHS

3 STARTUP Crapr sapa CYB/]
4 SHUTDOWN Ocranos siipa CYB/]
5 WARM RESTART Temnerit pecrapt siapa CYBJ]
6 LINTER ERROR Perucrtpanus quarnoctuku CYB/[ JIMHTEP
7 AUDIT START AKTHUBAIUS CUCTEMBI ayJIuTa
8 AUDIT STOP JleakTrBanus CUCTEMBI ayIuTa

78  |SET DATABASE NAMES

VYeranoBka kogupoBku b/ 1i1st cucTeMHBIX
TabIuUIL

79  |SET RECORD SIZE LIMIT

OI‘paHI/I‘-ICHI/IC pa3Mepa 3anmcu

80 |SET NAMES

YcraHoBka KOAUPOBKU COCAUHCHUS I10
YMOJIYaHHIO

85 SET DATABASE CHARSET

VYceranoBka kogupoBku b/ most
MOJIb30BATEIbCKUX TAOJHI] IO YMOTYAHHUIO

CobbITusA, cBsi3aHHbIe ¢ B[]

CoOsbiTHs, csi3anHbIe ¢ B/], mpeacraBneHsr B Tadbmuie 9.

Tabmuma 9. CoObiTus, cBs3aHHbIC C BJ]

ID coObITHSI HNwms coObITHS IMosicnenue
9 CREATE TABLE Cosnanue TaOInIb
10 CREATE VIEW Co3znanue npeacTaBIeHHs
52 CREATE SYNONYM Coznanue cuiHOHMMA
11 CREATE PROCEDURE Coznanue npouenypsl
16 DROP TABLE Vnanenue TaOInLbL
17 DROP VIEW VYnaneHune npencTaBIeHUs
18 DROP SYNONYM VYnanenue CHHOHMMA
19 DROP PROCEDURE VYnaneHue npouenypsl
20 DROP TRIGGER Vnanenue Tpurrepa
59 CREATE STATION Co3znanue cTaHIuA
60 ALTER STATION N3menenue crannuu
61 DROP STATION VYnaneHue cTaHIIMU
62 CREATE DEVICE Co3nanue ycTpoiicTBa
63 ALTER DEVICE W3menenue ycrpoicraa
64 DROP DEVICE VYnanenue ycTponcraa
65 ALTER | REBUILD PROCEDURE  |M3meHeHue nporenypsl
66 CREATE TRIGGER Co3pnanue Tpurrepa
68 GRANT TABLE Hasuauenue npas gocryna K Tabnuue/
XpaHUMOI1 npouenype
70 EXECUTE PROCEDURE Beinonuenue npouenypsl
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ID coObITHS Hmsa codobITuA Ilosicnenne
71 EXECUTE TRIGGER Beinonuenue rpurrepa
72 CREATE SEQUENCE Co3manue Noclea0oBaTeIbHOCTH
73 DROP SEQUENCE VYnaneHue nociaeqoBaTeILHOCTU
74 CREATE CHARACTER SET Co3znanue KOTUPOBKU
75 DROP CHARACTER SET VYnaneHue KOIUPOBKH
76 CREATE TRANSLATION Co3pnanue npaBuia TPAHCISAUNA
77 DROP TRANSLATION Vnanenue npaBuia TpaHCISAIUNA
81 CREATE ALIAS Co3nanue anuaca
82 DROP ALIAS Vnanenue anuaca
86 TRUNCATE TABLE Yceuenue Ta0IULbI
87 ALTER SEQUENCE Monudukarus mocien0BaTeIbHOCTH

Cob6bITUA, CBA3aHHbIe C NOACUCTEMOM AOCTyna

CoObITHS, CBSI3aHHBIE C MIOACUCTEMOM TOCTyMa, MpeAcTaBiIeHbI B Ta0muie 10.

Tabmuma 10. CoObITHSA, CBI3aHHBIC C MTOJACUCTEMON JOCTYIIA

ID co0biTHS HNms coObITHS IHosicHenne
21 CREATE USER Co3nague noJjab30BaTes
22 DROP USER VYnaneHue nojab30BaTes
23 ALTER USER N3menenne npuBUIETHNA M10JIb30BATEIIS
24 ALTER PASSWORD N3menenune naposs nojab30Baress
25 CREATE ROLE Co3spnanue ponu
26 DROP ROLE VYnanenue ponu
31 GRANT ROLE Hasnauenue ponu
32 REVOKE ROLE OtmeHa Ha3HaYEeHHOH posn
27 CREATE GROUP Co3nanue rpymnmsl
28 ALTER GROUP N3menenue rpynmnsl
29 CREATE LEVEL Coznanue ypoBHs
30 ALTER LEVEL N3menenue ypoBHs
33 GRANT ACCESS Pa3pemenne nocrymna K rpyiire
34 REVOKE ACCESS OtmeHa ocTyna K rpyrnre

CoObITusA, cBAA3aHHbIe C Tabnuuamm

CoObITHSI, CBSI3aHHBIE C KOHKPETHBIMU Ta0JIWIIaMH, TIPEICTABICHBI B Ta0mie 11.

Tabmauma 11. CoObITHS, CBA3aHHbBIE C TAOIHUIIAMHA

ID coObITHS

HNms coObITHA

Ilosicuenue

13

INSERT

JloGaBneHre CTPOKHU B TAOJIUITY

14

UPDATE

W3meHeHne CTpoKH TabIUIIbI
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ID coObiTHS HNmsi coObITHS Ilosicnenne

12 SELECT Bri6opka cTpok U3 TabIuIbI

15 DELETE VYnaneHue CTpOK TaOIUIIbI

35 INSERT IN PROCEDURE I[06aBneIEI/Ie CTPOKH B VTa6Jmuy
XPaHUMOM MPOIIEAY PO

37 UPDATE IN PROCEDURE N3meHeHne cTpoku TaOIuITbI
XPaHUMOM IPOLETYPOU

38 SELECT IN PROCEDURE Bri6opka CTPOK TaOIUIIBI XPAHUMOU
npoLexypon

36 DELETE IN PROCEDURE VYnanenue CTPOK TaOJIHIIBl XPAaHUMOU
npoueaypoi

40 UPDATE IN REFERENCES H3menenune cTpoku B TaOIUIIE IPU
KaCKaJJTHOM HU3MEHCHUHU

39 DELETE IN REFERENCES VYnanenue cTpok U3 TaOIUIBI IPU
KaCKa/IHOM yJIaJICHUH

42 DROP INDEX Vhanenue nHaeKca TaOIUIbI

41 CREATE INDEX Co3nanne uHaeKca TaOIHIbL

44 REBUILD TABLE Boccranosnenue Ta0mInIbl

43 PRESS TABLE Coxarue TaOnuIbI

45 ALTER FILE N3menenue ¢aiina Tabmuisl

48 LOCK TABLE broxupoBka TaGIHIIBI

49 UNLOCK TABLE CusiTre 6JJOKUPOBKH C TAOIUIIBI

46 GRANT TABLE [lepenaua npuBuiIeruii Ha TabIUILy

47 REVOKE TABLE OTMeHa NpuBWIIETHIA Ha TaOIUILy

56 ADD COLUMN JloGaBnenue crondua

57 ALTER TABLE N3menenune CTpyKTyphl TaOIHIIBI

88 MERGE BcraBka/n3MeHeHne JaHHBIX TAOIUIIBI

COGbITVIFI, CBA3aHHbIE€ C nonb3oBaTeJsIAMU

CoObITHSI, CBSI3aHHBIE C MOJIL30BATEISIMU, TIPECTABICHBI B TabIMIE 12.

Ta6nuna 12. CoObITHSA, CBA3aHHEIE C MOJIb30BATEIIMHU

ID coObiTHS Hma codobITUA IlosicHeHue

50 COMMIT ®dukcalnys TpaH3aKIuu
51 ROLLBACK OTKaT TpaH3aKUHU

1 CONNECT [Tonxnrouenne nonb3oBaresns K bJ[

2 DISCONNECT OtcoeauHeHHE 0Ib30BaTes oT bJ]

54 OPEN CURSOR OTKpBITHE TOIYMHEHHOTO KaHasla

55 CLOSE CURSOR 3akpbITHE MOAYMHEHHOTO Kypcopa

53 USER MESSAGE Co31aHKe MOJIH30BATEILCKOIO COOOIICHUS
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B Hpumeuanne 1

CJIGZIYIOIIII/IC COOBITHS IMPOTOKOJHPYIOTCA U B CIIy4dac YCIICIIHOIO W B CJIyda€ HCYCIICITHOI'O

BBITIOJTHEHMSI (€CIIM pa3pelIeHo MPOTOKOIMPOBAHUE STUX COOBITHM):

e AUDIT START;

e AUDIT STOP;

* AUDIT MESSAGE <TekCT COOOWEeHMA>;

e SET DATABASE NAMES <mMa KOOUPOBKU>;

e ALTER DATABASE SET RECORD SIZE LIMIT <pmmHa>;

e SET DATABASE DEFAULT CHARACTER SET <uMa KOIOUPOBKU>;

OTO 03HAYAET, YTO €CIIU, HAITPUMED, BBICTABIICH PEXKHM:
AUDIT ENABLE SET DATABASE NAMES WHEN SUCCESS;

MIPOTOKOIMPOBAThHCS OyAyT U yCHEIIHbIe, U HeycHelHble coobiTust SET DATABASE NAMES.

B Ipumeuanne 2

YtoO0bI IMPOTOKOJIHUPOBATH BXO/ IMOJIB30BATCIIA B CUCTCEMY H606XOI[I/IMO HCIIOJIb30BAaTh OAHY H3

KOMaHI:

* AUDIT ENABLE CONNECT [WHEN SUCCESS | WHEN NOT SUCCESS];

e AUDIT ENABLE ACCESS DENIED [WHEN SUCCESS | WHEN NOT SUCCESS];

JlaHHbIE KOMaH/bI HE 3aBUCST IPYT OT Jpyra.
[Tpumep.

AUDIT ENABLE CONNECT;

AUDIT DISABLE ACCESS DENIED;

B pesynbrare paboThl JaHHOK MOCIEA0BATEIbHOCTH KOMaH 1 Oy[eT BHICTABIICH PEKUM:

AUDIT ENABLE CONNECT;

Cobritne «ACCESS DENIED» o3Hadaet HeycHenrHoe MojaKiIroueHrne moib3oparens k b/I, To

€CTb MOAKIIOUYEHUE C KOJOM OIIHOKH.

B Hpumeuannue 3
1. AUDIT ENABLE;
BiurodaeT nporokoiuposanrne BCEX HEYCIIEIIHBIX coObrTuii.
AUDIT DISABLE;
3anpeniaeT npotokonupoBanne BCEX coOpITHi.
Komannpr:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <mmMa coOelTma> WHEN SUCCESS;
BKJIIOYAIOT MPOTOKOJIMPOBAHUE U YCIICUTHBIX, U HEYCIEIIHBIX COOBITHIA.
[Tpumep.
username SYSTEM/MANAGERS
AUDIT START;
AUDIT ENABLE LINTER ERROR;

AUDIT ENABLE CREATE TABLE WHEN SUCCESS;

! perucTpupyeTcsd
CREATE TABLE T1( I INT);
! peructpupyetrca - ommbra 1503
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CREATE TABLE T1( I INT);
AUDIT STOP;

2. JIns BKJIIOUEHUS MPOTOKOJIHPOBAHHS HEYCHEIIHBIX COOBITUH HEOOXOAMMO BBIMOJIHUTH
KOMaH/IbI:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <uMsa COOBITUSA>;
1581041
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <wmma cobeitmdga> WHEN NOT SUCCESS;

B Hpumeuanne 4

YcraHoBKH Uil KOHKpeTHOro o0bekra bJ] u ynokanbHble ycTanoBku cpabatsiBator TOJIBKO
mas cooprtuii Tuna "TABLE EVENT", u coOeituit EXECUTE TRIGGER um EXECUTE
PROCEDURE.

s Bcex cobwituii THna "RESOURCE EVENT", ecniu He 0oroBOopeHO OTAenbHO, Kiroun «ON
<upentudukarop>» u «FOR <ums nonb3oBarenss™» OyayT 1100 UTHOPUPOBATHCS U BKIIOUATh
MIPOTOKOJIMPOBAHUE BCEX COOBITUI TaHHOTO THIIA, THOO 00padaThIBAThCS CIETYIOIIUM 00pa3oM:

* KOMaHJIa
AUDIT ENABLE <mmsa cobwelTua> FOR <uma nojsibs3oBaTesigs> [BY {SESSION

| STATEMENT | ACCESS}] [WHEN NOT SUCCESS | WHEN SUCCESS];
BBIJIAET KO 3aBepIiieHus 99;

* KOMaHOA
AUDIT ENABLE <wumMmsa cobeiTuga> ON <ugmeHTUOUKATOP> [FOR <umsa
nojgb3oBaressa>] [BY {SESSION | STATEMENT | ACCESS}] [WHEN NOT
SUCCESS | WHEN SUCCESS];
BbIIAET Ko 3aBepiieHus 2050;

e 1 coObiTHA TRUNCATE TABLE M Ha ON <upmeHTuOMKATOP>, H HA FOR <umMms
MOJIL30BAaTEJISI> BbIIACT KOJI 3aBepiieHus 99;

* IS BCEX OCTANIBHBIX COOBITUN — UTHOPUPYETCS KoY «ON <mmeHTudmuxaTop>».
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MexaHu3M HaaeXXHOro BOCCTaHOBJIEHUA

Mexann3m HazaexxHoro BoccraHoBieHus obecreumBaercss CYBJ JIMHTEP. Ero ocHoBoi
SBJISICTCSl BEJICHUE CHUCTEMHOTO »JKypHalla, TII€ OTOOpa)kaloTCsi HW3MEHEHHS, KOTOPBIC
npousBozATcs ¢ b/l Bcemu €€ nmonbp30BaTessIMU.

HeﬁCTBHH, CBsA3aHHBIC C HU3MCHCHHAMHU B CHCTEMC 3alllUThl, TaKXC OTO6pa)KaIOTC$I B
CHUCTEMHOM JXKypHaJie (Co3aanue/yaajieHne HOBOTO MOJIb30BATEIIS/TPYIIIHI U T.11. ).

Ecim monp30BaTesns OMydYuT YBEAOMIICHHAE O TOM, YTO €r0 M3MEHEHHUS TiepeHeceHsl B bJI, To
c00if 000pYyAOBaHMS HE MOXKET MPUBECTH K HAPYIIEHUIO CHCTEMbI 3aIlIUTHI.
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Npeobpa3zoBaHue AaHHbIX

[IpeobpazoBanuto B b/l IMHTEP nmoanexar nanueie 1r000i TaOIHIIBI, COAEPIKAIINAECS B:

* (ailax 1aHHBIX;

* BLOB-¢aiinax.

Llenpro mpeoOpa3oBaHuUs SIBICTCS 3aTPyAHCHHWE JOCTynma K JaHHBIM bBJl cpenctBamw,
ormmaabiMUA 0T cpeactB CYB]] JIMHTEP, B moment, korma siapo CYB]] He paGoraer (He
3arpy»eHo).

[Tpu 3arpyxxenHoM sinpe CYBJl ¢aiinbl Tabmui MOHOIMOJIBHO OMOKUPYIOTCS U JIOCTYITHBI
tonbko aapy CYBJ JIMHTEP.

[IpeoOpa3oBanue JaHHBIX NpPEACTaBIeT co00M omepanuio «uckiaodaromee WIIM» ¢
KOHCTaHTOM IJId BCEX MAIIMHHBIX CJIOB, COACPKAIUXCA B JaHHBIX.

B (aitnmax wuHmekcoB mnpeoOpa3zoBaHume HE TpeOyeTcs, TaK KaKk CKaTue, KOTOPOMY
MOJIBEPTalOTCs KJIIOYM TAOJNHIIBI, HACTOJIBKO CEPhE3HO, YTO MOXKET IMOTPEOOBATH MECSIIBI
YHOPHOTO Tpy/Ja JJIsl MOTyYeHHsI pealbHON MHPOPMAIIIH.

Kpome Toro, crpanuipl Beex ¢aiiaoB TabauIsl CHA0KEHBI IPOBEPOUHON MHGOpMaLIUEH, HE
MTO3BOJISIONIEH HE3aMETHO U3MEHUTH JaHHBIC.

[Taponu monb3oBaTenel, npexae yeM 3amuckiBathess B b/, moasepratoTcss HeoOpaTUMOMY
npeoOpa3zoBanuto. [Ipu stom ucnonb3yercs anroputm MAC (Message Authentification
Code).
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OuucTtka onepatTUBHON U BHELLHEN NaMATU

[Tepepacnpenenenre BHEMIHEW NaMATH BO3MOKHO B ABYX CITydasix:

1) npu ynanenun/ycedeHuu (ainoB TaOIUIbI U CUCTEMHBIX KYPHAJIOB;

2) npu 3aBepmennu pabotel CYB]] (ycekatorcs ee paboune (aitibi).

B o00oux ciywasx ocoOonuBlIeecs AMCKOBOE MPOCTPAHCTBO OUMUINAETCS C MOMOIIBIO
TPEXKpPATHOM 3alIUCH MACKUPYIOIIeH nH(pOpMaIuu.

[lepBriii pa3 ouncTKa BBIMOJIHAETCSA IMyTEM 3aucH ToJlbko 0-X OWUTOB, 3aTe€M uYepeOBaHUEM
0-x u 1-x OuTOB, B TpPEeTUH pa3 3amUCh OCYIIECTBISAETCS TONbKO 1-mu Outamu. Tak kak
(aiibl CHCTEMHOTO )KypHaJla MOT'YT MCIIOJIb30BaThCS IOBTOPHO, TO UX OUYMCTKA BBIMOJIHAETCS
yTeM 3alMcu HOBOM HMH(oOpMauuu noBepx paHee 3anucaHHoil. Mudopmauus B CYB/]
3aMMChIBAETCS CHayajla B CUCTEMHBIN xKypHau (17151 o0ecrieueHus: HaIe)KHOCTH), a TIOTOM YXKe
B (aitnibl Tabmuipbl. lyonupoBanue nHdopMaluu Heo0X0uMo 1Sl 00ecTedeH s HaIeKHOCTH
¢yukuuronupoBanuss CYBJl. Ilpu ymaneHun TtaOnuibl MpPOMCXOAMT IEpepacipeesieHre
BHEIIIHEW MaMsATH, 3aHUMaeMo# (aitlaMu TabIUIbl, OJHAKO TIEpepacrpeaesieHus] BHEITHEN
MaMsATH, 3aHMMAE€MON CHCTEMHBIM KYpHAJIOM, IpH 3TOM He mpoucxonut. I[lostomy
nH(poOpMaIUs B CUCTEMHOM KypHaJle cCOXpaHseTcsl U nociie ynajaeHus daiinos tadbmuuesl. Ee
OYMCTKAa IPOU30MIET MO3HEE, NMPHU MepepacpeeICeHn UM MEePEUCIIoNIb30BaHNUU MTaMATH
KypHasia. B mocieaHeM ciiydyae OuMCTKa OCYILIECTBIISIETCSI 3alIMChI0 HOBOM HH(pOpMaluu
IIOBEPX CTAPOM.

Bo Bpems pabotet CYBJl JIMHTEP otcnexxuBaeTt 3aHATOE €10 MECTO B OTIEPATUBHON MTAMSATH.

[Tpu 3aBepuienun csoeit paborsl CYBJl JIMHTEP oOnynser Bech 00beM oOmnepaTUBHOM
ITaMATH, KOTOPBIA OHA 3aHUMAJIA.

B npornecce 06paboTku nHbOpMAIIIS MOXKET IPOXOIUTD CIASAYIOIINE My TH:

1) ot mpuioxkeHus yepe3 Mexanu3Mbl MexipoueccuHoro oomena OC k CYB/;
2) ot ypanenHoro npuioxenus no certu uepe3 OC k CYB/;

3) ot CYB]] uepe3 OC k BHENIHEH MamMsITH.

B xaxnaom cimyuae OC MOXET HUCIOJIb30BaTh ONEPATUBHYIO MAaMSTh JUUISl BHIMOJIHEHUS 3TOU
¢yukuroHanbHocTU. CYB/] HE ouMIaeT onepaTuBHYIO MaMsITh, HCIOIb3YIOIIYIOCS AJIs ATHX
mejei — 3Ta 00A3aHHOCTh JOJDKHA Bosararbed Ha OC.

CYB/] Moxer OBITh HacTpO€HAa Ha HCIOIH30BAHWE MAaTEMaTHYECKOTO MPeoOpa3zoBaHUs
nH(popMaIuu, XpaHUMOM Ha TUCKE U MePeaBaeMOM 1O CETH. DTO MOXKET OBITh UCIIOJIB30BAHO
TSl 3aTPYIHEHUS TOCTyma K octarouHor nHdopmarmu O3V, kortponupyemoit OC.

OuncTka namMsATH (BHELIHEH U ONEepaTUBHON) BBINONHSIETCS, TOIbKO eciu B b/l mpucyrcrByer
x0T Obl onuH ypoBeHb cekpetHocTd win ana B/l neiictByer omuus CERTIFIED (cwm.
nokymMeHT «Co3nanne u KoH(UrypupoBaHue 6a3bl 1aHHBIX», TyHKT «Co3nanue bJ1»).

B cocraB auctpubyTtuBa BXOOUT yTUiauTa erasefile Il OYUCTKM yKa3aHHOTO
¢daiina u ckpunt erasefile.sh [ BBINOJIHEHUS OYMUCTKU U yHAaleHus QailioB u3
3aJJaHHOTO Karajora. ¥ TWInTa paboTaeT 1o alfOPUTMY 3alMCHU MACKUpYyIoLled HHopMaiuu,
ONMCAaHHOMY BBILIE.
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U3onauua moayneu

IIpu paccmorpenun mexanusmoB padorslt KC3 CYBJl JIMHTEP neobxonuMo OTAEIBHO
UccienoBaTh paboTy MeXaHHW3Ma MapajjielbHOM 00pabOoTKM 3alpocoB  pazIUYHbIX
nosib3oBarenel. KoHTpone Hax M30IMPOBAHHOCTBIO 3aIPOCOB OTAEIBHBIX ITOJIB30BAaTENIEH
npou3Boaut gucnerdep aocryna CYBJl JIMHTEP. On nomy4aer ynpasieHue:

* IpU yCTaHOBKE Joruueckux cpsseil (kananoB) ¢ CYB/] pasnuuHbIMU MOJIb30BaTENIMU U
IIPU UX pa3phIBE;

* IIpH [OJa4ye 3arpoca MoIb30BaTeleM;
* TIpY BbIJIa4€ OTBETA MOJH30BATEIIO;
* B IIpoIIeCCe MapaJIeIbHOM 00padOTKH 3ampoca;

* TIpU OKOHYAHHWH KBAaHTA TEKYIIETO 3arpoca.

B Moment ycrtanosneHus noruyeckoid cBs3u ¢ CYB/] u npu ycnoBuM BBINOJHEHUS BCEX
IpoLeaAyp IPOBEPKU JOCTyHa AUCIETYEp JAOCTyIa BbIAENAET oA 00pabdOTKy 3arlpocoB
OT JTaHHOTO IIOJIB30BATENs YIPABIIIOLIYK) CTPYKTYPY, PacHojlararollyrocs B aJpEeCHOM
npoctpanctee CYBJ] JIMHTEP. B cinyuae ecniu ¢ CYB/] ycTaHOBIEHO HECKOIBKO JIOTHIECKHUX
COCUHEHHUM, AN KaXJIO0ro M3 HUX OydeT BblIeJIeHa CBOsI COOCTBEHHAs YIpaBIISOLIAs
CTPYKTypa. YNpaBIAOIIAs CTPYKTypa KaHala TOJHOCTBIO OIMCHIBAET IOJIb30BATENS,
YCTAaHOBUBILIETO COEIMHEHUE, U COJACPKUT BCIO HHPOpPMALMIO O TEKYIIEM COCTOSHUU
BBIITOJIHEHHUS 3aIIPOCOB JAHHOTO TOJIb30BATENS.

CVYB/Jl JIMHTEP B nponecce 06pabOTKH 3apOCOB ONEPUPYET HE JAAHHBIMH MOJIb30BATEINS,
a TOJBKO YMpaBJsOIMEed wWHHOpPMALUEH, XapakTepu3ymromed wux. Irta uHopmarus
IpeJCTaBiIsieT cOO0H, B OCHOBHOM, MacCHUBBI CChUIOK Ha (hailiibl JaHHbIX. Bes ynpasnstomas
uH(poOpMaIUs XpaHUTCS B YIPABISAIONIEH CTPYKTYPE COOTBETCTBYIOIIETO KaHala.

[lpn mnapamienbHOM HCIOMHEHHH 3allpoCOB  JHCIETYEp MAOCTyNa IPOCTO BBIOMpPAET
OYEPEIHYIO CTPYKTYPY YIPABICHUSA KaHAJIOM B COOTBETCTBUM C HIPUOPUTETAMU UCIIOJIHEHUS
3ampocoB. JlanpHelmass pabora CYB/| JIMHTEP, Bmnote n0 nepenauu ynpaBieHUS
JUCIIETUEpy JAOCTYIA, BEAETCA B KOHTEKCTE apaMeTpOoB U HH(GOPMAIK TaHHOU CTPYKTYPHI.

Bcee monynu CYBJI JIMHTEP (xpome nucneruepa A0CTyIa) MOMIYy4aOT HA BXOAE U BbLAAIOT
Ha BBIXOJIE YIIPABIIAIOILYIO CTPYKTYPY, COOTBETCTBYIOILYIO KaHaITy, AJi1 KOTOPOTO 3TH MOJYIIH
OyAyT OCYIIECTBIISATH CBOM (PyHKLMHU. B mporecce BbIMOIHEHUS 3a1poca IUCIeTyep A0CTyIa
KOHTPOJIUPYET HEBO3MO)KHOCTh HCIIOJIb30BAaHUS WM MIOBPEXKIEHUS CTPYKTYP, OTHOCSALIUXCS K
Ipyrum kananam. Jlro6as mogoOHast MonbITKAa CYUTAETCS OLIMOOYHOM CUTYallMel, U MOIbITKa
noctyma k B/l cooTBeTcTBYIOIIIEr0 MOJIb30BaTeNst Oy/IeT 3aBEpIleHa ¢ OIITMOKOM, yKa3bIBAIOIIEH
Ha HapylIeHUe U30JISLUH.

IIpn KOppPEKTHOM 3aKpbITMM WM aBAPUMHOM pa3pblBE€ JIOTMYECKOM CBSI3H JUCIHETYED
JIOCTyINa MPOU3BOAUT HPOLELYpYy OCBOOOXKAEHUS KaHana. B 3ToM ciyuyae yHuuToxkaercs
BCS YINpaBisiomas MHGOpMALMs, KacaBIUAsCs JaHHOIO KaHajla, OCBOOOXJAIOTCS BCE
UCIONb30BaHHbIe KaHanoM pecypchl CYBJl, u yHHuUTOXaeTcs CTpPyKTypa YIpaBieHUS
KaHaJIOM.

54

© AIMUHHMCTPHPOBaHUE KOMILTIeKca cpeAcTB 3ammThl faHHbIX. AO HIIII « PEJISKC», 1990-2025



SQL-3anpocbkl aAna padoTbl C CUCTEMOU 3aLLUTDI
AaHHbIX

MmeHoBaHUue obobekToB Bl

Nwms oobexta B/] (<mms>) B CYB/] JIMHTEP cogepxut He 601ee 66 CHMBOIIOB.

OTUMHU CHUMBOJAMH MOTYT OBITh IUQPHI, JTaTUHCKHE OYKBBI, 3HAKH MOMYEpKUBAHUS () U
nosapa ($). imst 1ommKHO HaunHAThCs C OYKBBI.

[TonHOE MM TAOIULIBI BKIKOYAET TAKKE U UMS CXEMBI TAOIMUIBL: [<MMS CXeMbD>. | <muMs
TaOJIMLIBI>.

NMpepoctaBneHue npuBUNernmn

[IpenocTaBneHre MPUBWIETUU BBIMONHSIETCS omneparopoM GRANT, cxema KOTOpPOTO
IpuBe/IeHa Ha PUCYHKeE 1.

TpHELIeTHA ON Huz TO C_mmu;
TAOIHIE cyOBeKTOR
IpeaocTanaeune GRANT
MpHETErE
” Cnncox C .
Kareropug e IDENTIFIED BY ml;::;

SELECT

/ INSERT

DELETE CONNECT

r/
i

_A_UPDATE /_A_RESOURCE
Kateropas
IpHERTETHA TlpneRIerna Mpusaierns o e \\\ — DEA

a”'
/
l

"
b,
N,
Y
Y

INDEX ~( BACKUP )

REFERENCES

ALL

Pucynok 1. Cxema oneparopa GRANT
OO6mume npaBuia:

* ALL paBHO3HAYHO CIIMCKY, BKJIOYAIOIIEMY BCE€ MPUBWIETUU JUIsL  TaOIMUIIBI
(SELECT+INSERT+DELETE+UPDATE+ALTER+INDEX+REFERENCES);

¢ €CJIM B KOMaHAC MPEAOCTaBJICHUA HpI/IBI/IJ'Iel"I/Iﬁ Ha YKa3aHHYIO Ta6n1/1uy BMECTO CIIMCKa
noJjip3oBarenieil ykazaHo PUBLIC, TO BCEM I0JIb30BaTeNsIM (CYLIECTBYIOLIUM U OyTyIIIM)
OyIyT MPEAOCTABICHBI YKA3aHHBIC TPUBUJICTHH,

» BTOpas opma oneparopa GRANT npenHa3HauYeHa Kak ISl CO3/IaHUsI HOBOTO TOJIb30BaTENs
C ONpENECICHUEM €ro KaTeropuu, Tak W I U3MEHEHUW KaTeropuu CyIIEeCTBYIOIIETO
MOJIB30BaTEA;
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

CIIMCKH CyOBEKTOB M HMX Mapojieil MOTryT pa3iuyaTbcs MO YMCITy 3JIeMeHTOB. llpu
3TOM CIIMCOK CyOBEKTOB JOJDKEH OBITh He Kopoue crnucka mnapoieil. CooTBeTcTBHE
«T10JIb30BATEIb-TIAPOIIb» MPOU3BOAUTCA ciieBa HampaBo. [loap3oBatenu, octaBimuecs 6e3
cooTBeTCcTBUs, nonydar «mycroi» mapoinb: GRANT CONNECT TO U; paBHO3HAa4HO
GRANT CONNECT TO U IDENTIFIED BY ";

CTpOKOBBIﬁ MapoJib MOKET COACPIKATL OO 18 CHMBOJIOB;

NpUBWIICTUU  MOTYT TCpPCAaBATbCA  TOJIBKO BJIaACIbLEM YKaBaHHOﬁ Ta6J'II/II_U>I/
MMPEACTAaBJICHHUA,

BBOJUTh HOBOIO IIOJIb30BaTeNsl (C ONpPEAETICHUEM €ro KaTeropuu) MOXKET TOJIbKO
anMuHucTparop (kareropust DBA).

OTmeHa npuBunerum

OTmeHa mpUBWIETMH BBINOIHIETCS onepatopoM REVOKE, cxema KOTOpOro IpHBEIEHA Ha
PHUCYHKE 2.

OTMeHA
MpHBHIETHH

I'Ipnnmm:t-( ON )—hl E’]m
TAOTHIR

REVOKE ( FROM )—b CHOHCOK CYOBEKTOR

Kareropua

Pucynok 2. Cxema oneparopa REVOKE

OOuue npaBuia:

CUHTAaKCHUYECKHE ITpaBuiIa Te ke, uTo U i oneparopa GRANT;
IPUBUIIETUN MOXKET OTMEHSTh TOJBKO BIlajiesel] TaOIuIIbl;

OTHATh (TIOHM3WTH) KATETOPUIO TIOJIB30BATENS MOXET TOJBKO aaMuHHCTpaTop b/l
(xareropust DBA);

IOpU 3TOM CUMTAETCs, YTO Kareropuss DBA BKIIOYaeT B ceOs NMPUBWIETMU KaTErOpUU
RESOURCE u kareropusi RESOURCE BKJIIO4aeT B ce0st NpuBUiIeruu kareropud CONNECT,
TO €CTh KaTeropuu ynopsoueHsl. Korja oTHuMaeTcst Kakas-n0o KaTeropusi, 3T0 03Hayaet
CHIDKCHHC KaTerOpHHy Ha OJIMH YPOBCHbD.

Hcxonnast npuBUiIerus OTmensiemast Pe3yabTHpyomas npuBujierus
NpUBHUJIETUs

DBA DBA RESOURCE

DBA RESOURCE CONNECT

DBA CONNECT 3anpeT NoAKIrYeHus K b/
RESOURCE RESOURCE CONNECT

RESOURCE CONNECT 3anpeT noAktodeHust K bJJ
CONNECT CONNECT 3anpeT NOAKIIOYeHUs K B[

CospaHuel/ypaneHue nonb3oBaTtens

CxeMbl co3IaHus/yaalieHus TI0Ih30BATENs MPEJICTABIICHBI HA PUCYHKAX 3, 4.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMOI 3a1MTHI JAHHBIX

Iapoas
0
:’/ SYSTEM |
. . A
s T
IDENTIFIED BY \ PROTOCOL Y,
pS J ——
( LDAP h
c > : AN J
owamie | (orate USER Ja| M || Ampubym mmL ) Mera _ :
CYDBEKTA b iy CyOBEKTA cyOBeKTA " ., Ty e b ~
AN /!

P ~,
{ GROUP T A
\_ Y, L

Pucynok 3. Cxema co3aHus noib30BaTest

Vaanemme | " noop ysER |  BME |, Pexam
cyObexTa J cyOBeKTa yAaneHns

Pucynok 4. Cxema ynaneHus I0Ib30BaTeNs

OO6mume npaBuia:

* IS CO3/IaHusl/yaalleHus 0Jb30BaTessl HEOOXOIMMO UMETh YPOBEHb NpaB DBA;

* [0 YMOJYAHHIO IOJB30BATENIb CO3JAacTCs Oe3 mapoiisi. YPOBHEM IpaB €My Ha3HauaeTCs
CONNECT;

 pexuMm ynaneHus CASCADE HUCIIONb3yeTCs A7 yAaJeHHs OIb30BaTes, BCEX €ro 00beKTOB
1 BcexX uMmeromuxcs B b1 CChUIOK Ha €ro 0ObEKThI;

* 3anpeleHo He KACKaHOE YIAJICHUE TI0JIb30BaTEJIsl, SIBJISIOIETOCS BIaIe/IblIeM KaKuX-1TH00
o0wvekToB B/I;

¢ BMCCTC C IIOJIb30BATCJICM YAAJIAIOTCA BCC €ro MPUBUIICTHUU U HA3HAYCHU ponei/'l.

U3meHeHune naponsA nonb3oBaTtens

CxeMa U3MeHEHUS MapoJIAa IMOJb30BaTCId ITPUBEACHA HAa PHUCYHKEC i

Hapoas

PROTOCOL

Hma

|—. cvhneKTa —|
Hamenenne ALTER USER 1+ N
MapoiA [ }

IDENTIFIED BY

Pucynok 5. Cxema u3mMeHeHus apoJis Mojab30BaTelst
OO6mwme nmpaBuia:

* M3MEHUTH MMAPOJb MOTYT aAMHUHHUCTpaTop (MMeroumii nmpaBa DBA) u nonb3oBarens (cam
cebe);

* ©CITM UM TIOJIB30BaTelIs HE 3a7aHO, TO TOAPa3yMeBAaeTCs IMOJIb30BaTENb, MOJABIIUN 3Ty
KOMaHJy.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

B Hpumeuanne
AIIMUHUCTpaTOp HE MOXXET HE3aMETHO BBINOJHUTH M3MEHEHHE Iapoiisl, TaK Kak He HMeeT
BO3MOXKHOCTH BEpHYTb OOpaTHO CTapblil mapoib. Eciu oH (agMUHUCTpATOP) U3MEHUT Napoiib
MOJIb30BATENs U MOTYYUT JOCTYH K KOH(UAESHIIMATbHON NH(OPMALIUK ¢ IMEHEM HOJIb30BaTENs
U ero HOBBIM IApoJeM, 3TO HE OCTaHeTCs He3aMeueHHBIM. Ilonb3oBarens He OyneT 3HATh
M3MEHEHHOTO MapoJIst (CTapblil BOCCTAHOBUTH aIMUHUCTPATOP HE CMOXKET), HE CMOXKET MOJyIUTh
noctyn k b/ u 3a0bet TpeBory.

CospaHue/yaaneHuve ponu

CxeMpbl co3laHus/yaaleHus! poJid IPUBEICHBI HA PUCYHKE 0.

Co3nanne g 0\
. -b-kCREATE ROLE /F‘- Hma poan
VYiaaneHHe 4 Y
H» DROP ROLE M Hms pomm
pomm [T\ J b

Pucynok 6. CxeMbl co3nanust/ynajaeHus poiu
OOuue npaBuia:

* JUISL CO3/1aHUsI POJIM HEOOXOIMMO UMETh YpOBEHb IpaB RESOURCE;
* yIaJuTh POJIb MOXKET TOJILKO €€ CO31aTeib;

¢ BMCCTC C POJIbIO YAAIAKOTCA 3allMCH 000 BceX Ha3HAUCHHBIX Ci NPUBUIICTUAX U 000 Bcex ee
HA3HAYCHUAX MOJIB30BATCIAM U JPYTUM POJISM.

Ha3HayeHune/oTMeHa Ha3Ha4YeHus ponu

CxeMbl Ha3HAYCHUS/OTMEHbI HAa3HAYCHHUS POJin IIPUBCACHBI HA PUCYHKC 7.

HasnageHnHe
pom "(GRANT ROLE}’ Humsa pomn —>< TO )—b CIHCOK CyOBEKTOB
OTMeHa -
Dol -DQ:!EVDKE F!OLE)—t Hma poan —< FROM )# ChucoK cyOBeKTOB

PI/ICYHOK 7. CxeMbl Ha3HAYEHNI/OTMEHBI Ha3HAYEHUS poiin

OO01ue npaBuna:

¢ Ha3Ha4YUTH POJIb (OTMeHI/ITB Ha3HaA4YCHUC pOJ'II/I) MOXKET TOJIBKO €€ BJIaACIICI.
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NMpunoxexHue

CuHTakcuc KOMaHA4 Ansd pa6OTbI C KOMIJ1EKCOM CpeacTB
3allnTbl AaHHbIX

YpoBeHb AocTtyna

Cosnague:

CREATE LEVEL <uMsa ypoBHA> = <HOMEP YpPOBHI>;

N3meHenne uMeHn ypoBHS:

ALTER LEVEL <uvma yposusa> SET <uoBoe mMa ypoBHS>;

Mpynnbl gocTtyna

Cosnanue:

CREATE GROUP <umMa rpynne>[=<umcjioBOM MOEHTUOUKATOP I'PYIINL>];

W3MeHeHne MMEHH TPYTIIIbL:

ALTER GROUP <ums rpynmner> SET <HoBOe ums Tpymmer>;

YpoBHU JOBEpUS MEXKY TPyIIIaMHU:

GRANT ACCESS ON <rpynna-noseputresns> TO {<rpynna-nosyuaresns> | ALL};
REVOKE ACCESS ON <rpynna-noseputesns> FROM {<rpynna-nonyuaresns> | ALL};

Moaudukauusa nonb3oBaTtens

Co3znanue nosip3oBaresis ¢ kareropueit CONNECT 1o yMOJTYaHHUIO:

CREATE USER <umsa nonbzoaTesna> IDENTIFIED BY <naposnb>;

Hasnauenue nmosib30Baresnto KaTeropuu JOCTyIa:

GRANT <xareropus> TO <uma nomsbz3oBaTesnsa> [IDENTIFIED BY <naposns>];
VYnaneHue mnoyib30BaTeis:

DROP USER <uma nomsbzosatens> [CASCADE];

N3meHenune kaTeropuu moiab30BaTes:

GRANT <xareropusa> TO <uma nossz3oBaTesns> [IDENTIFIED BY <naposnbs>];
N3menenue napossi mojab30BaTeNs:

ALTER USER <vmva nomnbzosaTesna> [IDENTIFIED BY <zoswir naposis>];

Hasnauenue rpynmsl 10CTyIa MOJb30BaTEINO:
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CREATE USER <uma  noaszoarensa> IDENTIFIED BY <napons> GROUP <wums
TPYIIED;

ALTER USER <ymva nosnbzoBaTena> GROUP <ums rpynmner>;
HasnaueHnue ypoBHS 10CTyIa MOJIb30BATENIO:

CREATE USER <ums nosnbszosarens> IDENTIFIED BY <naposns>
LEVEL(<RAL>,<WAL>);

ALTER USER <ums nosbzosBarens> LEVEL(<KRAL>,<WAL>);

HasnaueHnue npuBHIIErHii MOJIb30BaTENIO:

GRANT <npususnerus> ON <umsa obwvekTa> TO <umsa nosb30BaTEIIA>;

REVOKE <npusunerusa> ON <umsa ob6wexkTa> FROM <umsa nomb3oBaTess>;

Ponu

Cosnanue:

CREATE ROLE <uma posn>;

Vnanenue:

DROP ROLE <ums posm>;

Hasnauenne/oTMeHa MpUBUIIETHN HA OOBEKT:

GRANT <npususnerus> ON <ums obwexTa> TO <ums posm>;
REVOKE <npusunerus> ON <umsa obvexrTa> FROM <umsa posm>;
Haznauenue/oTMeHa poiy MoJb30BaTeNIo:

GRANT ROLE <umsa ponu> TO <umsa nosb3oBaTEsS>;

REVOKE ROLE <umsa pos> FROM <uMma nosb30BaTena>;

YpoBHU pgocTyna

OmnpeneneHue ypoBHS A0CTyna i TaOIHLL:

CREATE TABLE [<uMs cxemer>.|<uMsa TaOJIMLBD>

(<yMs crombua> <Tun crosudua>, [...]) LEVEL(<RAL>,<WAL>);
ALTER TABLE <uuvsa Tabmauuesr> SET LEVEL(<KRAL>,<WAL>);
Onpenenenre ypoBHs 10CTyIa AJis cToiOua:

CREATE TABLE [<uMa cxeMbr>.| <umsa TaOuMisr>
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(<umsa cronbua> <tun cromndua> LEVEL(KRAL>,<WAL>) [,...]);
ALTER TABLE [<uMs cxeMe>.] <uMs TaOJImLED>

SET COLUMN <mmsa cronbua> LEVEL(<RAL>,<WAL>);
Hcnonp3oBanue rpymnn 1 ypoHel B SQL-BbIpakeHuu:

INSERT INTO [<nms cxeMmel>.| <uMs Tabmuue>[AS  <nceBmoHMM> |
[#[<rpynna>]#[<RAL>|#[<WAL>]]

(<mMvs cronbua>[#[<rpynna>[#[<RAL>]#[<WAL>]]) VALUES (<3HaueHune>);,

UPDATE [<mms cxeMer>. | <uMms Tabauue>[AS <nceBOOHUM>|
[#[<rpynmna>#[<RAL>J#[<WAL>]]

SET <mmsa cronbua>[#[<rpynna>#[<RAL>J#[<WAL>]]=<3naueHwue> [,...];
UreHne METOK JoCTyna:
SELECT SECURITY ({*|<umsa crTombua>},{'R'|'W'|'G'})

FROM <umsa Tabmanier>;

CeTeBas ctaHUuA

Coznanue:

CREATE STATION <umMms crTadHumm>

PROTOCOL <ceTeBoit npoToKOJI>

{ADDRESS <anpec craHumm>}

[LEVEL (<RAL>,<WAL>)]

[<pabouee Bpemsa>];

<¥Ms CTaHUMM> =<uOeHTruburaTop>

<ceTeBOM MNPOTOKOJI>:.=<CUMBOJILHEIN JIUTEPaJI>
<azmpec cTaHuuUM>::=<CUMBOJILHEI JUTEepa>
<RAL>:=<mpmeHTUOMUKaATOP>
<WAL>!=<muneHTndMKaTop>

<pabouee Bpewma> ::= {ENABLE [DISABLE} LOGIN
{ALWAYS |<rpadux no BpemenHu>|<rpadbmk no nHam>}
<rpaduk no BpemeHy>::=FROM <Bpemsa nauana paboTer>

TO <Bpems oxonuanmusa paborer> [FOR <gumu paboTwer>|
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<rpadux no muam>:= {SINCE <gmara nauasa>}|{UNTIL <gaTa oxoHuaHMs>}
<Bpewmsa Hauajya paborer>::=HH:MM'

<Bpemsa okoHuauus paborer>:;=HH:MM'

<mHu paboTe>:=<meHb Hemeyn> {[,<meHo Hememn>]...}

<menr uenemy>::=MON'|TUE''WED'|THU'|'FRI'|'SAT'|'SUN'

<pmaTa Hauamna> :=DD.MM.YYYY'

<pmaTa okxonuaHua>: =DD.MM.YYYY'

N3meHenue napaMeTpos:

ALTER STATION <umsa crauunu>[SET <HoBoe ums crTaHimm>]
[LEVEL(<RAL>,<WAL>)] [<pabGouee Bpemsa>];

VYnanenue:

DROP STATION <mma cTaHLUmm>;

PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED STATION TO {<ummsa rpynner> | ALL};
REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
GRANT ACCESS ON STATION <umsa crauumm> TO {<mms rpyrner>|ALL};
REVOKE ACCESS ON STATION <umsa crTaHLMm>

FROM {<mmsa rpynmner>|ALL};

YcTpouctBa

Cosnanue:

CREATE DEVICE <mua ycrporictBa> DIRECTORY <kxaTamor>
[COMMENT <xomMeHTapmit>]

[LEVEL (<RAL-ycTpomcTBa>,<WAL-ycTpoicTBa>)];
N3menenue napameTpos:

ALTER DEVICE <uus yctporicTea> [DIRECTORY <xaTamor>]
[LEVEL (<RAL-ycTporicTBa>,<WAL-yCcTpoicTBa>)];

VYnanenue:

DROP DEVICE <ums ycrponcTea>;
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PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED DEVICE TO {<ums rpynne> | ALL};

REVOKE ACCESS ON UNLISTED DEVICE FROM {<uwms rpynmner> | ALL};
GRANT ACCESS ON DEVICE <ums ycrpomicTra> TO {<umsa rpynmoer> | ALL};
REVOKE ACCESS ON DEVICE <uMmsa ycTpoicTea>

FROM {<mms rpynne> | ALL};

MoHuTopuHr KC3

3arycK IpOTOKOTUPOBAHUS:

AUDIT START;

OcTaHOB MPOTOKOJIUPOBAHHUS:

AUDIT STOP;

VYrpasneHue nNpoTOKOIMPOBAHUEM:

AUDIT {ENABLE|DISABLE|CLEAR} [<uma co6eirus> [ON <obvexT aynmra>]]
[FOR <umsa nosbzoraresna>] [BY {SESSION|STATEMENT|ACCESS}]
[WHEN [NOT] SUCCESS];

[TapameTpbl MPOTOKOIUPOBAHUS:

AUDIT {SET |CANCEL} <napaMeTpsl IpPOTOKOJIMPOBAHNI>;

<napamerpe nporoxosmpoBaHusa>:;:= RECORDS LIMIT <komnuecTBo 3anmncen>
DAYS LIMIT <cpok xpaHeHUI>;

[IpoTokonupoBaHue MOIB30BATETHCKOTO COOOIICHUSI:
AUDIT MESSAGE <coobmenne>;

Hauath KOMMEHTHpPOBaHHE TPOTOKOIUPYEMBIX COOBITHH:
AUDIT SET MESSAGE <xommenTapmin>;

OTMEHUTh KOMMEHTUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA:

AUDIT CANCEL MESSAGE;
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